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PeanbHble Nnpobiembl 3aKa34ynKOB: \

ECcTb NnoAnTUKA 3aWMUTbl A4OCTYMNA NO CETU — HO HET KOHTPO/15 YNPaBAEHMUSA
N3MeHeHusaMu. Noyemy?

v J ) Q‘_, - £
DS nETWELL '/\ \ .4 tufin

1. O6bopyaoBaHMe HE MEHSAIOT rogamu — nNpaBmaa AOCTyna KackaaHble (100 >)
2. Tam Kynuaun Palo Alto a Tam — Cisco, a TyT nogeweBne eule ectb Fortinet

3. Hn oaHa KoHcosb LY He noKaXKeT «A 4To ecnm A Tak caenar’?»

4. Hn B ogHY KoHconb LIY He BHecewb npasuia Ub

5. «A KTO B 3TOM BMHOBAT?» - Koraa yto-to cay4vaetca (UT n UB)
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LleHHOCTb ana IT-cneymanucros \ A‘tu,hn-

v/ CpepAcTBO OpraHM3aLmm 1 noaaep>KKu nopaaka s ACL:

- [ybnnpyrowme, nepeKkpbiBatoLlmMe, HEUCNOAb3yeMble 06beKTbl M NpaBuna
- (daKTnyeckoe MCNosb30BaHME NPaBUI — ONTUMMU3ALMUS

v' EAMHAA TOYKa aHa/M3a U NPoABUKEHUA NPasua A0CTyna:

- Epunnasa koHconb Ha Cisco, Checkpoint, Juniper, F5 n ap.
- KOHTpOab Nornyeckoro AoCTyna B perMoHax
- lMoppeprKKa yctapeswero obopyaoBaHnA U HeCcTabuNbHbIX KAHANOB

v/ OnepaTuBHbIN aHaNNU3 AOCTYNOB N060M CAOMHOCTH:

- Bnnanune NAT-npasua, yyeta AMHAMUUYECKOM N CTAaTUYECKON MapLLUPYTU3aLIMN
- MNoppepxKa BupTyanbHbix cnctem m MAK (VMware + OpenStack)

BhoA ALEE




NS NETWELL ASAZ-7 WY
Ona Nb-cneunanucrtos \ ! A

v/ CpepAcTBO OLLEHKU NPUEMIEMOCTH 3anNpPOoLLEHHOro AocTyna:

- Bba3bl 06Wmx puckoB («TMNOBbLIX OLLNOOK»)
- BHeceHune B cucremy nonmntmnk Ub B Bnge npoctoix npasnn M3

v' ®ukcauma u popmanusauma AeicTenii No AOCTyny:

- PacnpeaeneHue oTBETCTBEHHOCTM MO 3Tanam o06paboTku (LwabnoHbl)
- [pAman npuBA3Ka K TEXHUYECKOMY YPOBHIO, K CETU

v' OnepatuBHaa uHpopmauma 06 U3smeHeHUAX B AOCTYMe:

- B peanbHOM BpemMeHM NO paKTy UISMEHEHUA, NO BCEN CTPYKTYPE;
- ba3a cobbiTnin 3a npolwealee Bpema no scen ctpyktype, PCI DSS 3.0

InfoSec

tufin

b

Policies |
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Amazon

- AWS EC2
Check Paint

- CMA

- smartCenter
- MDS

- CLM/Log Server
Cisco

- PIX

- ASA

- FWSM

- Router

- XK Router

- Nexus

- Switch

- L3 Switch

- C5M

Juniper

- NetScreen

- SR¥, J-=eries
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- M,Mx ~

- NSM

OpenStack

- Cloud

Fortinet

- Fortigate

- FortiMmanager

Palo Alto Metworks

- Pans

- Panorama

Mcafee

- Firewall Enterprise - ProxySG

VMware Cisco-TOP (TOF plugin)

- NSX - Catalyst

F5 - Ironport ESA

- BIG IP _ces

Stonesoft Juniper-TOP (TOP plugin)
- Management Center - 3A

BlueCoat (TOF plugin) Linux (TOP plugin)

- AV hd - iptables hd

v' NopaepKa KOHCONEN yNpaBaeHUA U OTAENbHbIX YCTPOWUCTB OT BeAYLLMNX
BeHAopoB: Juniper, Palo Alto (PA — Services/Users), Cisco, Fortinet, McAfee,

Stonesoft, BlueCoat, F5 BIG IP n gpyrue...
v" Bce, yTo Linux/Unix Ha ocHoBe IPTables

v' KommyTtatopsl, NLB, Generic Type
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SecureTrack

SecureChange

SecureApp

\/ // \ Q““ — - [ |
M3 yero coctout pewieHune Tufin TOS\ \ A‘tmu-hn

v' ABTOMaTM3MPOBAHHbIN KOHTPOJIb M aHaNIN3 CEeTeBOro A0CTyna
v' Ha ypoBHe ceTeBoro o60pya0BaHua OT pa3HblX BEHA0POB
v' IT- noapasaeneHus, cetesble CneunanmncTbl, CUcagmmHbl

®yYHKUMOHAN, He NpeaoCcTaBAseMbl KoHconAMM LY oTaenbHbIX NnponsBoanTenei

v’ ®opmupoBaHue n 06paboTka 3aABOK 4OCTyNa B CETU
v' AHaNn3 KOPPEKTHOCTM AM3aiiHa, PUCKOB 1 BE30MNacHOCTM
v' UB-noapasaeneHuns, He TeXHUYECKne COTPYAHUKN

BusHec-npouecchl No A4OCTyny, aBTOMaTU3aLUMNA BHEAPEHUA, OLEHKa
6e3onacHoCTH

KOHTpONb AOCTYNHOCTM NPUNOXKEHNIN 24X7 B ceTH
BNOKMPOBKA HAPYLLIEHUWN CBA3U MEXKAY U K NPUIOKEHUAM
OTtaenbl pa3paboTkn, 0b6cayKMBaHUE NNATEXKHbBIX CUCTEM

ANEANERN

Mopaynb «0XpaHbl AOCTYNOB» KPUTUYECKU BaXKHbIX MPUNOXKEHUNA
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dyHKunoHan SecureTrack
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U,EHTpaI'IVIBOBaHHbIﬁ KOHTPO/J1Ib 1IOrM4eCKOoro Aocrtyna no BCeun ceTu:

- Ha merKceTeBbiX 3KpaHax, KOMMyTaToOpax, MapLUpyTU3aTopax U
Apyrom ceteBom 0b60opyaoBaHMM

poBepKa cOOTBETCTBUA CeTeBOro Aocrtyna noautukam Ub:

- Bbnok 0bwmx puckoB (OWNOKM KOHPUTYpaLnm)
- BNIOK YacTHbIX pUCKoB (3agaem cobCcTBEHHbIE YCNOBUSA)

AHanun3 NOAUTUK A0CTYNa HA UCNO/ZIb3YEeMOCTb U

‘:g‘/’nss 6e3onacHoCTb:
.0

- HaxoxpeHune HEeNCnosb3dyembiX Npasuia n o0b6beKToB BHYTPU
HUX, ONTUMUN3aLUNA NCNONIb3yeEMbIX MPaBUI MO Tpad)I/IKy

-  PekomeHpaumun no CYyKeHUHo obnactum ,EI,EI‘;ICTBI/IFI npaBuni
(APG)
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S NETEL dyHkumnoHan SecureTrack \ \\ Atl!fln

LleHTpann3oBaHHbIN KOHTPO/1b JIOTMYECKOro A0CTyNna no BCEWCGTV‘
Kakum obpasom 3to genaem c peweHmem ot Tufin?

- UenTpanunsosaHo otobparkaem ACL («aunctbl gocTyna») ceteBoro obopyaoBaHums
PA3HbIX NPON3BOAUTENEN

- Ucnonb3yem noakntoveHme no SSH nam 3amneHHbIM TEXHO/IOMMAM CaMUX
npoussoanTenen obopyaoBaHma

- Monyyaem onoseLlleHNUe 0 BHECEHHOM M3MeHeHUU (OHaMH U/nnun no onpocy)

- BuAMM KOHTEKCT U3MeHeHUA: KaKaA Y4€THaA 3anmcb, YTO UIMEHWNNTOCb, KOTA4a, OTKYyAdAd
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dyHKkumoHan SecureTrack
LleHTpasIM30BaHHbIN KOHTPONb NOFMYECKOro A0CTyna NoO BCEM CeTH \

4.4 tufin

Bce ycTpoMCTBa, a TakXKe nocneHNe U3MEHEHUA HA HUX
oTobpaxatotca Ha Dashboard

SecureTrack
Hom

OrchestrationSuite

Dashboard ‘ Risk ‘ Change ‘ Cleanup ‘ Violations ‘ Policy Browser

Q

©)

£
o

4 SecureChange
2]

[ vengor |

Groups

42 Al Devices A
4@ 1Toronto BCKP
“ Bl check Point
&) cmA-rR80
‘ m_cisco
“ @) Cisco Firepower

@) pomain_1_1
“@ _Domain_2
&) Domain_2_2
“ rfb Amsterdam
o M Cisco
|£) RTR6
S.? Fortinet
4@ FortiManager-New_Method
| &) Amsterdam
‘@ _FortiManager-Old_Method
@ _FortiManager-FG
&) rG_External
&) FG_SITE-A
@ re_sime-8
“ @ Default
“M cisco
4 cisco ACI
(&) Cisco ACI -common
(&) Cisco ACI -infra
@) Cisco ACI -mgmt
(&) Cisco ACI -Reg_18-1
&) e
&) Pe2
@ rrR1
(@) rRTR2
e Ejuniper
@) srx
“A Microsoft Azure
LS SRV ERPN-1V]

Show:

CMA-R80 CP SMC

Last 20 =

Device #
Domain_1_1 24
Domain_1_1 23
Cisco ACI -mgmt 1
Cisco ACI -Reg_18-1 1
Cisco ACI -infra 1
Cisco ACI -common 1

RTR1 39

Show: | Cleanups by type

400

37
0 —————
Fully shadowed and red.

NSX-Edge-01

Changed on
3/11/18 3:36 PM
3/8/18 3:01 PM
3/8/18 2:19 PM
3/8/18 2:19 PM
3/8/18 2:19 PM
3/8/18 2:19 PM
3/8/18 12:47 PM

13

Disabled rules

Compare  Analyze

NSX-Edge-02

Received on
3/11/18 3:36 PM
3/8/18 3:01 PM
3/8/18 2:19 PM
3/8/18 2:19 PM
3/8/18 2:19 PM
3/8/18 2:19 PM
3/8/18 12:47 PM

119

Duplicate network obje.

Audit

Report Network

@-0-Q

StoneSoft-NG VF ASAv FG_External FG_SITE-A FG_SITE-B NSX-Distributed
%, Last 20 revisions out of 1,120

Admin Action Policy Installed On Ticket ID Authorized
7 ) N/A A
. @ N/A

A N/A

; N/A

a N/A

@ N/A N
- A Authorized v

0

Duplicate services Unused network objects

Empty groups

Unattached network obj...



P MR dyHKuMoHan SecureTrack e Va A tufin

LleHTpanAn30BaHHbIA KOHTPO/Ib IOFMYECKOro A0CTyMNa No BCENA CEeTU .

Kakum obpa3om 3To genaem c peweHmem ot Tufin?

Mpumep: merxKceTeBom 3KpaH (yAaneHHbIM UK IOKaNbHbIN)

Rules | Objects | Running Config | Show IP Route | Interfaces | Routing | Zone Based Policy Legend: J Deleted J Inserted J Modified J Modified fields
Access Rules | VPN Rules |
Access List: 121 i Access List: 121
Inbound Interfaces: FastEthernet0/0 Inbound Interfaces: FastEthernst0/0
. Source Destination . - = . Source Destination . -
# | Action HostNetwork HostMetwork Service Log Level Description = # Action HostMetwork Host/Network Service Log Lavel Description
1 ¢ 192.168.5.35 10.100.5.159 telnet/tcp | & 1 J 192.168.5.35 10.100.5.159 telnet/tcp
2 ¢ 192.168.5.36 10.100.5.160 |ssh/tcp E 2 ¢ 192.168.5.35 10.100.5.159 sshftcp
3 J 192.168.5.37\ 10.100.5.161 www,tcp ﬂ 3 ¢ 192.168.5.35 \ 10.100.5.159 \ www/tcp
| B
4| @ |any \ Any A~ ip || 4 of |Any .h\ \\'E

Bbino «3anpetntb» bbinn Takne agpeca Ctano «pa3pewmnTb» Cenvac Takume agpeca

NMapy mUHYT Ha3aa B npasunax 2,3 mn 4 Cenyac B npaBunax2,3umn4
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®yHKkumoHan SecureTrack A \ A tll,flll
LleHTpann30BaHHbIVM KOHTPO/Ib IOMMYECKOro A0CTyMNa No Bcel cet | .

,,‘::";;s N

Y KPAITHA

KTo uameHun goctyn, Korga v otkyaa’?

Access List: 121 =l Access List: 121

Inbound Interfaces: FastEthernet0/0 Inbound Interfaces: FastEthernet0/0

# | Action HD:;P;J;:\: K HE&T’SS&T& Service Log Level Description £ # Action HDs?J’l:luericv\:Drk HE:;:}';:H‘[I( Service Log Level Description
1 J 192.168.5.35 10.100.5.159 telnet/tcp 1 ¢ 192.168.5.35 10.100.5.159 telnet/tcp

2 « 192.168.5.36 10.100.5.160 sshftcp ﬂ 2 « 192.168.5.35 10.100.5.159 sshftcp

3 v 192.168.5.37 10.100.5.161 www/tcp ﬂ 3 v 192.168.5.35 10.100.5.159 www/tcp

-
4 . Any Any ip | 4 o |Any Any ip
e
&+ c
] 164 @ 23/11/14 14:57  admin cpmodule EldadG-Laptop 276760 Standard_Prod -

KomnbtloTep
nonb3oBaTens (ana
HeKoTopbix M3)

YyeTHas 3anuch Habop nonntuk

Ha M3

[ata/Bpems
N3MEHEeHUA
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dyHkumoHan SecureTrack

'/\ f \ V'S tufin

LleHTpann30BaHHbIM KOHTPOJIb NOFMYECKOro A0CTyrna Mo BCeM ceTu "

Kakum obpasom 3to genaem c peweHmem ot Tufin?

YunutbiBaem TONONAOrMI0, MapLipyTtbl, MHTEpdeucobl, 3oHbl, MPLS, NAT, VPN

S
[T L )

Cloud %0.0.0.10

,r"'_“\
BT R

Netscresn (MAT)

NSX-QA_EDGE

172.30.1.0/24

e
PAMNL

Cloud 10.100. {J i

&) 1 oo

5!311.014

M- Edgn RTR

NS¥-Distributed-.

X..,k\/

Cloud 10.100.13.111

Nt
Cloud 10.100.13.100

% J .

12,17.17.0/24

~L INT

ml_“ﬁ P

Cloud 10.100.5.15%9

172.15,100.0/24

22.22.22.0/24

cpmodule

AN

152.168.0.0/16
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“““““““ PyHKuMoHan SecureTrack \ \\ A_‘“!hn‘
LleHTpann3oBaHHbIN KOHTPO/1b JIOTMYECKOro AOCTYMNa N0 BCEW CeTU O‘
S:

Mpw 3anpoce B nHtepdpemnce cuctembl Tufin T

INT f
20.1.0.0/16

& - Kakon @¢aKTnyeckmm ceteBom A0CTynN
R €CTb U3 «TOYKM A» B TOUYKY «TOUYKY M»?

(DsT NAT JO
10.100.0.5
10.5.51
lcioﬁud: 1u1 07351 56 /
10.100.0.0/16
T - 3ajaem UHTepecylouwme CepBUCHI,
NS¥X-Edge-RTR
/ agpeca, NpuUnoxKeHna n o0b6bveKTbl 13 H6asbl
Y obopyaoBaHUA 3aWUTbI
S EIES AN T /
- 50.1.1.0/24
NSX-Distributed-Router
DMZ
182.168.0.0/16
ﬁ:d:g‘z.fél.ai.z
Cepsuc [NpunnoxkeHune
J— —




dyHKumMoHan SecureTrack L

L|,€HTpaJ'II/13OBaHHbII71 KOHTPO/J1b N1orm4eCckoro 4ocCtyna no BCEN CETU e

Mo BCceM BO3MOXKHbIM NYTAM MPOXOXKAeHUA TpaduKa
NoJly4aem OTYET TO/IbKO O PesIeBAHTHbIX NpaBuaax AoCTyna

.
‘\___\\ &
b )
o\
P [ NSI—Distl\rﬁ::——Ru:t:__]____?
Takoro goctyna He byaeT, cpaboTaeT npasuao Ne 362
Cpabotaet npasuno Ne 13, «nporigem» L
Web01 - Network adapter 2 ; By DC_test2 )
o 7 Data Recovery Appliance
@ ® ipset range : # MGMT -
13 ‘® test icon ; & MGMT-PortGroup @ upp_s00
&£ MGMI-PortGroup § £ none -

Takoro gocTtyna He byaeT, cpaboTaet npasuao Ne 53




dyHKUmnoHan SecureTrack \ -A- ‘tjl!‘flll

MaTpuua aoctyna Aasa Normyeckmux CermeHTOB CeTH e ‘

Onpepgenaem B Tufin 30HbI (1OrMYeckmne cermeHTbl)

- YcTaHaBAMBaeM MeXay HUMWU pas3peLlleHHble UK 3anpeLleHHble A0CTYMbl

- Cnctema aBTOMaTUYECKU «HaKNnaabliBaeT» TpeboBaHMA Ha CETEBYIO KapTy, K
HY*KHbIM YCTPOMCTBAM

- B KarKaom ceTeBOM yCTPOMCTBE BUAMM, KaKMe NpaBuaa U YeMy He COOTBETCTBYHOT

- VIHCTpYyMEHT NnpMBeAEeHUA KTOT0, YTO eCTb» K TOMY «KaK A0/I)KHO ObITb»

UMNIFIED SECURITY POLICY - Corporate Network Segmentation Policy

Frnm __Tc: Authentication copy_of_Internet | Customer Internal Development DME Engineering HQ Restricted LAM

Authentication

copy_of_Internet

Customer Internal

Development

DL DMZ to copy_of Internet

Engineering © The following services are allowed:
https (tcp), smtp (tcp), http (tep), icmp 8, ftp (tcpl,

HQ Restricted

ssh (tep)

LAM
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[IpoBepKa COOTBETCTBMA CETEBOro A0CTyrNa noamtnkam NB « "

Kakum obpasom aTto genaem c peweHmem ot Tufin?

- 3apaem NOSMTUKM AOCTYMa NO CETU K Lie/IeBbIM CUCTEMAM Pa3HbIX BUAOB B BUAE
NPOCTbIX ycnosui (onepupyem IP-agpecamun, 30HaMu, CErMmeHTamm, cepeucamm)

- [epBbi BUA, YCIOBUIN: KAKOTrO AOCTYMNa HUKOrAa He A0XKHO bbiTb, Kakue bbl
N3MEHEHUA He MPOoUNCXoannm

- BTopo¥i BUA ycnoBuii: KaKOW AOCTYN BCEraa A0/IKeH ObiTb, Kakmue bbl U3MeHeHUsn
He NPoucXoannmn

OA
HET
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dyHKumMoHan SecureTrack

T L4 ®
|4 . tufin
[lpoBepKa COOTBETCTBUA CeTeBOro AoCTyna nosimtTmukam b ** ‘.
B21OK YaCTHbIX PUCKOB - NpMMep 3anpeLlaroLero yci108usA

Policy Type:
i Risk Management -
Rule details
No. Name Source Destination Service Application and User
@ Al sources @ All destinations © All services @ all applications
Telnet restrictions ) Network Object @) Network Object ) service @ application/s ms-telnet, putty, Ir
Defined in C5M Defined in SecureTrack Defined in CsM (separated by ",")
Drescription: ) Obiect N .
S—— Object Name | ject Name DMZ - Object Name | © All users
1 HMENONE30BAHUE . '@" Custom ) Custom '@' Custom : [
telnet-npunomeHni © User/s helpdesk|
TEXNoAAEpKKE ANA Metwork Address 192.158.5.0 Network ﬂddre“lﬂ-ﬂ-ﬂ-ﬂ Protocol TCP - —
cepeepos 8 DMZ (separated by *,")
Metwork Mask  255.255.255.0 Network Mask ID.DIDID Port 23

DNegate DNegate

DNegate o 0 Q

v’ Ycnosue 3a4aeTca NPoCTbIMU MOHATUAMM: UCTOYHUK, Ha3HaYeHue, NopT-
NPOTOKO/, 06beKT 13 6a3bl ycTponcTBa (A9 BCero NoAKAOYEHHOTO
obopynoBaHuA)

v’ MpunoxkeHma n nonb3osartenn (ana HekotTopbix M3)
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[poBepKa COOTBETCTBUA CETEBOro AOCTyna noantnkam M6 *° ‘.

J1ONONHUTENBbHO K YaCTHbIM — eCTb «B/10K 0BLLUX PUCKOB»

100 | Internal-SMC

Risk Mame Type Ins
EI Telnet services can enter Internal and/or DMZ networks Risky rules 2
SMMP services can enter Internal and/or DMZ networks Risky rules 1
IRC services can exit Internal and/or DMZ networks Risky rules 1
Known P2P services can exit Internal and/or DMZ networks Risky rules 1
MMTP services can exit Internal and/or DMZ networks Risky rules 1
Any services can exit Internal and/or DMZ networks Risky rules 1
|i| Risky Microsoft services are allowed from DMZ networks to Internal networks Risky rules 1
[l DOD consicar ara allmmad fram DRMT nohunele ta Intarnal nahanrlec Ricla rulac 1

Show: Internal-SMC -

Standard

SOURCE DESTINATION SERVICE ACTION TRACK INSTALL ON TIME COMMENT

Users access to

= 4L TCP
3 * A = * A
Users_192.168.0.0 W Lan ny HTTP_and_HTTPS.. @ Accent — B nY | the web

v' B 6510Ke — npaBuaa NPOBEPKU HaMMUMA AocTyna mexay DMZ, BHYTPEHHUMU U BHELLHUMU
CeTAMMU MO «PUCKOBbIM» CepBUCaAM.

v" To ecTb CepBUCOB, A1 KOTOPbIX MOTYT aKTUBHO NPUMEHATLCA SKCMIONTI.

v' OTobpaskeHne COOTBETCTBYIOLWMX NPaBu M3 6asbl CeTEeBbIX YCTPOUCTB (OHMaMH).
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P NETR dyHKumroHan SecureTrack Ve A tufin

[MpoBepKa COOTBETCTBUA CETEBOro AOCTyna noantukam Ub « ‘

YTo nonyvyaem B ogHOM oT4eTe?

H CcbinKa Ha
apyweHue
5 HapyweHune YpoBeHb HapyLwawuiue
4YaCTHbIX YCI0BNIA «0BLWMX» PUCKOB KPUTUYHOCTU npasuna

Risks summary: \Z \Z

# Code E Risk .:. Severity Status Detail=s

1 C009  Compliance policy "Allowed business traffic” y _ Failed 1 violations

2 C002  Compliance policy "Business Critical Access" _ Failed 3 violations

3 C011  Compliance policy "Compliance Policy 12/11/2013" _ Failed Details

4 C010 Compliance policy "Telnet restriction” ; _ Failed 5 violations

5 S004  Any service is allowed from the DMZ network(s) to the Interpal network(s) _ Failed 1 viclations

6 1004 |HTTR/HTTPS services from DMZ to internal _ Failed 4 viclations

7 1003 | IMAP services from DMZ to internal K _ Failed 1 violations

a 1002 POP =zervices from DMZ to internal L.}. _ Failed 1 wiolations

g 1001 Risky Microsoft services from DMZ to internal _ Failed 1 violations

10 5016 | Mare than 1000 UDP from DMZ to internal High Failed 1 violations

11 5015  More than 1000 TCP from DMZ to internal High Failed 1 violations

12 5013 | More than 1000 UDP services can leave the network(s) High Failed 1 violations

13 5012  More than 1000 TCP services can leave the network(s) High Failed 1 violations

14 5007 | Any service can leave the network(s) High Failed 1 violations

15 E0O1 IRC =ervices can leave the network High Failed 1 violations

16 NO13 | SMNMP services can enter the network Medium Failed 1 viclations

17 NO12 | Telnet services can enter the network Medium Failed 2 viclations

15 EQ0Z |Known P2P services can leave the network Medium Failed 1 viclations

19 EOD3 NNTP services can leave the network Low Failed 1 violations

v/ 3anyckaem oT4yeT no 3anpocy Wau No pacnucaHuio (BbiIbpaHHble YCTPOICTBa UK BCe)
v' Bugum HapylweHua nonntnk U6 no 4octyny n peKkomeHaaumam «o6Lwmx puckos».

v' 1N Ka)K40ro HapyLleHUa — MHTEePaKTMBHAA CCbIIKa Ha COOTBETCTBYIOLME NPaBua.
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S METREL dyHKUMoHan SecureTrack \ A tll.fll'l'

OnTMMmn3auma npasua U NOANTUK aoctyna (onTummsaumnsa-ACt) ‘.

- Hewucnonb3yemble npaBuaa u 06BbEKTbI BHYTPU HUX
- ®daKTnyeckoe NCNonb3oBaHKUE NPaBUI — ONTUMMU3ALUA NO TPAPUKY
- PekomeHpauua no cyxenuto obnactu aencrems npasun (APG) u mHoroe gpyroe

NO. HITS FIRST HIT LAST HIT NAME SOURCE DESTINATION VPN SERVICE ACTION TRE
2 Thu, 09 Oct 2014 [Mon, 08 Dec 2014 * ]
Sl 161,898 (7300 & T 4L Users_192.168.0.0 1,161,898 (100%) | [ LAN Ay | * A | acoept | L
e -6.4,000 (17%) L 0Yr 09 Oct 2014 Mon, 08 Dec 2014 AL LAN_192.168.0.0 264,009 (100%) |4k LAN_192.168.0.0 264,009 (100%) | * * Any @
07:00 04:00 Any accept I
Least-used rules - 2 of 40 (bottom 50%)
NO. HiTs  FIRSTLAST - nawe SOURCE DESTINATION VEN SERVICE ACTI
AL Mgmt_Net_192.168.5.0 0 (0%)
AL Mgmt_Net_192.168.3.0 0 (0%)
TP CPMI 0 (0%)
[ st_192.168.3.30 0 (0%) .
Thu, |Sat, = TCP FW1_ica_pull 0 (0%)
09 |06 [] DemaTSS 0 (0%) - * |
k156,630 (10%)|0ct  |Dec | Comment | = [ cpmodule 156,630 (100%) Itk ssh 0 (0%)
2014 |2014 [ qa_10.100.6.210 0 (0%) Any acce
10:00|06:00 T U0E snmp 0 (0%)
- - LL Mgmt_Net 192.168.4.0 0 (0%)
. ToP FW1_lea 156,630 (100%)
4l CP_default_Office_Mode_addresses_pool 156,630 (100%)
1L gA_10.100 0 (0%)
Thu, [Mon,
09 |03 * o
P2 64,009 (17%)|0ct  |Dec 4L LAN_192.168.0.0 264,009 (100%) 4t LAN_192.168.0.0 264,009 (100%) * Any
ANy acce|
2014 (2014
07:00l04:00
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S NETWELL dyHkumoHan SecureTrack 4\ A tulm—

OnTummnsauma Nnpasua U NOANTUK AOCTYMa (onmmmsau,mn*ACL)

- Tufin aHanM3MpyeT NpaBMAO Ha NPOTAXKEHUM 3a[4aHHONO NEPMoaa Bpe:v\eHm n
BbIAAET PEKOMEHAALMA MO CYyXKeHUto 0b6nacTn ero AencrTeuna

SecureTrack @ ﬂﬂ Q

= R
. : Policy Analysis | ObjectLookup | Automatic Policy Generator o ot
OrchestrationSuite Home Compare | Analyze Audit Report Network Settings

Back to job list o : ;
Expand a rule to replace it with several stricter rules (the more general rule is

APG results for: FMG-APG-01 greyed out). The permissiveness score means:

= A rule with one source host, one destination host and one service has the

smallest value - 1

Permissiveness of original selected rule: 23 ® 4:\ rulelv;? Source "ANY", Destination "ANY" and Protocol "ANY" has the highest

value -

Save rule set | Replacement rules for export | Balance graph

Highest permissiveness for automatically generated rules: 32
Number of rules: 7

Lr_}t:‘ Rule Rule.24 10.15.15.2/32 172.16.5.0/24 Any 66 32
=

[* E] Rule Rule.12 10.200.1.10/32 172.16.10.0/24 TCP 80 25 11

+ 'E] Rule Rule.2 10.200.1.10/32 172.16.10.20/32 Any 17 22

- =] Rule Rule.23 10.200.1.10/32 172.16.10.23/32 TCP 82 8 2 &

- 5] Rule Rule.22 10.200.1.10/32 172.16.10.23/32 TCP 21 -+ 1

} =7 Rule Rule.20 10.200.1.10/32 172.16.10.21/32 TCP 21 1 1

- [ Rule Rule.21 10.200.1.10/32 172.16.10.22/32 TCP 21 1 1



S DETARL dyHkuMoHan SecureTrack S \ Q A tu,

OnTummnsauma Nnpasua U NOANTUK AOCTYMa (onmmmsau,mn*ACL) "

- B pe3ynbrate npaBMaIO MOXHO 3aMeHUTb Ha Habop Bonee «y3KUxX» npaan, yTo
nosbiwaeT 6e30nacHOCTb CeTu

Balance Graph (x]

Click a point in the graph to select a tradeoff between the number of rules and the highest permissiveness in the
generated rule set. You will be able to subsequently fine-tune the rule set.

Permissiveness level

100

[}Permissiveness: 22
Number of rules: 8

10 30
Number of rules

Cancel
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Tpu Kntoyesble PYHKLMNM

- CneumanmsnpoBaHHas cMctema obpaboTKM 3aABOK Ha JOCTYN

- WHCTpPYMEHT NpeBeHTUBHOM OLEHKM PUCKOB

- MexaHn3M KOHTPOAUPYEMOro aBTOMAaTU3UPOBAHHOIO
BHEPEHUA CeTEBbIX MPABUA U MNOJAUTUK A0CTYNOB

-
il
=

_— / \
‘ / \
\
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i dyHKuMoHan SecureChange A \ .4 tufin

Cuctema 06paboTKM 3aABOK Ha CETEBOM AOCTYN "
O6LWwm PyHKUMOHAN

Mbkni GUI-koHcTpyKTOp Npoueccos (workflow) no waram
BHECEHMA U3MEHEHUMN:

* 3anpoc,

* YTBEPXAEHME PYKOBOAUTE/IEM,

* Y1BepxaeHue cnyxboum UB,

*  TexHWYeCcKun Amn3amH,

 BbiNnONHEHWE U3MEHEHUN,

* [lpoBepKa 1 noaTeepxaeHue un T.n.

1 a2 \ A 3 A\ A4 \ A5 |

MNogaya 3aABKKW HA 4O0CTyN / BWsHec cornacosaHme > TexHWYECKMA gU3aiH > JueHka W 0go0BpeHKe No HE> EHegpeHWe Nnpasun gocryna

[HaYanEHKE) (MT-nogpasaeneHKe] [(MT-noapazgeneHmne]
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W ®yHKumMoHan SecureChange VA \ .4 tufin

Cuctema 06paboTKM 3aABOK Ha CETEBOM AOCTYN | "
O6LWwm PyHKUMOHAN

[MbKknn GUI-KoHcTpyKTOp NnpoueccoB (workflow) no waram
BHECEHUA NU3MEHEHUMN:

- ATb MexaHNU3MOB Ha3HAYeHUA N AeNerMpoBaHMA LWaros
- PoneBaa mopgenb pacnpeaeneHna 3agad

- Cuctema BeTBAEHUSA YCNOBUMN (KTO — ecamn»)

- Pepaktnpyemasa KOHCTpyKuua SLA

- Web-uHtepdenc un nuterpaumna c email

- Co3paHune cobCTBEHHbIX KOHCTPYKLMM, MONEN, YCAOBUM

Task Name

1

Condition Participants /" Assignment mode
it | Application Name '/:|\ Contains ~| | mobile (=) -4}= | Select.. N Self-assigned /|
[And ~ |-App|ication Name - oo ~ | | fraud =& Securty ...
And | Source - .O‘Frequest intersects with ~ ~ | | IP - P 50.1.1.0 =&
Netmask: | 555 255.255.0
if | Application Name - || Contains | | tos =- 4}: | Select.. | | Seff-assigned  ~
| And ~ | | Application Name ~ || Contains = | | mail =- () | FWOper.
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S NETWEL A
R ®dyHKumMoHan SecureChange VA \ A tufin
CucTema 06paboTKM 3aABOK Ha CeTeBOM AOCTY ey ‘.

CneunanmnsnpoBaHHbIN PYHKLMOHAN

- anBFBKa Llaros npoueccos K peaJibHbIM TEXHUYECKUM AAdHHbIM CETU 3aKa34ymkKa

- ConpsarkeHune «n3 Kopobkun» c moaynem Tufin Secure Track (He TpebyeTca nHTerpaumsa)
B pe3ynbTaTte — Ha 3a4aHHbIX LWarax 3aaBoOK No obpaboTke gocTyna:

- Cucrema onepupyet ob6bekTamum 13 6a3 M3, KOMMYTaTOPOB, MapPLLPYTM3aTOPOB U T.1.

- Cuctema MMHMMU3NPYET U ONTUMMU3UPYET NAAHUPYEMOE N3MEHEHME (An3alH
N3MEHEHWUI)

B yem otamume ot cuctem Service Desk? Il
I

Cisco

#B paloalto

‘@ JUﬂlPE‘F @ Security @

Check Point




W\ NETWEL

YK P AITHA

Cuctema obpaboTKM 3asiBOK Ha CETEBOM A0CTYnN

- an/IBFI3Ka waros npoueccos K pead/ibHbIM TEXHNYECKM AdHHbIM CETU 3aKa34mMKa

dyHKumoHan SecureChange

Cneumann3npoBaHHbIN PYHKLMUOHAN

B pe3ynbrate — Ha 3a4adHHbIX WWarax 3aABOK MO o6pa60TKe A40CTyna:

- Cucrtema popmmpyeT KOHEYHOE NPaBUAO ANA KaxX4oro n3 cetTeBblX yCTpOl\/ﬁCTB Ha A3blke OC

KOHEYHOM CUCTEMDbI U B FpaduKe
- Cnctema oUEHMBAET PUCKU AN AOCTYNOB A0 GaKTUYECKOrO BHECEHUA U3SMEHEHW

- Cuctema moxet BHEAPATb COOTBETCTBYHOWEE NSMEHEHNE ABTOMATUYECKU UJTN NCMNOJIb3YA

MEXaHM3M COrnacoBaHMM N NPaBOK

- Cuctema npoBepAeT BHeAPEHHbIE USMEHEHUA

-+ External_access_out

O Inserted [ Deleted

Customize rule

Action

Source
Host/Network

Destination
Host/Network

ACL

4

192.168.3.110

NetworkGroup_40

Datacenter_access_in

smtpftcp

€

>

B yem otamnume ot cuctem Service Desk?



AAAAAAA

NHCTPYMEHT NPEBEHTUBHOM OLEHKN PUCKOB

®yHKunoHan SecureChange \ \f\ A

>

- BblABNEHME NONbITOK BHECEHMA U3MEHEHMUI B CETEBbIE YCTPOMCTBA,
NPOTUBOPEYALLMX 3a4aHHbIM NO/IMTUKAM B KOMMaHWKU (NpeBEeHTUBHO)

o I |
——

- B0O3MOXHO co34aHue NOATBEPHKAEHHbIX UCKAOYEHUM (Npn HeobxoamMmocTH)

Giskhnaly;is.}| Designer... || Verifier... | | Security Zones... | | Import...
Target Source

| &~ pe2 192.168.3,105/32

| 2 | Pe_1
Palo FW 02 Migrated
| RTR1

=

Destinaticn Service/Application |dentity Action
172.16,120.80/32 ssh Accept
172.16.130.98/32 telnet
tftp
Security Policy
Severity Violations
B Critical  Troffic

Sources in zone Default/p_PM: 152.168.3.105/32

Destinations in zone Default/Amsterdam_SiteB:A 172.16.130.98/32

Violating services: 55
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el dyHKuMoHan SecureChange A \ A tufin

MexaHM3M KOHTPOIMPYEMOTO N ‘
aBTOMaTU3NPOBAHHOIO BHEAPEHUA NPABUN

Mopaynb SecureChange obpataetca K moaynto SecureTrack n nposepser:

- TeKyulyto CTPYKTYpYy NPaBMA Ha KaxKA0M CETEBOM YCTPOMCTBE B NyTH

- BblbupaeT onTUManbHYO CTPYKTYPY GOPMUPOBAHNA USMEHEHUA B KaXKA0OM YCTPOMCTBE B
COOTHOLUEHMM TOTO, YTO B YCTPOMCTBE Y¥Ke ecTb

- OtobparkaeT nnaHUpyemoe nameHeHue B rpaduke n Ha a3bike OC
- pepnaraer mexaHM3mbl NPABKU N MNOATBEPKAEHUA N3MEHEHNA

- CamocToATe/IbHO MOMKET KOPPEKTHO Nponucatb Npasuio!

~ Bxternal_access_out
AR1 For ASAv/External_access_out,
v
[ Inserted [ Deleted Customize rule x
. Source Destination
Action ACL
Host/Network Host/Network
ISG-Bordeaux ¢ 192.168.3.110 NetworkGroup_40 Datacenter_access_in smtp/tcp
L4 >
ISG-Bordeaux

set address "DMZ1" "Host_10.100.562" 10100.5.62 255.255.255.255

set address "LAN1" "Host_10.0.05.20" 10.0.5.20 255.255.255.255

set policy id 2 from "DMZ1" to “LANL" "Host_10.100.562" "Host_10.0.05.20" "HTTPS" permit log
set address "Untrust” "Host_10100.5.62" 10.100.5.62 255.255.255.255

set address "DMZ1" "Host_10.0.05.20" 10.0.5.20 255.255.255.255

set policy id 3 from "Untrust” to "DMZ1" "Host_10.100.5.62" "Host_10.0.05.20" "HTTPS" permit log
set policy id 4 from “"Untrust” to "LANL" "Host 10.100.562" "Host 10.0.05.20" "HTTPS" permit log
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OcHoBHOW PYHKUMOHaN SecureApp

Mopaynb SecureApp obpauwaetca K moaynto SecureTrack n SecureChange u:

O

ObecneynBaeT HenpepbIBHbIN KOHTPOIb AOCTYMHOCTU NPUNOKEHUN

YnpaBasieT 3aBUCUMOCTAMU MeXAY NMPUNOKEHUAMU

PuUKcnpyeT BCE UBMEHEHMUSA B NMPUTOKEHNN

KoHTpoAnpyeT niaHupyembie U3SMEHEHUS B KOHPUTypaLUmmn YyCTPOMUCTB Ha NpeameT
B/INAHUSA HA AOCTYNHOCTb NPUIOKEHUN

O6neryaet paboTy C BBOAOM U BbIBOAOM MPUNOXKEHUA B/U3 3KCNyaTaLmm




Cnacmbo 3a BHUMaHuel




