SIP hacking unu
&3 ridbon 3a4eMm HyxeH SBC
KOpnopaTUBHOMY
CEerMeHTy?
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Cxema VoIP TenedoHum. CMapToH C
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* CodprdoH - nporpammHbin SIP-TenedoH.
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PacnpeaeneHHaa TDoS ataka yepe3 RTC

DDOS attack

DDOS attack é ‘\ &!ﬂ

‘ . Send 1,000,000 TCP/UDP
packets to flood SIP/UC ports
\ DDOS attack
@ \ Y »a ~
‘ \ 3
~ < EECES . — Hosted network T
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SIP dnya asnaeTca ogHMM M3 npumepoB aTtaku TDoS yepes RTC.
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HanpasneHHaa TDoS aTaKa
Customers
cannotreach&
theagents ¢ ER l

TDoS

' Send 1,000,000 INVITEs '
AttaCKe r Send enough INVITEs to Ring All Phones

ContactCenter
Agents




SIP Fraud NI

S

Attacker sellsaccess 2 Enterpriseusers
to cybercriminal who
dial in and back out 3
App
Server

Victim service provider or
4 enterprise pays for
fraudulent calls

Many calls generatedto

international or premium
destinations
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MpoxoxxaeHne 6paHaMayspa

Enterpriseusers
BNy
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%

Users with

EndUser’s laptop connects backto the
attacker'smachine using port80 BYOD



RTC besonacHocCTb B LMdppax pyaNy/
$11.7

Billion Siion
6. w annual cost of SIP hacking .
i '7; o toll fraud loss in 2017
: >50%
i«' of all cyber attacks will be SIP- 2017 Top 5 Fraud Types
9

based in 2016

S§6.10B — International Revenue Share
Fraud (IRSF)
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54.27B — Interconnect Bypass
(e.g. SIM Box)
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950%

increase in T-DoS attack
frequency (vear/year)

$3.26B — Arbitrage
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53.02B — Theft / Stolen Goods

§2.29B — Premium Rate Service

number of TDOS attacks occurring every minute

Source: Securlogix, DarkReading

Source: 2017 CFCA (Communications Fraud Control Association)
Global Fraud Loss Survey



Sonus + Genband = Ribbon Communication

¢ 1997 roa — ocHoBaHue KomnaHum Sonus Networks , CLUA
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® 2017 - Sonus n GENBAND o6veguHatoTca gna co3gaHua Ribbon Communications, rno6anbHoro angepa B obnactu peweHnii ana cBAsu 1

6e30nNacHOCTU B peXKMMme peasibHOro BpemeHu

rlooon
©> Sonus /\ 7 GENBAND

2016 Revenue by Region (in mm) 2016 Revenue by Category (in mm) 2016 Revenue by Region (in mm) 2016 Revenue by Category (in mm)

o

$38
B o5 stos (6

= US & Canada = CALA = EMEA =~ APAC = Services Revenue ™ Product Revenue = US & Canada = CALA = EMEA = APAC = Services Revenue = Product Revenue
695+ customers Globally 850+ customers Globally
""1 ,400 Employees and Contractors in 22 countries / territories ""2,000 Employees and Contractors in 24 countries / territories
CUSTOMER VALUE PROPOSITION
Security Mobility Cloud Network Transformation Communications-Platform-

and Evolution as-a-Service (CPaaS)



Mouemy SBC HyxeH kopnopaTtusHomy 7~ AU

SBC ycTaHaBAMBaeTCcA Ha rpaHULEe KaXXa0i cetn u pabortaet Kak Firewall u Traffic Control
Enterprise Voice Network

SIP

Provider

CeTteBan

( HoBble cepBUCHI
dHAJ/INTUKA -

be3onacHocTb

= KoprnopaTuBHOro = [louck npobnem HD Voice
cerMeHTa u = Cbop CDR Buaeo cepBuchl
CepBuC = [lemapkaums Hoctyn k
npoBangepos NPUNOXEHNAM B
= YcTtapesLimx ATC «obnake»

= 3awmTa pecypcos
" YnpouieHne

nogkntodeHUa(NAT)
= ObecnevyeHune

LUNdopoBaHUS
» [IpoTokonbl
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PyHKUnm besonacHoctn SBC

LLincppoBanHme
= TLS 1.2 for signaling

= Secure RTP (SRTP)
for media

VoIP firewall

KoHdomnaeHumanbHOCTb
nonb3oBaTens

CKpbITHE TOMOorMn

NoenTndpukatop Habopa
Homepa

NoeHnTndomkaums
BbI3bIBAKOLLEN TUHUU

NAT/NAPT n nepeaapecauus
nopToB

O6xon NAT
CocTogaHume 3BoHKa/ceccumn

JIncTbl KOHTPONSA

goctyna(ACLs)

[NMpepoTtBpaweHne Denial-of-
Service (DoS) atak
PacnpenenéHHas 3awmra oT
DoS (DDoS) atak

PaspeneHne Tpauka
(4epes VLANS)

3aluTta oT HEBEPHO
COpMMPOBAHHbLIX NAKETOB

KoHTponb neperpysku

«benbie» N «4€pHbIEN
NNCTBI




Murpauma 8 Unified Communications AN/

“Drop in” installation ®yHKUMoHanbHocTb SBC

[loggepKka NpoToKOa
6e30nacHOCTM M 3aLWLNTI,
a Takxe
TPAHCKOAMPOBAHMSA

CoeanHeHune PBX 1 UC cpeapbl,
obecneymBatolLLee COBMECTHYHO
paboTty 1Mbo murpaumio

%

Microsoft UC Infrastructure
SIP Trunk to ITSP

NoppepkKa
UMPPOBbLIX U .
AHaNorosbIxX IP Network CraHpapTHble SIP
NHTepdencos Analogue Fax . yCTpOMCTBa MOryT

MHTerpupoBaHHble PELVIET RO e
moaynu TDM, %

FXO/FXS <

SIP PeructpaTtop

SIP / WiFi Clients




NHeiika npoaykTos Ribbon SBCEdge /AU

SBC 1000 g
SBC SWe Lite SBC 2000
Lo 28 s Virtual SBC for vCPE Up to 16 PRI, 48 FXS

8 BRI, 4 PRI : ’
192 Sessions 1000 Sessions 600 Sessions

= 3awmwaeT VolP nHdpacTpyKTypy OT BTOPKEHMM N OTKA3a B 06CNYKMBAHUU
(Denial of Service )

= AsnAaetca wao3om mexxay UC u SIP/TDM MHPpPaCTPYKTYPOH, a TaKKe AaéT
BO3MOXHOCTb MJIaBHOW MUTpaLmm

= ObecneymBaeT NOKaNbHYIO «BbI}KMBAEMOCTbY ANA n3beraHua / MMHMMU3aLUK
BpeMs NPOCTOs BbI30BOB B Ype3Bbl4aHbIX CUTYaALIMAX

Independently tested, award winning enterprise premises Session

Border Controllers for UC migration



SBC KaK wnto3
meXxay pasnnvHbimun tunamu ATC

Domain
Controller
( &
S
0
X \

* MoakntoyeHne UC K cywecTtBytowen PBX

Lync
Client

Lync Pool

Existing E1
to PSTN

PABX / IP-PBX

N\



SBC KaK wnio3 a7

meXxay KopnopatusHbiMun ATC 1 onepaTopom
* MoakntoveHne SBC K cywecTtsytowen PBX

Domain
Controller

Existing T1

SBC2000 Gateway to PSTN

PABX / IP-PBX



LleHTpanusosaHHbIN SBC /\J
1A BCeX TMNOB abOHEHTOB U rOPOACKUX IMHUI

LleHTpann3oBaHHbIM SBC no3sonser
Jlydlle KOHCONMAUPOBaTb
MapLpyTHU3aLUnIo BbI3OBOB

ToNbKO 3BOHKM MeXay aboHeHTamu
Lync/S4B HanpaBnAoTbCA Ha cepBep
Lync/S4B

SIP Trunk to ITSP

HecKkonbKo nHTeppemncoB BHELLIHUX
COeAMHUTENbHbIX TMHUIN MOTYT ObITb
nobasneHbl 6e3 nsmeHeHUs
CYLLLEeCTBYHOLLMX BO3MOXKHOCTEMN

AHanoroBble yCTPOMCTBA NOAAEPKNBAKOTCA
BMecCTe ¢ 0bHapyXeHnem un
nepeagpecaunen gakca

SIP / WiFi Clients



>BC AN
KaK SIP-permncrpatop

LLInto3 Hanpamyto BkatodaeTca B PSTN uau ITSP

Lync/S4B coeaunHsetca yepes SIP TCP uaun TLS

He ncnonb3ytotca ctapble PBX

* lLinto3 BbicTynaeT Kak SIP Registrar
18 noKanbHbIX SIP KAneHTos

e Green Field w/ISDN: PSTN--> Gateway --> Lync g EUM

e Green Field w/ITSP: IP--> Gateway --> Lync 7 Domain

Controller

ooooooo

SIP TCP
SIP TLS

T1/E1 to PSTN
SIP Trunk to PSTN

FXS/FXO BRI SIP Client



KombunHupoBaHHOE pa3BEpTbiBaHUE

e [lna npeobpa3oBaHmA SIP B aHan0r UCNOAb3YETCA W03

Tenor

* YBe/IMYnNBaeT KOIMYeCTBO I'IO,EI,KI'II-O‘-IGHMVI dHA/10INoBbIX

aboHeHTOB

* 3BOHKKN mexay SBC — MG Tenor He TpebytoT
NOMNONHUTENbHbIX IMLEH3UM

SBC2000 with SBA

2 y § . e
3 - e Tanm e 000
: i T Tenorat seres ® . ® o 00

nx FXO

PSTN
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OTKa3oycTonymsbIN PUaman

Enterprise Headquarters s PSTN Branch Office

S4B Clients

WAN Fails
Lync / S4B Survivable Mode
PSTN Calls as Normal




Skype for Business. N
BapuWaHTbl MHTErpauuu.

-9 BT B
. ®‘ . (GV\A-N\) I CN—r | :r Cloud PSTN :
@ . | Office 365 + Skype for | | PBX Service | l
-A‘ 4-'!4-’ @ 4—> | Business Online | e ==,
)
Users SfB Service | .@ | F———t——— : Fo——————= : 1
PBX or TelCo | (Y ) |__I ‘ | sf8 | | DirectPSTN |
Gateway | L - Cloud 4.:_> @ s : | Serviee |
Enterprise Voice -
(On-Premise) Cloud PBX Hybrid

= On Premise: nokanbHbIN cepBep SfB servers

= Cloud PBX: Bce SfB cdhyHKUMM peanusoBaHbl Ha 00651Ia4YHbIX
cepBepax Microsoft

= Hybrid: peanu3oBaHbl KaK NOoKasibHble TaK U 00NnayYHble
ceTeBble (PpyHKLUMN



Microsoft Teams Direct Routing /" NAU

Phone System

Service

- | | KV T
Provider I Micrasatt

Direct
Routing

SIP Proxy Analog Device FAX Support
Registration Support Including T.38



Testing and Certification /N\\J
@ Skype for Business

u@ Lync “ m“ ﬂi Microsoft Teams
NI \G‘“‘\“ ‘ < |
CISCO. &3‘\‘,\\?\ - = Genesys

AVAYA 09 Mitel
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Hewlett Packard
Enterprise N

windstream
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THE POWER TO KNOW,

PHILIP MORRIS 0
INTERNATIONAL
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Bell

NICE - inContact

@ Tarkett iBasis

IKERRY Deloitte
R ouche
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communications

[eHnc PomkumH

Tel: +380 44 359 07 79
Mob: +380 50 330 38 33


mailto:dfomkin@sserv.com.ua

