"...3Haeme nu: ny4qyuwe 6bImb XuebIM NapaHOUKOM, YeM MepmeeyoM, KOmophbIl )X0as1 om XU3HU MOJIbKO MPUSIMHbIX
Heo)xudaHHocmedl...

Makc Opaun

MOBILE & PRIVACY
BALL TMYHbIN LUNMOH: KAK BALL CMAPT®OH
OTCINEXUMBAET BCHO BALLY XWN3Hb

BIAOVMUP BE3MAJbIN,
HE3ABUCUMbIV SKCMEPT B OBJIACTUN NB

EMAIL: CYBERCOP@OUTLOOK.COM

BLOG: HTTPS:/IBEZMALY.WORDPRESS.COM



Ob ABTOPE

o OnbIT paboTtbl B obnactn b ¢ 1990 roaa;

o ATop bonee 800 nevaTHbIX Nyonukaunmn n
Tpex KHUI Security Awareness:

o «UundppoBas rurneHar;

o «UndppoBan rurneHa Tom 2».
o «l1paBuna uMPpPoBOU TMrMEeHbI»

[Securityf3)]

Microsoft

Most Valuable C E R T | F | E D

Professional

KASPERSKY? S
KAS PE RS [(Y§ CERTIFIED

= Consultant

Microsoft ‘ Security Trusted Advisor

Windows
MVP S
\YAVAX



APPLE U TPEBOBAHWNA SAKOHA

[IpaBOOXpaHUTENbHbIE OpraHbl MOryT Nony4aTb
OoKasaTenbCTBa Yepes NpaBUTENbCTBEHHbIE
MHPOPMaALIMOHHBLIE 3anpochl

[Tpouecc NOMHOCTLIO NMPO3payeH (MO CTENEHMN,
OOMyCTUMON 3aKOHOM)

[ogoBas ctaTucTuka, onyonmkoBaHHas U AOCTYMNHasA
LLIMPOKOW OOLLLECTBEHHOCTM:
https://www.apple.com/legal/privacy/transparency/reque
sts-2017-H2-en.pdf

MeTognyeckne pekomeHaaunm:



https://www.apple.com/privacy/docs/legal-process-guidelines-us.pdf
https://www.apple.com/legal/privacy/law-enforcement-guidelines-outside-us.pdf

KAK O3TO PABOTAET

Bce 3anpocbkl 06pabatbiBalOTCA B COOTBETCTBUU C MONUTUKOW
KOHQUaeHumanbHocTn Apple

OTBeYas npaBUTENbLCTBEHHLIM 3anpocam, Apple npegoctaBnsaeT MHPOpPMaLMLO
B COOTBETCTBUU C

CnepoBaTenu nonyyaroT 3aumndpoBaHHyo MHdopmauuto. [pegoctaBnseTc
KN4 gewmn@poBaHnd, HO HET MHCTPYMEHTOB ANSA AelunpoBaHNAa OaHHbIX

[lpouecc gelwm@poBaHnUA CrTOXKHbIN

MHorme akcnepTbl UCNOSMb3YKOT CTOPOHHUE UHCTPYMEHTbI UMW YCIYTN, Takne Kak
Kleopatra, GPG, Cellebrite nnu


https://www.apple.com/lae/privacy/government-information-requests/
https://www.blackbagtech.com/blog/2018/05/31/apple-icloud-production-service/

APPLE HEALTH

AKTUBHOCTb - CKONbKO Bbl ABUraeTecCh
[InTaHue - Bawua gneTa

COH - BalLUy NPUBBLIYKA
BHUMaTenbHOCTb

JononHutenbHble KaTeropmn AaHHbIX
N3mepeHUna Tena - pocT U BeC

3anucu o 3pgopoBbe - CDA + 3anncu o 300poBbLe
(Clinical Document Architecture (CDA) nonynapHbIv
ctaHpapT pa3pabotaHHbIn Health Level 7 International)

Cepaue - KpoBSAHOE JaBneHne, cepaedHbi pUTM

PenpOAYKTVIBHOe 300pPOBbEe - CEKCYyallbHAA
dKTUBHOCTb N MEHCTpPYAJibHblE LUKIIbI

Pe3ynkraTtbl - pa3nunyHble pesynbrartbl MEAULIMHCKUX
NCrblTaHUM (Hanpumep, ypoBEHbL caxapa)

OCHOBHble MEAULUMHCKME OaHHbIE - KPOBAHOE AaBMNEHUE,
Temnepartypa Tena, Yyactora cepaedHblX CoKpalleHUN,
YyacToTa AblXaHugd




NAHHBIE, NONMYYEHHBLIE C YCTPOWUCTB
HEALTHKIT (IPHONE, APPLE WATCH,
COBMECTUMbIE ®PUTHEC-TPEKEPbBI U T. 11.)

ABTOMaTU4YeCKoe npeacraBneHne gaHHbIX
[lynbc, apTepmanbHOe aaBneHue
[1aHHble ANnga oCco3HaHHOCTU, cepaua U akKTUBHOCTU

Apple Watch cobunpaeTt gaHHble CHa; HET aBTOMaTU4YEeCKOro
pexmnma (MOryT UCrMornb30BaTbCA CTOPOHHUE MPUNOXKEHNS)

[TpnnoxeHunsa ctTopoHHUx paspabdbotymkoB (Nike +, Strava,
Workouts ++)

Bce kateropmmn gaHHbIX NogaepXnBakoTCS

Kaxkgasa kateropmst JaHHbIX COOEPXUT CMUCOK
«PekomeHayeMbix» CTOPOHHUX NPUITOXEeHUN ans cobopa
OaHHbIX TaKkoro Tuna

[TpnnoXxeHnsa CTOPOHHMX pa3paboTUMKOB AOSTKHbI ObITh
aKTUBMUPOBAHbI B KATEMOPUAX, OTCIIEXMBAEMbBIX B pa3fene
«300poBbe»> «NCTOYHUKN»

12:59 « LTE®

{ Workouts Data Sources & Access Edit

0

Workout Routes

APPS ALLOWED TO READ DATA

g FITIV Ride @ )
L8 RunGap ( ,( )
,ﬂ Runtastic g '»!’
). @ Workouts++ & Q

Share workout route data with apps listed above. AS apps
request access to your data, they will be added to the list.

DATA SOURCES:

I'he sources above are allowed to update your workout route
data. When multiple sources are available, one data source
will be chosen based on the priority order listed above,




i | Vladimir's Apple Watch 3

i | Exatepuna’s Apple Watch

[OE XPAHATCA OAHHbBIE APPLE HEALTH DATA

ExarepuHa’s Apple Watch

F i
Workouts++

OCHOBHble JaHHble XPaHATCA B Runtastic
[Private/var/mobile/Library/Health / B e

[1Be cBA3aHHblIe ba3bl AaHHbIX SQLIte:
Healthdb.sglite n healthdb secure.sqglite

[eopaHHble TpeHUpoBOK: healthdb secure.hfd
(3andpoBaHHbLIE)

iHealth
Pokémon GO

Pedometer

Strava

. Connect
m iHealth

8  Nike Run Club

G000

Tha sources above are allowed to update your warkout data
when multiple scurces are availlable, one data source will te
chasen basad on the priorty order listed above.

g = 9 X

Tl-ll-l:l :l'




Apple Health

@ & DB Browser for SQLite - /Users/ElcomSoft/Desktop/HEALTH/BACKUP/Health/healthdb_secure.sqglite

- New Database =» Open Database | Write Changes Revert Changes

Database Structure Edit Pragmas Execute SQL 00 D SEhes
Name Type Schema
Table: _| activity_caches H = & New Record Delete Record v | | Tables (44)
» | | account_owner_samples CREATE TABLE ac...
» || achievements CREATE TABLE ac...
data_id cache_index sequence energy_burned brisk_minutes » | | activity_caches CREATE TABLE ac...
Filter Filter Filter Filter Filter » | | allergy_record_samples CREATE TABLE all...
1 292677 467078400 1 0.0 0.0 » || binary_samples CREATE TABLE bi...
5 93589 467164800 : 96.703 20 » | | category_samples CREATE TABLE ca...
: i » || cda_documents CREATE TABLE c...
N 295450 467251200 1 362.162 13.0 » | | clinical_accounts CREATE TABLE cli...
4 297960 467337600 1 744.94099999... 6.0 | clinical_authorization_sessions CREATE TABLE cili...
= 300118 467424000 1 209,626 50 > = clln!cal_credentlals CREATE TABLE cI!._.
» | clinical_deleted_accounts CREATE TABLE cli...
6 302603 467510400 1 595.44100000... 50.0 » [E clinical_gateways CREATE TABLE cli...
7 305651 467596800 1 609.899 65.0 » | | condition_record_samples CREATE TABLE c...
8 308281 467683200 1 677.71900000...  51.0 » || correlations CREATE TABLE c...
9 310418 467769600 1 571.23600000 53.0 > [ data_provenances ColEelE a2
' : » | | data_series CREATE TABLE d...
10 312428 467856000 1 614.98 53.0 » | | devices CREATE TABLE d...
11 314222 467942400 1 354.23299999... 23.0 » | | diagnostic_test_report_samples CREATE TABLE di...
12 315929 468028800 1 274 581 13.0 » | | diagnostic_test_result_samples CREATE TABLE di...
» || external_sync_ids CREATE TABLE ex...
13 319036 468115200 1 564.264 56.0 » (=] fhir_resources CREATE TABLE fh...
14 323472 468201600 1 661.092 57.0 » | | fhir_resources_last_seen CREATE TABLE fh...
ar  snnaac Aarnanonnn 2 a4 A a4~ » | fithess_friend_achievements CREATE TABLE fit...
» || fitness_friend_activity_snapshots CREATE TABLE fit...
ud 4 1-150f712 P Al Go to: 1 » | fitness_friend_workouts CREATE TABLE fit...
. | kavw wvaliia csariira MTrPFATFEF TARI F ka
SCINECIINL N DS Schema

UTF-8
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< Apple ID iCloud

APPLE HEALTHAND CLOUD  =._..

= CobcTBeHHble AaHHble Apple Health cuHxpoHusmpytoTcs ¢ ® e
ICloud onga Bcex 3aperncTpnpoBaHHbIX YCTPOUCTB 0 -

= CTOopoHHME npunoxeHusa pabdotatoT Yepes HealthKit S ot
* HekoTopble AaHHble CTOPOHHUX MPUINOXEHUN HEe

pacnpocTtpaHatTca Ha Apple Health -
* HeKoTopble NPUNOXeHUA NCNOSMb3YOT COOCTBEHHYO 00MaYHYyto o=
CUHXPOHU3auuto (Strava, Endomondo) R
= [aHHble Medical ID yHuKkanbHbl Ans KaXxgoro yctpoucTsa U He -
CMHXpOHM3MpyI'OTCﬂ @ Finc My iPhone

= 3anucu CDA He CUHXPOHU3NPYIOTCA (Ha cerogHALWHUN OeHb
HEN3BECTHO) s



APPLE HEALTH AND CLOUD

= JlaHHble Apple Health moxHo nony4ynTtb B ICloud

= MoxeT cogepxaTb 3Ha4YUTENbHO OonbLLEe
MHJPOPMaLIMM NO CPaBHEHUIO C TEM, YTO AOCTYIMHO
Ha YCTPOUCTBE

= TexHu4veckun, Apple Health oTHOCKUTCA K
«CUHXPOHMN3NPOBAHHbLIM OAHHbIMY», a HE K
«0brnayYyHbIM pe3epBHbIM KOMUSAMY,

= OTO NPUBOAUT K 3HAYUTENBHO Dornee HageXxHoW

9KCTpaKUmn

13:08 ¥ il LTE® )

iCloud

iCloud

Photos @ Backups @ Others Family

Manage Storage

APPS USING ICLOUD

# Photos
H Mail

- Contacts




Y Fiter IEB

Date

From:

Until:

17.09.2014

28.08.2018

v Source

v

v

v

v

v

Vladimir’s Apple Watch
Pokémon GO
EkaTtepuHa’s Apple Watch
Vladimir’s Apple Watch 3
Runtastic

v Device

v

v

v

Unknown Apple Watch
Unknown Device
Apple Watch

iPhone SE

Apple Watch Series 3
iPhone X (GSM)

Elcomsoft Phone Viewer

& Health

» T O

Activity Body Measurements Heart

v Records: 497600

Mindfulness

Shown records: 497600

Most recent record: 28.08.2018 11:49:12 (UTC +4)
Oldest record: 22.10.2015 23:40:33 (UTC +4)

4 Xxercise Minutes

Start Date A

28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:4...
28.08.2018 11:47:4...

28.08.2018 11:47:4...

Flights Climbed

End Date

28.08.2018 11:48:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:5...
28.08.2018 11:47:4...

28.08.2018 11:47:4...

Resting Energy

Date added to health

28.08.2018 11:49:12 (UT...
28.08.2018 11:48:08 (UT...
28.08.2018 11:48:07 (UT...
28.08.2018 11:48:07 (UT...
28.08.2018 11:48:04 (UT...
28.08.2018 11:48:02 (UT...
28.08.2018 11:47:59 (UT...

28.08.2018 11:47:57 (UT...

Stand Hours

Steps

Vladimir’s Apple Wa...
Vladimir’s Apple Wa...
Vladimir’s Apple Wa...
Vladimir’s Apple Wa...
Vladimir’s Apple Wa...
Vladimir’s Apple Wa...
Vladimir’s Apple Wa...

Vladimir’s Apple Wa...

5 © ¢

Sleep User Info Vitals

Most recent filtered record: 28.08.2018 11:49:12 (UTC +4)
Oldest filtered record: 22.10.2015 23:40:33 (UTC +4)

Walking and running distance

Apple Watch Series 3
Apple Watch Series 3
Apple Watch Series 3
Apple Watch Series 3
Apple Watch Series 3
Apple Watch Series 3
Apple Watch Series 3

Apple Watch Series 3

Workout p

Details

Hardware version: ..
Hardware version: I
Hardware version: ...
Hardware version: ...
Hardware version: ...
Hardware version: ...
Hardware version: ...

Hardware version: ..




OJOCTYIT K JAHHbIM HEALTH B ICLOUD

MOXHO 3arpy3nTb CUHXPOHU3NPOBAHHLIE
naHHble, B TOM vnucne Apple Health

UTO MOXXeT NonTn He TaK:

* [Ipobnema c gByxdraKkTopHOM
ayTeHTUMPUKaLnen

» TpebyeTca AOCTYyMn K BTOPOMY dpaKTopy
ayTeHTUuKaumm (ecnm He UCNonb3yeTcA
TOKEH ayTeHTUdpunKauunmn)

 HaumHaga c 1I0S 12, naHHble
paboTocnocobHOCTN MOryT ObITb
OOMONHUTENBHO 3allndpoBaHbl (Kak u
coobuleHuns)




Smartphone Privacy



Your Smartphone Knows More About Your Life

= 1 Apple, n Google npegcrtasunu
CTaTUCTUKY UCMONb30BaHUSA

* [logpoOHOCTN UCMONb30BaAHUSA U
KaTeropum npunoXxeHumm

= Bpemsa B urpax, passrnedyeHusx, o . |
counarnbHbIX CETAX U ApYrunx ¢ o
MEPOTNPUATUAX o Yo § i
» ExeOHeBHas, exevacHas u — (| [P
eXxxeHegernbHasa cTaTUCTUKa g Yourub
Jason's iPad @) nstagram S
3h14m .Ntfl
. qu - gtht
— ) New




I0S 12 Screen Time: Statistics

all Vodafone UA = 12:59 81% @) .l Vodafone UA = 12:59 81 % ()

( HacTponkn 3SKpaHHOe BpeMs < SKpaHHOoe BpeMs

SKPAHHOE BPEMH4

CerogHs, 12:58

MocnegHwe 7 oHen

[ CerogH4

= OTYeT 3a ceroaHsa 1 3a Hegero iPhone
iIPhone SKPAHHOE BPEMS4 CerogHs, 12:58
= CTaTnctuka no Kateropmam u no
BPEMEHMU 1432 MUH
* []o ncnonb3oBaHHbIM NPUNOXEHNAM Couceru Kuuru Jon 24 40 MUH s pens
=  OTcnexuBaHMe CKOmMbKO pa3 Bbl
ncrnonb3oBanu TenegoH B nokoe

[TnaHnpynTe Bpems He

3a 9KpaHOM CouceTu
6u14.. 5437 MuH 1446 MUH
n JInMUTbI NporpamMm
= lnmutnpyinte Bpemsa gna MO Bcero 3a Hepento 18 4 41 MuH
m Pa3pelueHHble BCcerga YACTO
= Bbibepute O, Hy>kHOe Bcerga MCMOJb3YEMbIE KATETOPUU
eBoox
i
KOHTEHT 1 5422 MUH

KOHPUOEHUMaNbHOCTb

~—_ _ _1_ _ _1._



I0S 12 Screen Time:

OrpaHn4yeHus

OTcnexunBanTte UnNn orpaHnvYnBanTe BpeEMA,
noTpadYyeHHOE Ha Urpbl, pasBrievyeHuns,
counanbHble CETU, YTEHMNE, CMPABOYHYIO
MHOPMaALINIO N Opyrme MeponpuaTug

OTcnexmnBaHue un orpaHn4yeHmne oTaernbHbIX
NPUNOXEHUN

YcTaHOBKa BPEMEHMN NPOCTOA U OrpaHNYEHUN
NPUNOXEHUN

OrpaHn4yeHus cogepxaHns u
KOHdOMOeHUMaNbHOCTU

OKpaHHbIN Naporsib

120+

Settings

B Display & Brightness

Wallpaper

&

7509 wll 00

{ Settings Screen Time

Today at 7:35 PM

Reading & Refere... lety
51m 29m 5m

Downtime
W Schedule time away from the screen.
App Limits
Set time limits for apps.
Always Allowed
'
Choose apps you want at all times.

m Content & Privacy Restrictions

Block inappropriate content.

FAMILY

Jignesh Padhiyar



Smartphone Privacy

Screen Time  Screen Time ' Screen Time  Screen Time

= Screen Time XpaHUT nHopmaLmio B ...
6a3e paHHbIX knowledgeC.db O e o © 109 sy

[private/var/mobile/Library/CoreDuet/Kno . S |
wledge/KnowledgeC.db }

L ¢ o p M aT S Q L i t e 7 Productivit.y

,  Safari

= knowledgeC.db ncnonbsyerca, HaynHas N — , Fey - —.
ciOS 9 N

Messages

-
109 per day 704 Total Picku r@ Insta.gram
D Mail
R [
Spark
:
VeSS e Nty

Picked Up Phone




I0OS 12 Screen Time: BbiBoa

Screen Time  Screen Time Screen Time  Screen Time

= Apple oyeHb NOAPOOHO 3HAET, KaK Bbl

Mcnosib3yete CBOU YCTPOUCTBA e i 109 gy
= OHMU XpaHAT 3TY MHpOopMaLMIO HA I ©
CBOUX CepBe an: @, Social Networking Picked Lp Phong
= CTaTuCcTUKa N OTYETHOCTb
o . a Safari |
= C cuHxpoHu3sauumem iCloud N — 1,018°
= C orpaHuyYeHnamu e _—mE_

Messages

- C cuHxpoHusauueu iCloud

(ot
I

r@ nsta.gram
Mail

Spark
S
A VIES S E LU

1 09 per day

Picked Up Phone




Smartphone Privacy
Google: Digital Wellbeing

= JloctynHo B Android Ple

= B HacTosiee BpeMs B beTa-
BEpPCUU, TONMbKO Ha Pixel

= Heobxoaumo 3arpy3nTtb U3
Google Play

= JlocTynHO Yepes3 HaCTPOUKN
= ExepgHeBHbIM 00630p
"  YBeaoMJI1eHUd

= KpyroBaga aunarpamma: Bpems
MCNONb30BaHNA NPUNOXKEHUS

® © @ 0O

12:38 EE e W 093%

< Google Play Q
‘B Digital Wellbeing (Beta)
Google LLC
’ Tools

12241 &= &= P EE c= W 092%

B You're abe o _
<  Digital Wellbeing -

Accounts
BlackBerry Hub+ Account, Google, Skype late

Accessibility

ew feature \ Today
Screen readers, display, interaction £ontrols

3| phone wi \
Mova Launcher
Digital Wellbeing

Screen time, app timers, Wind Down ] 8 S/
S

Ways to disconnect

Google

Services & preferences Dashboard

0 app timers set

Wind Down
From 21:00 to 09:00

System
Languages, time, backup, updates

Reduce interruptions

Manage notifications



12:58 91

] ¢  Dashboard W :
Smartphone Privacy

Digital Wellbeing: YTto xpaHuTtcs 11 min

Today

= Ha 3KkpaHe npunoXxeHus:

= CKONbKO BpEMEHMU Bbl MPOBOAUIIN B
KaXXOOM MPUIOXEeHUN

= EXeOoHeBHbIe OTYeThbl

3m

"t No timer

* [lonb3oBaTenbckne Tanmeps.l < we
= TonbKo AN OOHOro NPUNOXEHUN 2 sorterstor el S mintes
* Hert kateropuu! ou can st deily tmers ll |
» TONbKO Ha 9TOM YCTPOWCTBE tmerencs, e apPEPAN  custom timer
= HeT 00nMayHou CUHXpPOHU3aLnNU! @ Comer O
Q e Notimer >

m Settings Notimer ()



Smartphone Privacy

Apple Screen Time n Google Digital Wellbeing

= Apple Screen Time = Google Digital Wellbeing

» Crartuctvka Ans kaxaou = TonbKo ANs CTaTUCTUKN
KaTeropun u Kaxaou Kkateropumu NPUNOXKEHMNIA

 EXeoHeBHble N exXeHeoernbHbIe

[]

OTUETI E)XXegHeBHble OTYETHI v

+  iCloud CMHXPOHM3ALMS CO BCEMM =  CHHXpOHM3ALNA C YYETHOW 3arUCbIO
yCTPOMCTBaMU MOMb30BaTeNs Google oTcyTcTBYET

« Kak ncnonb3oBaHue, Tak * Hunyero He CMHXPOHU3UNPYETCS
OrpaHnHeHNnA = CTaTUCTMKa KonuyecTsa

* BpeMA NpoCToA yBeOOMJIEHUN

 (CTaTtnctuka ysegomMreHun



Google Dashboard

* Apple CMHXpPOHU3NpPYyeT
JKpaHHOE BpeMS

* (Google He CUHXPOHU3UPYET
Digital Wellbeing

* Android 9 pabotaeT MeHee
yeM Ha 0,1% ycTpounCTB

3HaeT nu Google MeHbLIe O

CBOMUX Nnonb3oBaTensax?

HeT!

Google Dashboard nmeert

3Ha4YNTENbHO DOosbLLE

MHAOPMaLIN, YHEM «IKpaHHOE

Bpema» n «Digital Wellbeing»

See and manage the data in your Google Account

Your data includes the things you do,

Need a copy? Download your data

Popular Google services

M Gmail
75375 conversations

Your Google services

Account
Email: aoleg78@gmail.com

. Books
|—-I 3 books in your library

Contacts
239 contacts

Google Play
P 1,743 apps

' Payments
1 payment profile

Tasks
1 task list

Your activity data

his data is used to make Google services more us

m Device Information
ON

\!ﬂ_ Voice & Audio Activity
ON

eful to you

ike searches, and the things you create, like email.

m Maps
4. Home: Helgolander Ufer 74, Berlin

I Analytics
1 account

Calendar
2 calendars
t Dirive
100+ files
W Maps
#&. Home: Helgolander Ufer 74, Berlin

Photos
'l' 649 photos

B Voice
14 calls

Location History
ON

Q YouTube Search History
ON

Search activity
ON

L

Android

40 devices

—

G Chrome
Last sync: today at 09:14

M Gmail
75,375 conversations

»~ Package tracking
Real-time updates: ON

= Search Consocle
¥ 1 siie

n YouTube
1 video

® Search activity
ON

u YouTube Watch History
ON

EXPAND ALL

L



Ball cMapTQOH OTCIEXUBAET BaLUW
MapLUpYyTbl

TOYHOCTb

OPpPeKTUBHOE UCNOSMb30BaHNE baTapeun
[TocTosAHHO paboTaeT, ecnun IBHO He OTKIHOYEeH
MHorga paboTtaeT, gaXke ecnm iBHO OTKIHOYEH



https://www.bbc.com/news/technology-45183041
https://www.macrumors.com/2018/08/13/google-location-history-disabled-still-stores-data/

KTO OoTCchneXxXunBaeT BaLwe
MecTononoXXeHmne?

= Google (1I0S, Android, 'K — Chrome,
cepBucbl Google B nobom
Opay3aepe)

= Apple (I0S, macOS)

» Facebook (Ha Bcex nnatgopmax)

= CepBUCbI U NMPUNOXEHUST TPETbUX
CTOPOH

[1a, 3TO BO3MOXHO, €Clnn reonokauus
BbIKITHOYEHa

OA! 3TO BO3MOXHO!




[1na yero Google, Apple, FB oTcnexusatoT Balle
MeCTONONOXeHne"?

* YT1006bLI NYYLLEe Bac o0cnyxuBaTtb
= Google / Apple Maps, HaBurayms
= FB: MecTHble rpynnbl N COObITUSA f b k
= [opa3no bonee peneBaHTHbIE pe3ynbTaThl NOUcKa ace oo ®
=  Hautu mou tenedooH / Hantm moe ycTpoucTBO

= YNobcTBO: 3HAETEe, Kak paboTaeT 3TOT pecTopaH B 3TO BPEMS
OHA NN gaxke npsamMo cenyac

= BHYyTpeHHAda HaBurauug

= YT10ObI NPpOAaTHL peknamy

=  OcHoBHOWM UCTOYHUK aoxoaa Google obbsIBreHUsS Ha OCHOBE
MECTOMONOXEHUS

= Facebook: rnaBHasa peknamHas ceTb

* YT100bLI NPOAATL CBOU AAHHbIE
= Apple n Google He npogaloT AaHHbIE O MECTOMOSIOXKEHUN
= Facebook npogaert




Ad Clouds

Smartphone Privacy . -~ o ¥4

' NEX AGE =

)l
|

/A millennialmedia,
v o sing & dats plattorm

——— T

\

Third-Party Apps Tracking e, Y

e . ADXTRACKING

= Collecting location, contacts, phone usage patterns
and much more

= To serve you better:

You really thought that game was free? Ad Mediation Platform

= To sell your data:

Multiple brokers buy this sort of data

Location data collected from everywhere

Including Wi-Fi networks and reverse BSSID lookup
Even IP address used as source of location data

PCap GET Ads

Rovio Cloud

User Registration

Information Collection



COop reogaHHbIX NPUNOXEHUAMUA
CTOPOHHUX MPONU3BOAUTENEN

= COoOp MecTOonornoXeHnA, KOHTAKTOB,
LLAOSIOHOB NCMOSIb30BaHUA
TenedgoHa U MHOroe gpyroe

* YT100ObI CNYXUTb BaM NyuLle:

=  Bbl 4ENCTBUTENBHO CYUTANN, YTO Urpa
cBobogHasa n becnnatHaa?

= YT00ObI NPpOAATL CBOU AaHHbLIE:
= HecKonbko bpoKepoB NOKynatoT Takme

OAaHHbIE

= JlaHHbIE O MECTOMNONOXEHUN, CODPaHHbIE
noBcroay

=  Bkntovasa cetnt Wi-Fi n obpatHbIn NOUCK
BSSID

= Jlaxe |IP-agpec, ncnonb3yembiv B
KayecTBe UCTOYHMKA OaHHbIX
MECTOMOSOXEHUS
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[ e XpaHATCcA reogaHHble?

=  dusnyeckune ycrtpounctaa (10S,
Android, Windows, macOS X,
Opyrme CUCTemMbl)

= Apple iCloud
= (Google account
= (QOOnayHble XpaHunuiia TPETbUX
NPON3BOAUTENEN
« CounmanbHble ceTn
* [lpunoxeHusa Health & fithess
* [nstant messengers
* [lpunoxeHusa ona 3HaKOMCTB
* [lpunoxeHnsa Takcu
* [lpunoxeHna ona nyTeLlecTBmUm




Media (EXIF)

Owner: Gallery Administrator

= \Windows, macQOS, 10S, Android f_‘","e: Dicumbar 24, 2008 1004 it
] . _ ] ile name: gpsphoto-49€7 .jpg

= Windows: File Properties > Detalls >
GPS Location

= macOS: More Info > Latitude and ‘
Longitude auseom ol ile

wish Hertage =

* TpeTbu NpounsBogUTENN MOTYT s RS

3anncbiBaTb gaHHbIE Nitasonc)

= [10O ansa paccnegoBaHUA MOXHO
n3snedb EXIF Terun, reogaHHble,
NOCTPOUTb MapLUPyThHI

FOSYERED BY

COQS'C Map data ©2010 Google




Wallet

{
"description”: "SOURCE to DESTINATION",
*  VH(popmauua xpaHUTCA B nankax: “formatversion”: 1,
"organizationName": "The Airlines”,
n /HomeDomain/Library/Pa5393/CardS "relevantDate": "2013-02-20T20:40:00+01:00",
_ _ _ _ "boardingPass": {
= /HomeDomain/Library/Passes/BadUbiquitousPasses "transitType": "PKTransitTypeAir"
}s
= |n .pkpass subfolders "locations”: [
. . {
= Takxe obpaTuTe BHUMaHME Ha dpausibl pass.json "latitude": ,
"longitude": ,
"relevantText"”: "AirportNamel”
}s
- » - {
O ;' @ emm—" | "latitude": ,
| "longitude": ,
"relevantText"”: "AirportName2"
}



https://dashboard.elcomsoft.com:8444/display/ARL/12.11334800
https://dashboard.elcomsoft.com:8444/display/ARL/13.56972200
https://dashboard.elcomsoft.com:8444/display/ARL/80.45861100
https://dashboard.elcomsoft.com:8444/display/ARL/80.10611100

CUHXPOHU3NPOBAHHbIE AaHHble O MmecTononoXxeHun (ICloud)

’
»

=  CucrteMHble NPUNOXKEHNSA, CUHXPOHUNINPYIOLLIMNE
OaHHble mecTtononoXxeHus Yyepes iCloud:

= Apple Maps
= Health

= Calendar

= \Wallet

= YyBCTBUTENBbHbIE AAHHLIE O MECTOMONOXXEHUN C
NPAMOUN CUHXPOHM3aLNEN

= Wi-Fi
= PeBepcunBHbIN Nouck BSSID nokasbiBaeT
MECTOMONOXEHUS

= B 3aBMCUMOCTW OT UCTOYHUKA MOTYT He
noaKkn4aTbLCsa METKN BpeEMEHU (MepBoe
NOAKOYEHNE N NocneaHee OTKITIOYEHNE)

= JKypHanbl cogepXat OTMETKU BPEMEHN




AHann3 meagnagannos

= aHanus3 dpoTo obpabaTbiBaeT Meanadyannbl; Ha3Ha4yaeT [private/var/mobile/Media/PhotoData/Caches/G

MeTKW, 0bHapyxuBaeT nuua, usnekaet EXIF n . a. raphService/PhotosGraph/photosgraph.graphd
= PacnonoxeHue pannoB Ha KapTe Ha OCHOBe aHanu3a b

EXIF
photosgraph.graphdb
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&Search
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0 3 { Screen Time  Last 7 Days Devices

Ey.ﬂ.yl.l.l,ee S My Home ‘ SCREEN TIME Today at 10:19

5h 37m per day

BornbLie CUHXPOHN3NPOBAHHbIX AAaHHbIX B
ICloud

= JlomalwHme gaHHble (HomePod,

Social Networking

17h 50m 6h 57m bh 8m
pasnn4yHble JaT4mKn, UICTOYHUKN CBETAQ, ,
TepMOCTaTbI nT D') \ n Weekly Total 39h 19m
. 3KpaHHOe BpeMA (I/ICI'IOJ'I b30BaHNeE Living Room M Living Room Living Room
Eve Room . Eve Room Eve Room LIMITS
I'Ipl/lJ'IO)KGHI/IFI, paHee ,EI,OCTyI'IHOe TOJ1IbKO Updating L Updating Updating
Npw NMOnHom 3arpy3ke parnoBon CUCTEMbI) Ry Games thr
= [ OfTOCOBbIE 3aMEeTKU Social Networking 6 hrs
Living Room
u [loroga v akuumn HomePod
MOST USED SHOW CATEGORIES

n Facebook
7h 19m
8 Mail
4h 53m

Navi

3h 55m

Messages

u 3h 52m

S
o T s = v




Google Android

= Android cobupaet 3HauuTenobHO bonblue AgaHHbIX, YeMm IO

= Google cobupaeT 3HauUnTENBHO DOMbLUE MHPOPMALIUN, Yi
Apple

= OTun yrBepXOoeHnAd He 3KBUBAJ1IEHTHbDI

= Android-akocuctema, no-eManMomy, NocTpoeHa aAng
OTCNeXmnBaHuS

=  Kaxagoe BTopoe npunoxeHme B marasmHe Google Play
OTCleXuBaeT BaLle MeCTOMNoSIoXKeHne

=  Jlaxke C OTKIHOYEHHbIM MECTOMNOSOXEHUEM

= [laxe 6e3 paspellieHns Ha pa3MelleHne

= Bce npunoxeHua gna Android nmerot goctyn B /IHTepHe

=  CneuwnanbHOro paspeLllueHunst He TpebyeTtcs

= |P-agpec onpenensieT npnbnnsnTenbHOE MECTOMOSIOXEHNE
= [lo3BonseT ckaHupoBaTb onvxkanwne Wi-Fi-cetu



Google Android

= Bce npunoxeHuna gna Android MOryT nony4vnuTb gOCTYn
kK BSSID nogkntoveHHoro B HacTtoslwee Bpemsa Wi-Fi u

= Bce npunoxeHua anga Android MOryT CKaHUpOBaThb
nobnunsoctn Todkm goctyna Wi-Fi

= EanHbin obpatHbIin nouck BSSID onpenensieT Tekyllee
MecTononoXxeHue B paaunyce 20 m

* TpuaHrynupoBaHue HecKkonbknx BSSID nokasbiBaeT
TOYHOE MECTONOSIOKEHNE

= CyLlecTBYyEeT MHOXeCTBO becnnaTHbIX U KOMMeEpPYECKUX
6a3 gaHHbIX Geo-Location Wi-Fi Hanpumep,

V g



https://openwlanmap.org/

Google: NICTOYHNKU OaHHBIX O MECTOMOMOXEHUN

= [lcTopmnsa mecTononoXeHusi: n3srnevyeHme na obnaka,
online nHtepdenc

« YpesBblHanHO BceobbeMIoLLEE
 XpaHutcsa B obnake (Google Account)

« (O0bnako cogepXnUT HaMHOro dosblue MHPOPMAaLIUN YEM
YCTPOUCTBO

= Google Maps n My Places

= @oTorpadpumn: nokanbHble (M3BNEKaAeEMbIE U3
YCTPOUCTBA), n3Bnekaemsie n3 Google Photos

= CwucrteMHble xypHanbl. local (TpebyeTtcs root)

= JlaHHble npunoxeHun: local (Tpedbyetcsa root), cloud
backups (orpaHn4eHHO)




Google Location History

iceilana

< Sweden Google map v
—

>

« MHOXecCcTBO TOYEK AAaHHbIX

< > Tracks:

* [laHHble 3a HECKOrbKo neT”? f o
(Bbl bygeTte yaoueneH:ol 3

Baltic s5ea  Estonia

» CobpaHo co Bcex yCTpOUCTB B W o S 0 o
ogHOM akkayHTe Google g

« Android, 10S, Windows, Mac

’
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Io I 16.09.2016 15:35:57

Y riter IR

IOI 22.09.2016 11:47:57 Date
Nenna® §

Routes .

From 14.12.2010

OK :
é ‘0] 28.09.2016 13:56:05
® : [8] 17.04.2017
-— Locations: 1651
Most recent: 17.04.2017 11:08:
[O] 28.10.2016 15:06:57 Oldest: 14.12.2010 16:53:29 5
v T :
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M H LI 5] oo 155 Sortosia ] st o 2 i
p ay3 e p aX e C M O M B O M B o o 24.03.2017 11:42:44 (UTC +3) 55.7245590 37.633. 24.03.2017 12:36:02 (UTC +3) 55.8109390 37.524. Driving v Walking
[ | v Flying
e [6] 25.11.2016 09:08:48 24.03.2017 10:18:55 (UTC +3) 55.7105080 37.620. 24.03.2017 10:21:51 (UTC +3) 55.7245500 37.633. On a bus v Cycing
C M C e M P rt l Home ~ Driving
I 0 uga 24 12 7117 N0-28-14 /| 1T+ -22acEn 37 537 24 12 017 101748 1 e 27 24 SR 2T &7 - ~ 0Onabus
. . 13.12.2016 12:42:56 24.03.2017 09:38:14 (UTC +3) 55.6379560 37.537. 24.03.2017 10:12:49 (UTC +3) 55.7105080 37.620. Driving
Tyrrhenian Sea ra] ¥ On the subway
23.03.2017 16:36:05 (UTC +3) 55.6379560 37.537. 23.03.2017 16:38:05 (UTC +3) 55.6416280 37.541. Driving v| On a tram
Iol 29.12.2016 16:07:05 + 0n a train
PY 23.03.2017 15:17:32 (UTC +3) 55.8109390 37.624. 23.03.2017 16:24:35 (UTC +3) 55.6379560 37.537. Driving ¥ Snowboarding
' Motorcyci
ecTononoXexHne + narta u 7 oo
} 23.03.2017 08:48:58 (UTC +3) 55.8080540 37.637. 23.03.2017 09:01:17 (UTC +3) 55.8109390 37.624. Walking
S oy Mediterrane - e
Tunisia [6] 02.02.2017 14:25:52 23.02.2017 07:57:46 (UTC +3) 55.6425020 37.526. 23.02.2017 08:39:44 (UTC +3) 55.8080540 37.637. On the subway
Morocco . \. (/ [O] 29.03.2017 14:53:09 23.03.2017 06:28:39 (UTC +3) 55.6379560 37.537. 23.03.2017 07:52:12 (UTC +3) 55.6425920 37.526. Walking
§ \
\
/ < [6] 03.04.2017 09:28:12 22.03.2017 12:38:18 (UTC +3) 55.6133970 37.539. 22.03.2017 12:43:19 (UTC +3) 55.6379560 37.537. Driving
. 22.03.2017 00:00:00 (UTC +3) 55.6392670 37.538. 22.03.2017 12:14:53 (UTC +3) Driving
Algeria , Bl “
- - - "0 06.04.2017 16:30:42
L|bya 21.03.2017 09:14:22 (UTC +3) 22.03.2017 00:00:00 (UTC +3) 55.6388900 37.538. Driving
Western [[O] 06.04.2017 17:37:41 ) o

Sahart 21.03.2017 07:57:59 (UTC 43)  55.6379560 37.537. 21.03.2017 09:02:50 (UTC +3)  55.8109390 37.624. On the subway
'/ \./\ [O] 11.04.2017 13:14:28 20.03.2017 21:19:30 (UTC +3)  55.638643037.539..  21.03.2017 03:00:00 (UTC +3)  55.6379560 37.537... Moving
|
| Mauctania '| \\\ E 20.03.2017 20:05:39 (UTC 4+3)  55.8109390 37.624 20.03.2017 21:07:31 (UTC +3)  55.6386430 37.539 Driving
| ) | o -

= ’ NS \ —— -
Go gle I \\ \ / Sudan & J Lol Map created at GPSVisualizer.com
SenaaalNilNV Y Y, — Chad J / Entrea Map-data ©2015 Google, INEG], ORION-ME = 500 kM e Terms of Use = Report a map error
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Account
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Nzme: Viadimir Katalov
Email:

Persons: Nickname:
Utl:

Interactions rank: 3.40282e+38
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Id: 1000000446453652
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Smartphone Privacy

OTKyOa naBnekarTca JaHHble?

= YctpouctBo (local backup)

= Yctpouctso (cloud backup)

= YcTpouncTtBo (pusmndeckoe napnedvenune) // tpebyetcs jailbreaking/rooting
= JlaHHbIe ycTpoucTBa, CMHXpPoHU3npyemsblie c K

= Obnako (cnHxpoHunanpyemble aaHHble) // TpebytoTcsa npasa!l

= O6nako (cepuckbl Apple Find My Phone, Apple Find Friends. Google Find
My Device) // Tpebytotca npasal

= (ObnayHble cepBUCbl CTOPOHHUX NpounsBoauTenen // Tpebytotca npasal



Kak 3aWnTnTLCA?

* [loHMmaTb BO3MOXHbIE PUCKK = be3onacHoOCTL Ballero ycTpoucTea
= He ncnonb3oBaTb NOBTOPHO e« iOS/Android
Naporn . YcTaHOBUTE nocreaHne o6HOBNEHMS
= 3awnTtute Bawun obnadvHble gaHHbIe . CTporuii NMH-kox
= 2FAis a must! « iOS: enable USB Restricted mode, do not connect
* SMS Kak BTOpO pakTop — Lightning adapters
HeaocTaToYHOo!  Android: Use Secure startup option
= [lomMHUTE O TpeboBaHUSAX « macOS/Windows
GDPR * Physical security
= [lomMHUTE O TpeboBaHUAX « Lndpynte auck (FileVault2/BitLocker)
FOIA!  He 3abyabre 0 Kno4yax BOCCTAHOBNEHUA (OHW

OOIMKHbI XpaHUTbLCA B obnake)

3akoH 0 cBoboge nHdpopmaumm (Freedom of Information Act, cokp. FOIA) — dpenepanbHbi 3aKOH 0 cBObOAE
MHopMaLIMN, KOTOPLIN MO3BOMSIET MNOSHOE UMM YacTu4Hoe obHapogoBaHMe MHOPMaLUMU U JOKYMEHTOB

npasutenbcTBa CLUA. 3akoH Obinn noanmncaH npesmaeHTtom JinHaooHom b. [)koHcoHom 4 mtona 1966 ropa. Betynun B cuny B
crieayroLwem rogy. 3akoH MPUMEHSIETCS TONbKO K JOKYMEHTAaM OPraHoB UCMOSTHUTENbLHOM BNACTM.



Cnacmbo za

BHMMMaHuelll

Be3amanbin B.O.

Microsoft Security Trusted Advisor

Kaspersky Certified Consultant

UN Consultant
Bezmaly.wordpress.com

cvbercop@outlook.com


https://bezmaly.wordpress.com/
mailto:cybercop@outlook.com

