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UTto Takoe Endian?

Endian ocHoBaH B 2003 rogy B AnnuaHo,
NTtanusa, komaHaoun onbiTHbIX AT cneumnanunctos
n Linux 3HTY31acToB.

Llenb Endian o4eHb npocTa: co3gaHue
BblCOKOTEXHoorndHoro UTM pelueHus,
NOJTHOCTbI NOCTPOEHHOro Ha TEXHOJIOMNAX open
source.

CnycTta BCero rog crana gocTtynHa KOMbOHUTYU
Bepcus NpoayKra: Ha CerogHs Konn4ecTtso
3arpy3ok npesbicuno 1.700.000.

HauunHas ¢ nepBoro penunsa Enterprise Bepcuu,
6onee 4000 komnaHnm n3 50 cTpaH BbIGpanu
Endian UTM.

Endian Germany - Munighy

i

l..

Fndian US - Houstof

Endian - Bolzano
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PeweHna Endian
OTBeyaeT BceM Balwumm notpebHocTAM
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Network Hotspot Secure Remote Industrial 10T
Security Management Connectivity Security
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Endian UTM - Network Security

KrntoyeBble npenmyLliecTBa.

Yp06HbIN NnoNb30BaTeNbCKUN UHTEPPENC

OAVH 13 NyyWnxX aHTUBUPYCOB Ha bopTy - Panda
MponycKkHaa cnoCObHOCTb COOTBETCTBYIOLW,AA 3aABIEHHOMU
LleHa

PWONR
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Endian UTM — knto4yeBble OyHKLUN ol
/\ Web Security

KoHTponvpyeT 4ocTyn K pasnmyHbIM
dERYA

Bawwnx coTpyaHukoB oT web yrpos.

web npunoxenunsm n sawmwaeT

l I

| I

Stateful Firewall Centralized Management Multi-WAN (w/ Failover)
3awmwaeT Bawy ceTb OT BHELIHWX Yrpo3 LleHTpanu3oBaHHOe ynpasrieHue BCeMU HenaeTt Bawy ceTb 6onee HagéxHom
npegocTaBnas HaAEXHbIN OCTYN K pecypcam ycTporictBamu Endian n3 ogHon yao6Howm noggepXxmeasi HECKOSbKoO Internet
BHYTPW U 3a Npeaenamu Bawen ceTu. KoHconu. Bbl MoxeTe o6HOBUTL BCe Balum coeiHeHun. Bbl MoXeTe ncnonb3oBaTtb UX B
YCTPOMCTBA U yNpaBrisTb JIMLUEH3NAMMU C KOH(purypaumm failover nnm ogHoBpeMeHHO. . .
Email Security

MOMOLLIbIO OHOTO HaXKaTUS MbILLIKW.
YctpaHseT spam, phishing n gpyrue

BPEAOHOCHbIE NUCbMa U3 CETWU.
MNpenoctaBnseT NepBOKNACCHYHO
3awmTy oT email-based Bupycos n

L
. . — OpPYruX yrpos.
N L

. . . @
Intrusion Prevention IPSec & SSL VPN Bandwidth Management &
3awmwaeT pecypcbl Bawen cetu ot Endian obecneuynBaeT NnpocTtoe u HagéxHoe (QO S) Hot t
BPEAOHOCHbIX aTak, XakepoB, U 6oMbLUMHCTBA pelleHne Ans npefocTaBneHns yaanéHHoro TS DT T R (B EER GETT OtSpo
APYIUX BHYTPEHHUX N BHELLHMX Yrpo3 Aoctyna Bawwmm coTpygHUKOB nnu DUOPITOSUPYST. BaKHBIS GHARGE ObecneunsaeT besonacHoe,
ncnonb3ys intrusion prevention cuctemy 00beaNHEHNA HECKONbKMUX OPUCOB B CETb. OO, TR e W, el ety WHTErpupoBaHHOE U HaCcTpansaemoe

’ ' ' hotspot pewweHne ana Bawmx
' NPOU3BOAUTENLHOCTD. KOTOpOEe BKMoYaeT faxe

nHTerpaumo ¢ Paypal.
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3awnTta ans nodown cpebl
Kakyto nnatgopmy Bbl ucnonobayerte?

Hardware Appliances Software Appliances Virtual Appliances
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Endian UTM Hardware Appliances
Appliances for Any Size Network
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Mini 25 Mercury 50 Mercury 100 Macro 250/500 Macro 1000/2500

Mini 25 WiFi
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Endian UTM Mini 25 WIiFi

HoBoe nokoneHue annapatHbiX ycTtponcts UTM

Performance Mini 25 WiFi
o 2 GBRAM

o 8 GB CFast Flash Memory Firewall Throughput 1.2 Ghit/s

o Desktop Appliance VPN Throughput (IPsec & SSL) 120 Mbit/s
] . _ IPS Throughput 100 Mbit/s

o  WPA & WPAZ2 Personal/Enterprise Authentication

o Standards 802.11 a/b/g n Antivirus Throughput (Proxy) 120 Mbit/s

o Support for 2.4 or 5 GHz Web Secur@i Throughput 180 Mbit/s

@ 2x2 MIMO Antennas Concurrentessions 300,000
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Endian UTM Mercury 100

HoBoe nokoneHue annapatHbiX ycTtponcts UTM

6 Ethemet port

© 4 GB RAM

Firewall Throughput 2.5 Ghit/s
o 2x320 GB Hard disk .
VPN Throughput (IPsec & SSL) 220 Mbit/s
© LAN-Bypass
, IPS Throughput 160 Mbit/s
© Rack 1U
Antivirus Throughput (Proxy) 250 Mbit/s
Web Security Throughput 400 Mbit/s
Concurrent Sessions 500,000

(A F = N e )P

endian vm




Endlan Securing everyThing

Endian UTM Macro 1000 and 2500

HoBoe nokoneHue annapatHbiX ycTtponcts UTM

10718 Ethernet port

o 16/32 GB RAM Firewall Throughput 20 Gbit/s 30 Gbit/s
o 2x500/2x1000 GB Hard disk
VPN Throughput Bpap— A
= I—AN'BypaSS (IPsec & SSL) | " o
© Rack 2U . -
_ _ _ IPS Throughput 1.8 Gbit/s 2.5 Gbit/s
o 2x 10Gigabit SFP+ (optional)
Antivirus
3.5 Ghit/s 5 Gbit/s
Throughput (Proxy)
B Web Security _
F— 2 san N s B BF—— W o 10@/5—‘--::’-?%
Throughput
Concurrent ]
|| enctone s ° T ° . T endiena 2,500,000 |, 5,000,000,
[ :m mm: . Sessions h = B B = N B
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Endian UTM Software Appliances

Mcnonb3ayinte Endian Ha cobCTBEHHbIX cepBepax

O

O

O

O

3anyckaeTtca Ha X86 Hardware

JlnueHsunpyeTca no KonNnM4ecTBy Nosfib3oBaTeneun
AnnapaTHas YacTb 0OHOBMNSAETCA N0 HEOHXOAUMOCTM
Hu3kne HavyanbHble NHBECTULUN



Endlan Securing everyThing

Endian UTM Virtual Appliance

be3onacHoCTb 1 3awmTa 006navYHoOn U BUPTYyarnbHOU MHPPACTPYKTYPbI

© Pabotaet ¢ VMware, Xen, KVM hypervisors
© Pecypcbl BbIAENATCA NO Mepe HEODXOANMMOCTU

© Het orpaHnyeHnn Ha ncnonb3oBaHne
nonb3oBaTenbcknx nnm VPN-nuueH3umn

g o G

@ vmware
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[1obaBrneHa nogaepxka Oans:
I0S (iPhone™  iPad™, and iPod Touch™) and Android

© HeT HeobxoaumocTu nHctannuposatb VPN
NPUNOXEHNS TPETbUX NPONIBOAUTENEN —
NCNOJSIb3YIOTCHA HAaTUBHbIE MPUNOXEHUS
(OpenVPN, IPsec) ¢ iI0S, Android, Windows 7
and Mac OS X

©  JlocTynHo Ha Bcex ycTpoucteax Endian
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Endian 4i Edge 112

MoLlHO€e HacTonbHOE MHAYCTPpUanbHOE peLleHne

© Paboyasa temnepatypa ot O ©  HpgycTpmanbHOU MHPPACTPYKTYpPLI
Ao +60°C o MeaULMHCKMX YYpexaeHuin

© [lpocTton n 6esonacHbIN ©  KOMMYHUKaLMOHHbIX NIMHWIA
VPN pgoctyn

o  [lutaHue 24V DC

Firewall Throughput 120 Mbps - ) r

VPN Throughput 30 Mbps

W5E COM

IPS Throughput 20 Mbps
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Endian 4i Edge 313

NHaycTpuanbHoe pelleHue ¢ yctaHoBkon Ha DIN penky

© Pabo4asa temnepartypa ot 0 ©  MalmHHbIX 3anoB
no +60°C o [Mpon3BOACTBEHHbIX NOMELLLEHNIA TIE
@ [lpocToii n 6esonacHbin ©  WMHaycTpuanbHOM MHAPaCTPYKTYpbI
VPN pgoctyn
© 3G moaynb (onunoHarnbHo) |

Ethernet
s

o  [lutaHue 24V DC

Firewall Throughput 120 Mbps

VPN Throughput 30 Mbps

~
=
B
=)
=
T
e

IPS Throughput 20 Mbps
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rendian.com

Endian 4i Edge 515

Hanbonee HageXXHOE NPOMBbILLNIEHHOE PELLIEHNE

© Paboyas Temnepartypa ot © MalmnHHbIX 3an0B

o -20 po +70°C © [lpon3BoaCTBEHHbLIX MOMELLEHUN

© [lpocTon n besonacHbIn ©  WHpaycTtpuanbHOW MHPPaCTPYKTYpbI
VPN poctyn o

MeauUMHCKUX YYpeXaeHnn
o 3G MoAyIb (OI'ILI,I/IOHaJ'IbHO) O

NMutanne 24V DC

Firewall Throughput 120 Mbps

KoMMYHMKaALMOHHBLIX NUHUI

1
VPN Throughput 30 Mbps l
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IPS Throughput 20 Mbps
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KntoyeBble ocobeHHocTn Switchboard

PasBepTbiBaHMe peLleHUs

@ @ @ . . . [Mfpocto wn 6He3onacHoO NoAKMN4YUTE
pas3nuyHbIX Nonb3oBaTenen Unu rpynmnbl

nonb3oBaTenen K WHOWBMAOYaNbHbLIM

Dalias : Detroit nnn rpynnam YCTPOWCTB bes
m OOMOSTHUTENbHbIX HacTpoekK Ha

KITMEHTCKOW CTOPOHE. KrnneHty

Switchbeard

HeobXo4ANMMO TOSNbKO YCTaHOBUTb COMT U

New York nogknounTeca K Switchboard. [doctyn
@ roTOB.

Vendor Access

[pynnupynte Bawunx nonb3oBaTtenemn
SCADA Monitoring n/vnn yctpomcTtea no paboymm ponam u
& Support YPOBHSIM JOCTYNa.

IT Admins
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KntoyeBble ocobeHHocTn Switchboard

engin

Switechbaard

OTobpaxeHune noaceTen
™
VPN

IP  gybnupoBaHue  Gonblle  He
npobnema: Endian  Switchboard
aBTOMaTU4YEeCKN MNepeHasHayaeT Bce
KNUEHTCKME NoACETH.

i VPN ' VPN

>
@E Q I'!i (T

net A Subnet A Subnet A
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KntoyeBble ocobeHHocTn Switchboard

engian

Switchboard

USB Provisioning

Infernet

- [IpOBMXXEHUHI OCYLLECTBNSAETCA C
m nomMmouwlbio npoctoro USB knoya
20 veN KOTOpPbIN  3arpyxaet BblbpaHHble

HaCTPOUKHN KOHJourypauum Ha
ycTpoucTtBa Endian 4i.

Connect App client
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KntoyeBble ocobeHHocTn Switchboard

@ 5
1
VPN

IT Support
LOocTtyn gna paspabotymkos (API)
m & S bnarogapsa APl nHTepdency Bo3MOXHO
APL Tswirchboard W:N @ WHTerpMpoBaTb  BeCb  (DYHKLMOHAn
SCADA Support Infranet Switchboard C CYLLECTBYOLLNMM

nnatdopmamMmn knuveHta (Hanpumep c

A NapTHEPCKNM nopTarnom).
l @
VPN

Vendor Support
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KntoyeBble ocobeHHocTn Switchboard

Chooss an u-:hr.:-n

Launch App2 anﬂON(eHl/lﬂ

C ycrtpouctBamn Endian BO3MOXHO

HaCTPOUTb OEUCTBUS N TPYNMbl 4ENCTBUN

aona oboro ycTpomcTea: 4epes npu-

Smh:hhu L HaCTPOEHHbIE TUMEPCCLINKM 3anyCTUTb

NPUIOXeHNsa Ons OoCTyna K KOHeYHbIM

Conned App yctponcteam  (PLCs, HMIs, Web

Servers, n 1.4.) 3a banpBOSINIOM.

client
@ b v
1 i
YPH VPN
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KntoyeBble ocobeHHocTn Switchboard

engian)

Switchboard NHTeponepabenbHOCTL

B Cliy4da€e Halimvingd y 3aka3yvmka KOHEYHbIX

w m ycTponcTB, Switchboard moxeT ynpaBnsaTb
NMoObIMM  UX HUX MCMONb3YS TEXHOMNOMHo

N a) N Open VPN (SSL). 310 nomMoraeT CHU3UTb
5 ven S veN 0 ven CTOMMOCTb 3aMeHbl KOHEYHbIX YCTPOWMCTB W
. MUHUMMU3MPOBATL MNOTEHUMANbHOE BpeMS
@ |qu |ﬁ NPOCTOS CeTH.




Endlan Securing everyThing

Endian Network
3alUULLEHHbIN yOaneHHbIN N MOOWUIbHLIN OOCTY

Remote SSH =

Endian Network

" Cenftralized
Remote Web — package ,push*
Internet
b y
| : P ' |
Local Web
thI,,Loc:al SSH Local package ,,pull*

en-Liveclient _ \ en-Liveclient

en-Liveclient
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Endian - Securing everyThing

e © Endian UTM Online Demo

www.endian.com/products/utm-demo/

© Endian Hotspot Online Demo
www.endian.com/products/hotspot-demo/

© Endian Connect Switchboard Online Demo

www.endian.com/products/connect-demo/
© Endian 4i Online Demo

www.endian.com/products/4i-demo/

®)

Cnacunboo!


http://www.endian.com/products/4i-demo/

