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#whoami

[Tpautoto y komnaHil OptiData

AHanisyo Bipycu

[Tnwy cTarTi

[TpoBOOXY HaBYaHHSA 3 PI3HMX acnekTiB |Ib
[lonomararo 3 NpoekTyBaHHAM, BMPOBaaXEHHAM
Ta CynpoBoaOM 3acobiB 3axuUCTy

[MpunwoB o Bac Wob noainnuTmncs AocBigom
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radetskiy.wordpress.com
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LLlo Take OptiData ?

Mwn — ue KomaHga cneujanicTiB 3 NpPakTUYHUM OO0CBIOOM
IHTerpaduil Ta cynpooay piweHb 3 Ib.

[Tpauroemo nuuie 3 TUM, B HOMY pO30MpPaeMOCh.
BinbLWICTb 34IMCHEHMX HaMU NpoekKTIB 3axulleHi NDA.

[TpoekTyemo. HaByaemo. Po3roptaemo. 3axmuiaemo.
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BaxnnBo |

Yce npo Wwo s roBOpUTUMY — MOSA OCOBUCTa TOUKa 30py

Yce, WO BU CbOroaHI NoYyeTe MOXe He cniBnagaTt
I3 OPILIMHOK NO3MLIED KOMMaHII

Yci noAil Ta nepcoHaxi € BUragaHmu,
a byOb-4Ki cniBnadiHHSA € BUNagaKkoBUMI
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Yoro cborogHi He byae

s THREAD = e *__- .
| quakes[1].exe

REGISTRY
.--"---ﬂ*

o P e
EQMNEDT32.EXE | " f— Web Data
- -

&
Web Data

#lOC Ta 3BITK WWYyKaUTe TYT: [jo ti
radetskiy.wordpress.com



Yoro cborogHi He byae

l |http.request '] Expre
[ Time Destination Hosk Info IIzer-agent
g 12:49:13 14@.128.99, 228 servicelearning. thu. edu.tw GET fquakes.exe HTTP/1.1 Mozillaf4.@ (compatible; MSIE
- 12:49:4§ 91.235.116.153 nextlevlcourier.com POST flecky/quakes/anel/five/fre.php HTTR/1.@ Mozilla/4.@8 (Charon) Inferno)
- 12:49:49 91.235.116.153 nextlevlcourier.com POST flecky/quakes/anel/five/fre.php HTTR/1.@ Mozilla/4.@8 (Charon) Inferno)
- 12:49:49 91.235.116.153 nextlevlcourier.com POST flecky/quakes/anel/five/fre.php HTTR/1.@ Mozilla/4.@8 (Charon) Inferno)
- 12:5@:49 91.235.116.153 nextlevlcourier.com POST flecky/quakes/anel/five/fre.php HTTR/1.@ Mozilla/4.@8 (Charon) Inferno)

[N Process Tree - C:ddd 91 1.PML

[ Only show processes still running at end of current trace

W Timelines cover displayved events only

ﬂ’ HECUASOF TWwWARE SMicrozaftywfindows\Currenty erzionsF un

LBl anydesk exe File ot found: C:AJ sers\operatoriappD atabRoamingMicrosoft/Skype. exe. exe
M Y MACKATA Tl DUACRATIRL Tommde | ik T o T
Jd
= 7 Roaming/MicrosoftiSkype. exe. exe

#1OC Ta 3BITU LLYKAUTE TYT:
radetskiy.wordpress.com

Frocess Command Dwarer Image Path
# '| DIHozt exe [1336) C:\windowshspstern32NDIHost exe /Processid: {3EB3C877-1F16-487C-9050-1040 BCDERES3) AP hoperataor C:AWwindowshepstern32ADIIH ozt exe
= ¢ EQMEDTI2EXE [2236)  ["C:AProgram Files [»86)\Comman FilesiMicrozoft Shared \EQUATIONMEQMEDT 32 EXE" -Embedding  APM11\operatar C:MProgram Files [#86)%Comman FileshMicrosoft
= w arydesk. exe [224] "C:AUzerzhoperatarappl ata'Roaming anpdesk. exe' &PM11\operator C:AUzers\operatorbppl atah R oaminghanydes|
"1 arydesk. exe [2364] | "C:\Uzerzhoperatorappl ata'Roaminganpdesk. exe" &PM11\operator C:AUzers\operatorbppl atah R oaminghanydes|
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12-15 TpaBeHb

—

WannaCry

k&' Wana DecryptOr 2.0 x|

Ooops, your files have been encrypted!

Englizh

What Happened to My Computer?
Your important files are encrypted.

Margr of wour documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted, Mayvhe you are busy looking for a way to
recover your files, but do not waste ywour time, Nobody can recover wour files without
our decryption service.

Payment will be raised on .
Y Can I Recover My Files?

3/22/2017 14:09:52 Sure. We guarantee that wou canrecover all your files safely and eazily. But you have
ot so enough time,

Time Left o can decrypt some of vour files for free, Try now by clicking <Decrypt=,

But if wou want to decrypt all srour files, wou need to pagr.

o only have 3 dagrs to submit the payrment, After that the price will be doubled.
Also, if wou don't pay in 7 dayes, wou won't be able to recowver wour files forewer,

e will have free events for users who are so poor that they couldn't pag in & months.

Your files will be lost on

How Do I Pay?

Payment iz accepted in Bitcoin only, For more information, click <About bitcoin=,

Fleasze check the current price of Bitcoin and buy some bitcoing. For more information,
click <How to buy bitcoinss,

And send the correct amount to the address specified in this window,

after ywour payiment, click <Check Payment=. Eest time to check: 9:00am - 11:00am ~|

SRAM O . BT -

5/26/2017 14:09:52

Time Left

-k T2

Send $300 worth of bitcoin to this address:

12t9YDP gwueZONyMgw519pT AABisjr6SMw |

About bitcoin bit co jn
ACCEPTED HERE

+C2, Mimikatz, SMB, +service, -MBR, -MFT, -signed, $S300 - S600
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17-18 TpaBeHb

—

xData

dafin Mpaeka $opmat EBua  Cnpaeea

It

Encryption was prodused using unique public key for this computer.
To decrypt files, wou need to ohtain private key and special tool.

S,

‘'C:/Programbata’,

‘'Cr/Documents and settings/ Aall UsersSapplication Data',
"vour Desktop'

folders (eq. "C:/PC-TTTS4mM#d 5CD. key. ~xdata-~"].
Then =zend it to one of following email addresses:

begins@colocasia. org
bilho®colocasia. org
Frndu@cu1ucasia.nrg
trevorg@thwonderfulday. com
bob@&thwonderfulday. com
bil&thwonderfulday. com

Your ID: APML1#AG0ES4SF1AGFDFELS FEBABFASCCEBOSED]

-C2, Mimikatz, SMB, -MBR, -MFT, -signed, S100 - S600

Do not worry it you did not find key file, anyway contact for support.

Your IMPORTAMT FILES WERE EMCRYPTED on this computer: documents, databases, photos, videos, etc.

To retrieve the private key and tool find wour pc key file with '.key.~xdata~' extension.
Depending on your operation system wersion and personal settings, wou can Tind it dn:

Opti
Data

Enforce your
security



YkpaiHa. KioepaTtakn 2017ro poky

Ooops, your important THIES are encrypi

27 YepBEHb IT you see thiz text, thew your file:

have been encrypted., Perhaps you are
files, but don't waste your time. No
decryption service.

—

He guarantee that you can recover all your files safely and
need to do is submit the payment and purchase the ded ryption

Please follow the instructions:

1. Send $388 worth of Bitcoin to

following address:

IHZ71S3HMuxXXTuRZR1t 78nGSdzaRt NbBHX

PetyaA

Send your Bitcoin wallet ID and personal

installation key to e-mail
wowsnithiZ3456@posteo. net. Your

personal installation key:

bCiaEy-wN3yRF-XabBUH-w3wJEv-65P8rt-DUS1VU- CjfebH-cuGZZL-DqghB Y-

Sdul”d

If you already purchased your key, please enter it
Key:

below.

Opti

-C2, Mimikatz, SMB, +service, +MBR, +MFT, +signed, $300 Data

Enforce your
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24 »KOBTeHb

—

BadRabbit

.. . . Opti
-C2, Mimikatz, SMB, +service, +MBR, +MFT, +signed, $300 o Data

BAD RABBIT

If you access this page your computer
has been encrypted. Enter the
appeared personal key in the field
below. If succeed, you'll be provided
with a bitcoin account to transfer
payment. The current price is on the

right.

Once we receive your payment you'll

get a password to decrypt your data.
To verify your payment and check the
given passwords enter your assigned

bitcoin address or your perscnal key.

Time left before
the price goes up

Price for decryption:

. = 0.05

Enforce y:
security



WannaCry

Petya

Bad Rabbit

WannaCry 2.0, WannaCryptOr, WannaCrypt, WCrypt,
WCRY

ExPetr, PetWrap, NotPetya,Nyetya, Petna

Bad Rabbit

12 May 2017

28 June 2017

24 October 2017

UK, RU, UKR, IN, TW

UKR, DE, TR, BG, JPN, US

UKR, RU, BG, TR

NHS UK, Telefonica Spain, FedEx, Deutsche Bahn, Nissan,
Iberdrola and Gas Natural, All Indian ATMs, VTB RU Bank,

University of Waterloo, RZD RU, Portugal Telecom, etc.

Maersk Group; Maerk Line, APM Terminals and Damco, Saint-

Gobain, Mondelez International, Merck & Co., WP, Evraz and
Rosneft, DLA Piper, Heritage Valley Health System, etc.

UKR subway, Odessa Airport, Interfax, Fontanka.ru

Telecoms, universities, energy & gas, public systems,
banks, transport, public sector, automotive, media

Shipping, telecoms, energy, public systems, steel and oil, legal,

pharmaceutical, media

Media, transportation

Likely financial gain

Likely destruction/disruption

Likely destruction/disruption

Likely North Korean-based actors

Likely Russian-based actors

Likely Russian-based actors

Malicious email spam campaigns

Malicious email spam campaigns, Hacking Ukraine supply chain
"MeDoc" and using automatic update feature to download malware

Original server to deliver malware (after ~6hrs down),
Compromised websites (drive-by download)

Requires connection with attacker's C2 prior execution

Able to execute, spread and encrypt without C2 connection

Requires connection with C2 prior execution, if this fails, use of
WMI to remotely execute the malware

EternalBlue, DoublePulsar, shellcode injection

EternalRomance, EternalBlue

EternalRomance-like, but no DoublePulsar or shellcode like
WannaCry (based on zzz_exploit.py by sleepya)

@WanaDecryptor@.exe, b.wnry, c.wnry, r.wnry, s.wnry,
t.wnry, u.wnry, taskdl.exe, taskse.exe, taskhsvc.exe

perfc.dat

infpub.dat, cscc.dat

N/A

Yes (expired Microsoft signature)

Yes (expired Microsoft signature, invalid Symantec signature)

Port 139, 445, 3389

Port 139, 445 and disk enumeration for MFT/MBR

Only port enumeration on 138, 445 ports for write access. No
disk enumeration prior writing on MFT, UPnP

Mimikatz (custom)

Mimikatz (custom)

Mimikatz (custom), Hardcoded credential list

EternalBlue, SMBv1 exploit, DoublePulsar

EternalRomance, EternalBlue, SMBv1(patched) exploit,
SMB/NetBIOS (scanning), PsExec and WMIC (if SMB fails)

zzz_exploit, SMB/NetBIOS (scanning), SVCCTL (aka SCMR),
WMIC (if SVCCTL fails)

No

Yes (scheduled task; NtRaiseHardError)

Yes (scheduled task)

Yes, if connection fails, over SMB (mssecsvc2.0

ServiceHandler Function) No Yes (Windows Client Side Caching DDriver)

Yes Yes Yes
No Yes (via wevutil and fsutil) Yes (via wevutil and fsutil)

AES-128 CBC mode, RSA-2048 AES-128 CBC mode, RSA-2048 AES-128 CBC mode, RSA-2048
Yes Yes Yes
N/A Modified Petya bootloader Custom bootloader and DiskCryptor (legitimate tool)
No Yes (installed at the beginning of MBR) Yes (installed at the end of MBR)
No Yes (Salsa20) Yes (AES-256-XTS)
Yes Yes Yes
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TPaBEHDb TPaBEHDb
— —
WannaCry

xData

YepBeHb

—

PetyaA

HOBTEHDb

—

BadRabbit
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3ayBaxTe:

MS17-010 B TpaBHi 6yna Oday ?

Mimikatz ue wocb HoBe (y 2017my) ?
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3ayBaxTe:

MS17-010 — 6ys onybnikoBaHuM ...

Mimikatz — 6ys onybnikosaHuin y 20..
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3ayBaxTe:

MS17-010 — 6yB onybnikosaHnn 14 / 03 / 17

Mimikatz — 6ys onybnikosaHu y 2011
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llo Ham ue gae”?

 He poctaTtHbLO NPOCTO 3HATWU NMPO BPA3NUBICTb
 He OocTaTHLO PO3YMITU 9K camMe NpaLoe BPas3nmBICTb

 He poctaTHbO NOCTaBUTU BUMNPABIIEHHSA | 3aCNOKOITUCH
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LLlo 3MiHMnoca ans Hac?
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CNpUnMHATTA aTtak ctarno iHWUm

(ane He y Ton BIK...)
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YkpaiHa. KioepaTtakun go 2015ro

MeHi HiYoro BTpadaTu
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Menin
4 He 601OCb — Y MeHe € beKanw

(Petya.A i3-3a nawmyHkig “Hro-Hro..”)
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Menin
dHe-bowecr—y-meHe-c-baekaru

Hikonu 3HoBYy !
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IcTopia #1 "Makpoc”
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IcTopia #1 "Makpoc”

« XTOCb BigKpmBae ookymMmeHT 2013ro poky

« CnpauboBye Makpoc — naHaemisa (dpavnu .doc)

* [laHika, po3cnigyBaHHSA, PO3cTpifn

« 3a 5 roguH yci gokymeHTn Ha X00 cuctemax iHXeKToBaHO
* A akbu ue by #Pony abo Ransom ?
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lcTopia #2 "BnepTn ransomware”
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lcTopia #2 "BnepTn ransomware”

* JXepTBa OTPUMYE MILLNHT I3 MPUMAHKOIO
« 3anyckaeTbcd ransomware

 “Aaaaa, Ball aHTUBIPYC NpPoOnNycTuB...’
 Hapato nognHi Mmapkepu + KOHTp3axoau

* Pekypciqa, pekypcis, (cymHo, bonaye)
» 3allndpoBaHO CUCTEMY KEPIBHUKA
* “To wo BM Tam Kasanu, aKknn napameTp noctaBnutn?”
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IcTopia #3 "CTpax adbo Ak pobnAaTb HOBUHU npo IB”
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IcTopia #3 "CTpax adbo Ak pobnAaTb HOBUHU npo IB”

« XTOCb “Kayae” denkosun AdobeFlash

« 3apaxeHHs, BuBeaeHHAa APM 3 nagy

* YyTKn NoWMprOKOTLCA 31 LUBUAKICTIO CBITNA

B ooHOMYy MIHICTEpPCTBI BUPILLYOTE BAMKHYTU CEpBeEpU
» JKypHanict HamaraeTbCcs 3anUTh Ha cauT MIHICTpecCTBa
« 503 = "Aaaaa! Xakepu nonamarnu MiHICTEPCTBO”
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BucHoBKU #1

* |HCTPYKLUII HA BUNaOoK aTaku

 ABTOHOMHE NPUUNHATTSA PILLEHb Ta KOHTP3axoaiB
« Cnyx0oBi po3cniayBaHHSs, POpPeH3MKa

* MiHimi3auis BTpar

 HaB4aHHA nepcoHany

U2
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BUCHOBKU #2

* OHoBneHHsa/BunpasrneHHa MS Office Ta Windows ! !'!
* Bbnok cTtBopeHHs Ta 3anycky C:\Users\**\*.exe

* KoHTponb/6nok WSH, PowerShell, HTA, CMD etc.

* [locuneHa pinbrpauia Web ta Email

* Bigmosa Big RTF, makpocis, JRE, Flash

U
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3anuntaHHga ?



[1akyto Bam 3a yBary!

Bnhagucnas Paneubkniu
vr@optidata.com.ua



