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[Mpo KomnaHito Exabeam

Exabeam 3acHoBaHa B 2013 poui komnaHiammn Norwest Venture Partners, Aspect
Ventures, Icon Ventures Ta iHBecTopom LLlnomo Kpamepom.

®),

Aspect ICON VENTURES NORWEST

VENTURES

VENTURE
PARTNERS

LLITab-kBapTUpa KomnaHii Exabeam po3tawosaHa B CaH - Mateo, wTtat KanipopHis.
3acHoBaHa npodecioHanamu, WO paHiwe npautoBanm B Imperva, ArcSight Ta Sumo
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4, exabeam



Carehrst

BLACKROCK’
Louisiana

200+ po3ropTaHb Yy KAIEHTIB, BKAOYAOUYMK

@
/AP, Anadarke®  Anthem® §BARCIAYS mﬁ
i pe . ‘:.‘u‘,, P ) r,
oK Spionat ¢ Cigna - CITRIX®  ch2m: &d DISCOVER ~ «f5DUKE
) @ Freddi
FInra ¥ N A reddic i

Century Bank
ENTERPRISEHOLDINGS.
meo]n

] ) —
EllieMae =
| < Nationat. |
w
ii] AMERITRADE l
Tribune Media

IMPERVA
/,, exabeam

ebay

IIIIIIIII

@ | |r..-I\‘I|<I'I|-£ }-' )
i [ | pavcHEx ROSS  Xorie S
SAFEWAY.
L H gnucllgllé o 0 0 = \/
i unum verizon L4

U

Trinity Health



[Mpobnemu ynpasniHHA 6e3nekoto

Yomy SIEM He AocTaTHbO ePEKTUBHUN NMPOTU CY4aCHUX 3arpos

TJX NWMWM Anthem
K @ Expedla

kmart. TARGET

MPOBJIEMA OBPOBKHU MPOBJIEMA EKCINEPTU3U

* He nomiyae aTakm Ta 60KoOBI

NMPOBNIEMA AAHUX

* [eHepyBaHHA BEAMNKOI KiNbKOCTI AaHUX
3miuieHHA(lateral movemen) * HapgmipHa KinbKiCcTb ONoBilLeHb

* 3aHaAaTo Aoporo, Wwob 36upatu i 36epiratn
* LUym Big HeepeKTUBHUX NpPaBUA Ta * Hepoctaya KBanipikoBaHOro nepcoHany

* HemoXnMBO NiaTpUMaTH 3BiTHICTb abo

aHanis CUTHaTYyp HesiganosigHa peakKuia

* He morke camocTinHo 06'eaHyBaTK noaii

exabeam



Exabeam Security Intelligence Platform

ABTOMaTM3oBaHa
naaTopma AnA
BUABAEHHSA, aHaAi3y Ta
peakuil Ha cyyacHi 3arpos3u COLLECT

CLOUD
CONNECTOR

EXABEAM ADVANGED

PLATFORM JRf ANAYTICS

INCIDENT
RESPONDER

//, exabeam

The

most deployed
UEBA product

in the world

SECURITY INTELLIGENCE PLATFORM
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[ON0BHI cLUeHapIll KNIEHTIB

STOLEN CREDENTIALS
MALWARE/RANSOMWARE
PHISHING

92%

30BHilUHI aTaku, cnpAMOBaHi Ha
KpagiKKkn ob6nikoBUX faHuX
KopucTyBaya

(Verizon 2016 Data Breach Report)

INSIDER THREAT BREACH INVESTIGATION
DATA LOSS PREVENTION FORENSICS
DATA EXFILTRATION SECURITY AUTOMATION
ATtaku, noB'sizaHi 3 HaBMUCHUM [HiB (B cepeaHboMy) Ha CTpuMyBaHHA
3M10BXUBaHHSAM NpuBinesamu Ta Po3cnigyBaHHs
iHcangepamm

(BakerHostetler 2016 Data Security IR Report)

/,, exabeam

(Verizon 2016 Data Breach Report)
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INSIDERTHREAT DATA LOSS PREVENTION DATA EXFILTRATION

HIGH RISK EMPLOYEE MONITORING

REVOKED ACCESS MON.TORING

DATA EXFILTRATION/ DATA LOSS PREVENTION

EMAIL/FILE SHARING MONITORING

ENDPOINT ANALYTICS

/4, exabeam



.-

INVESTIGATION AUTOMATION
INCIDENT TIMELINES
PLAYBOOK EXECUTION

THREATHUNTING
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YHiKanbHUM mexaHi3m: Stateful cecii

L0 AKTUBHICTb DB
BAPTO BY/10 b
NOEAHATU 3
AKTUBHICTbIO
BARBARA AIKA
BUKOPUCTOBYE IHLLII
OBJ1IKOBI AAHI, | LIE
BUMMADAE AK
HE3AIEXXHI CECII.
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BukopucraHi
iHWi o6nikoBi
AaHi

®

A
A

1
— (@

“DB_ADMIN”

8,

BARBARA SALAZAR

®_

“DB_ADMIN”

//, exabeam SESSION

/, .

BARBARA SALAZAR

3A AOMNOMOIoOl0
MEXAHI3MY

BIACNIAKOBYBAHHA 3MIH
CTAHY CECII, EXABEAM

MOXE BUABUTU

BUKOPUCTAHHA PISHUX
OB/IIKOBUX AAHUX TA

NOBEPHYTWU CECIHO

HA3AJZ [0 BARBARA.
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Yomy Exabeam
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Exabeam — egnHun
BEHOOP, SKNN MOXe
noKasaTu NoBHY ICTOPItO
—3BUYanHy Ta nigospiny
aKTUBHICTb pPa3omM.

Exabeam — gyxe nerkuu
B KOPUCTYBAHHI Ta Hagae
OLiHKY AiiM KOpUCTYBauiB
Bipaay.

Exabeam gossonse
aHanizyBatm HeobMeXXeHy
KiNbKiCTb JaHUX 3a
nepenbadyBaHoO LiHOIO.

FASTEST GROWING. VENDOR
IN THE SIEM MARKET

Exabeam gossonse
NocnigoBHO Ta
edeKkTMBHO pearyBaTu Ha

IHUMOEHTWU.
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2017 Gartner Magic Quadrant for SIEM
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Magic Quadrant

Micro Focus (ArcSight)

Dell Technologies I_FSM.
AbenVault @

FireEye @

Fortinet 0 .._.,,»-._;_q.;,-p
Trustwave =

ManageEngine @®
@ BlackSiratus

ABILITY TO EXECUTE

Micro Focus (NetiQ)

SolarWinds @ EventTracker

Splunk B & 1BM

© LogRhythm

@ McAfee

2] Rapid?

Exabeam ) @ Secuonix

COMPLETENESS OF VISION
Source: Gartner (Decamber 2017)

As of September 2017

© Gartner, Inc

*Gartner Magic Quadrant for Security Information and Event
Management, Kelly Kavanagh and Toby Bussa, 12/4/17

This graphic was published by Gartner, Inc. as part of a larger
research document and should be evaluated in the context of the
entire document. The Gartner document is available upon request
from Exabeam.

Gartner does not endorse any vendor, product or service depicted
in its research publications, and does not advise technology users
to select only those vendors with the highest ratings or other
designation. Gartner research publications consist of the opinions
of Gartner's research organization and should not be construed
as statements of fact. Gartner disclaims all warranties, expressed
or implied, with respect to this research, including any warranties
of merchantability or fitness for a particular purpose.
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fa Tom McLane (mwcianeos. rom Meciane, Toume] | Contaet info

* Tuesday, March 19 @ 8:29AM > 10:58AM

EVENTS INCIDENTS
6 ? 2 8 3 1 l-ll'l'

= 8817361  ® Cnina S WCCN20129 L Y

Q 820am

) VPN Login +

Q s:32am

i 8 x Windows service logon .

Q 9:45am

= Remote desktop to /-terminal-wpl -

. USEN 10

TSR 9
tom.mclane 24.12.48.203

24.12.48.203

) 1121M - 12:300M
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FxRomets sccess +
12:20PM
mmnmw"w-p@ & -
Daalazar Windows 52 SVC-BP-adIn
o559
Ui we?
115PM
!WMMHM&-&{: )‘_ +

@ VPN Countries

CONFIDENCE VALUES
Fair - 89 1

COUNTRY
EE United States

D) Pt ven connestizn trom e 25

Salaree

ED) rusevon connecton trom country L

ENTRIES LAST UPDATE

27

5 months ago

COUNT PCT.

27 100% ——

ED) Fosc VPN connecticn from ISP Vega Tekosom Grovp +

() Pt connoction from source 1B 4.3 161,23 +

@ st Lme o 3000unt Sve-av-admin by Babann
Salarae

m First access 10 us-wwiie-wpl for group sakes. *

a First acoess 10 wn-waie-wid for Barbara Satazar +

@ Fieelyn Sdutty Alit 60 L0.77.018.1 +
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AARYHO 3A YBAI'Y

MnuTaHHA



