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Buau 3arpo3 UC

UC Application TDoS, Toll fraud, Vishing

UC Protocols Call\message hijacking, eavesdropping, modification

OS Buffer overflow, worms, DoS

Supporting services SQL injection, DHCP resource exhaustion, XSS

Network Flooding, Spoofing, DDoS

Physical security Reboot, Crash, Destroy
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CuTtyauifsi Ha CborogHi

ATaku
Jlerwe
peani3oByBaTH
CknagHiwe
IOEHTNMIKYBaTH
HenTpanisysatu

PSTN = Internet

Mirpauia oo SIP TpaHkiB

Free PBX, SIP nigknto4yeHHS
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Telephony DoS (TDoS)

Call

Auto-Dialer

call Victim PBX

* bBrnokyBaHHA O3BIHKIB HA OCHOBI
aHaniay calling number.

» Application firewall, akunu
aHanisye megia-tpadik

Customers Agents/Users
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Toll Fraud — IRSF, DTF

IPRN Content
icti rovider
@ Auto-Dialer Victm PBX SP 1 PN provider p

LOSS PROFI
$2,00 $1,00

GOO0D
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Pay Pay Pay Pay
$2,00 $1,80 $1,20 $1,00

1. PBX Hack Victim PBX
e

2. lllegal users === |nternational Numbers
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« Po3mexyBaHHsi 4OCTYny Mo

HanpsiMKax

« 3aKkpuTTa gocTtyny Ao

HanpsaMmkiB: Kyba, Comani,
Cbeppa-JleoHe, 3imbabee,
Cepbig, JlatBis i T. 4.

 AnHani3 CDR.
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KoMnoHeHTH
Cisco Unified Communications Manager

Call control Gateways

M
CUCM Cisco IM & e

Presence
PSTN,
I I I ¢ ’ B2B connections
other networks

Endpoints
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Desk Phones  Cisco Jabber Video Endpoints
clients

CUBE
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3axuct Gateway

IP Address Trusted Authentication

Cisco IOS Release 15.1(2)T and later

CUCM CUBE
<-d)‘ :U’ IP address trusted list automatic creation

Trusted IP address Trusted IP address

Untrusted IP address

Unauthorized calls blocking

Generate syslog messages when blocked
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3axucTt Gateway

Dial-peer configuration

« Don’t use default destination-pattern .T
» Use explicit incoming dial-peer

CUCM CUBE
. ev—— Da—C )

Outgoing dial-peer Incoming dial-peer

dial-peer voice 101 voip dial-peer voice 100 voip

description -—-outbound to CUCM description ---inbound from PSTN

destination-pattern 032222334. incoming called-number 032222334.

session protocol sipv2 session protocol sipv2

session target ipv4:172.16.10.1 codec g7l1llalaw

codec g7l1llalaw
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3axuct Phones

Security By Default Disable-Disable-Disable

e Initial T List (ITL) f h
nitial Trust List (ITL) for phones « PC Port

« PC Voice VLAN Access
* Span to PC Port

« Signed configuration files
« Configuration file encryption

« TVS+HTTPS with Web services .
e Settings Access

TFTP GET SEP<MAC Addr>cnf.xml.sgh  Web access

Configuration file i I Speakerphone
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3axuct CUCM

» Blocking inbound calls based on Caller ID
« Signaling, media encryption: TLS, SRTP
* Do not use <None> CSS, partition

« Time of Day Routing

» Block Off-Net to Off-net Transfers

» Disable Auto-registration

 New Features (CUCM ver 12.0) - SIP Trunk — Trusted/Untrusted CallerlID in
SIP header : From, RPID, PPI, PAI

* New Feature (CUCM ver 12.0) — TLS minimum version
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