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ISE TACACS+. KoHdhurypauusa ana ceteBbliX
ycTpoucTtB Ha b0a3e Cisco |OS.



AAA - Authentication, Authorization and Accounting CQMPAREX ]

OnpepneneHue TepPMUHOB

N

A\
@ Al - NMpouenypa npoBepKkn NOASIMHHOCTU

A2 - NMpepocTtaBrieHne npaB Ha BbINOJIHEHUE
AeUCTBUU UNM Habopa KomaHA

A3 - JlorupoBaHue cOObLITUM NOJNTyYeHUA AocTyna m
BbINOJIHEHHbIX AeUCTBUU




TACACS+ RADIUS CRMPAREX |

Ucnonb3yeMblie NPOTOKOSbI

TACACS+ Terminal Access Controller Access Control System, paspa6botaH B 1984 rony BBN
Technologies ansg agmuHucTpmnposaHuss MILNET (DARPA) MuHucTtepctBa 000pOHbI
CLWA. Cisco Systems nogaepxuaet TACACS c koHua 1980-x rogos, gopaboTtas Ao
XTACACS v panee go TACACS+ 6e3 obpaTHOM COBMECTUMOCTM.

RADIUS Remote Authentication Dial-In User Service, pa3pabotaH Livingston Enterprises B
1991 roay no 3akasy Merit Network gns KoHTponsa gocTyna rnosib3oBaTenen B

NHTepHeT. [puHAT B KavyecTBe cTaHgapTta B 1997 rogy. Nooaepxusaetca B OC
Cisco Systems ¢ Bepcum 11.1.



TACACS+ RADIUS

CpaBHeHue npoTtokonosB (B peaakuuu Cisco |10S)

TACACS+ RADIUS

TCP (HageXHbI NpoTOKO#, UDP
yCTaHOBKa U pa3pblB COeanHEHns,
BO3MOXXHOCTb AMarHOCTUKK cepBepa

no coctosHuto TCP ceccun)

LLindppyeTca Becb nakeT npoTokosa LLindppyeTtca Tonbko naponb B NakeTe-

TACAS+ Kpome 3arosioBka 3anpoce gocrtyna

[MonHbIn AAA Tonbko ayTeHTUdUKaUma n
aBTOpu3aum4

OuckpeTHbin AAA (BO3MOXKHOCTb AyTeHTudumnkaumsa n asTopmsaumns npu

BbINOSIHEHNS TONMLKO O4HOW (PYHKUMN)  KaXKOoM onepaunm

OaunH BeHaop OcobeHHOCTN B 3aBUCUMOCTU OT
BeHOopa
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Cisco u apyrue BeHAOpPbI

CpaBHeHue nNpoToOKONIOB

Cisco ISE

CQPAREX
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Mew RADIUS Client

Seftings  Advanced
Vendor

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client

wendor from the list.

Vendor name:

RADIUS Standard

RADIUS Standard

ACom

ACC

ADC Kentrox

Azcend Communications Inc.
BEN

BinTec Communications GmbH
Cabletron Systems

Cisco

Digi Intemational

EICOM

Gandalf

Intel Corporation

Lantronix

Livingston Enterprises, Inc.
Proteon

Shiva Corporation

Telebit

L5, Fobaotics, Inc.
¥ylogics, Inc.

Microsoft

RedBack Netwarks

Mortel Metworks

==




Cisco ISE

NMpumep KoHUrypauun. CospgaHme endpoint.

Identity Services Engine

Home

» Conte: ity » Operations «Waork Centers

v Overview  » ldentities

Metwork Devices
Default Devices
TACACS External Servers

TACACS Server Sequence

» Metwork Access  » GuestAccess

User Identity Groups

» TrustSec  » BYOD  » Profiler  » Posture = = Device Administration

Extld Sources  «MNetwork Resources  Metwork Device Groups » Policy Elements  Device Admin Policy Sets

Metwork Devices List > Test_SwW
Network Devices

&

* Name | Test_SW

* P Address: [ 10.10,10.90 | /[32 |

* Device Profile | &k Cisco |« | &6

* Metwork Device Group

Devica Type [all Device Types ) | | Set To Default |

-

Location [Lyy © | [ set To Defauk |

» RADIUS Authentication Settings

« TACACS Authentication Settings

Shared Secret |ooooooo|oo | | Show || Retire | i

Enable Single Connect Mode

(® Legacy Cisco Device
(C) TACACS Draft Compliance Single Connect Support

+ SNMP Settings

» Advanced TrustSec Settings

[Raset

Reports  Settings

CQPAREX
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Cisco ISE CQMPAREX

NMpumep KoHduUrypauun. NoaknroyeHue K AOMEHY.

asco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System | - ldentity Management ¥ Metwork Resources ¢ Device Portal Management  pxGrid Services » Feed Senvice b PassivelD » Threat Centri

» ldentities  Groups  BExternal Identity Sources  Identity Source Sequences » Settings

External Identity Sources Connection Authentication Domains Groups Attributes Advanced
v|E v - * Join Point Name | AD_test i
» [ Certificate Authentication Profie * Active Directory Domain Domain.local i
= [~ Active Direct p
- e Hirectory Join o= Leave § TestUser ﬁDiagnostic Toal '&Reﬁ'esh Table
<5 AD_test -
== | DAP [] ISE Mode ISE Mode Role Status Domain Controller
== oDpBC [ 1se001.domain.local STANDALONE Operational  dc001.domain.local

1 BADIIS Token

csco  'dentity Services Engine Home b Context Visibility b Operations b Policy ~ Administration » Work Centers

¢ System = = l|dentity Management ¢ Metwork Resources ¢ Device Portal Management  pxGrid Services ¢ Feed Senice ¢ PassivelD 3

b |dentities  Groups  Exernal Identity Sources  ldentity Source Sequences b Settings

External Identity Sources Connection Authentication Domains m Attributes
- E-: - -

» [ Certificate Authentication Profile

Edit omAdd » Delete Group  Update SID Values

* & Active Directory []| Name o
<5 AD test [ domain.local/Users/CiscoAdmins 5-1-5-21-195932184-195932184-152_..
= AD_
[y Loar

£ obeC
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NMpumep KoHpUurypauun. CosgaHue NoOsiINTUK.

casco  |dentity Services Engine Home » Context Visibility » Operations » Policy » Administration *Work Centers
» Metwork Access  » GuestAccess  » TrustSec  » BYOD v Profiler  » Posture | +Device Administration
b Owerview  » Identiies  Userldentity Groups  Extld Sources  » Metwork Resources  Network Device Groups = Policy Elements  Device Admin H
I
o
Authaorization Simple Condition List > AD_CiscoAdmin
- Conditions o ) .
Authorization Simple Conditions
Authentication Simple Conditions * Name | AD CiscoAdmin
Authentication Compound Con... Description
Authorization Simple Conditions
Autharization Compound Cond...
» Results * Aftribute * Operator *Value
|AD_test:ExternalGroups O | Equals «| |.ain.local/User/CiscoAdmins )
[Reset

+ Conditions

~ Results

Allowed Protocols
TACACS Command Sets

TACACS Profiles

TACACS Profiles = Default Privilege

TACACS Profile

Mame Default Privilege
Description
N
Task Attribute View Raw View
Common Tasks
Common Task Type | Shell =

Default Privilege |15

.

1) | (Select 0to 15)

[] Maximum Privilege |

7

) | (Select 0 to 15)

(13-
» Metwork Access
» Overview v ldentities

+ Conditions

~ Results

Allowed Protocols
TACACS Command Sets

TACACS Profiles

Identity Services Engine

b Guest Access

Home » Context Visibility » Operatio » Palicy » Administration ~Work Centerg|

b TrustsSec » BYOD v Profiler » Posture - Device Administration

- Palicy Elements
I

User ldentity Groups ~ Ext|d Sources  » Network Resources  Metwork Device Groups

TACACSE Command Sets = PermitAllCommands

Command Set

Name PermitAllCommands

Description

Commands

Permit any command that is not listed below

&= Add i Trash= & Edit 4+ Move Up ¥+ Move Down

0 Grant Command Arguments

Mo data found.




Cisco ISE

il dentity Services Engine Home

» Metwork Access b Guest Access

» Overview b dentities

Policy Sets
[ Search policy names & descriptions. yel ]

drv o [l [ X [0

D Summary of Policies

A list of all your policies
n Global Exceptions
Rules across entire deployment
@  Allow
From All location

# [ Default
Tacacs_Default

Save Order Reset Order

=]

» TrustSec

User Identity Groups

CQPAREX
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NMpumep KoHpUurypauun. CosgaHue NoOsiINTUK.

Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
# [ + | For AD Cisco Admin [Any || AD Ciscoad.. = |l Permitll. b | |Defaut Priviege e
For Local Cisco Admi CiscoAdmi
ori-ocaltisco Admin s mins 5 Add All Conditions Below to Library
Tacacs_Default
Condition Name Description AND
¥ | AD_CiscoAdmin (@) | AD_test:ExternalGroups AND bre i
¢ [DEVICE:Location 3 [Equals  +] [ AlLocations# Lviv &,
b Context \ » Operations » Policy b Admini ~Waork Centers [ el J
= .
» BYOD » Profiler  » Posture | ~ Device Administration —
= All Locations
Ext Id Sources b Metwork Resources  Metwork Device Groups b Policy Elements Device Admin Policy Sets Reports Settings o Al Locations# Lviv
£ AD_test »
S DEVICE >
Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
Status Mame Description
Default Tacacs_Default
Regular ® Proyy Sequence O
¥ Authentication Policy
Default Rule (If no match) Allow Protocols . Default Device Admin anduse . All_User_ID_Stores
¥ Authorization Policy
» Exceptions (0)
Standard
Status Rule Mame Conditions (identity groups and other conditions) Command Sets Shell Profiles
@ For AD Cisco Admin AD_CiscoAdmin DEVICE:Location PermitAllCommands Default Privilege
EQUALS All Locations# Lviv
For Local Cisco Admin CiscoAdmins PermitAllCommands Default Privilege
Tacacs_Default Deny All Shell Profile
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MpocmoTp noroB. AyTeHTU(PUKaLUA.

Identity Services Engine Home » Contex ility  Operations » Policy » Administration » Work Centers

» RADIUS  TC-MAC Live Logs » TACACS Reports » Troubleshoot  » Adaptive Network Control

Report Selector TACACS Authentication L Favorte

Favorites

From 10/13/2017 12:00:00 AM to 10/13/2017 01:59:31 PM

» Audit

10 reports Fage

v Device Administration Logged Time Status  Defais | Username Authentication Policy ISE Node Network Network Failure Reason
Device Name Device IP
TACACS Accounting
2017-10-13 13:58:52.307 a john.doe Tacacs_Default >> Default >> Default ise001 Test_SW 10.10.10.90
TACACS Authentication _
? - 2017-10-13 13:58:24.358 [ Q john.doe Tacacs_Default »> Default >> Default ise001 Test_SW 10.10.10.80 13031 TACACS+ authentication request missing user Password
& e TR 2017-10-13 11:48:00.317 a john.doe Tacacs_Default >> Default >> Default ise001 Test_SwW 10.10.10.90
Ran | 2017-10-13 11:47:24.802 ] a john.doe Tacacs_Default >» Default >> Default ise001 Test_SW 10.10.10.00 22056 Subject not found in the applicable identity store(s)
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[MpocmoTp noros. ABTOpU3auus.

Request Type

Status

Session Key

Message Text

Username

Authorization Policy

Shell Profile

Matched Command Set

Command From Device

Authorization
Pass
ise001/297170359/12
Device-Administration: Command Authorization succeeded

jehn.doe

Tacacs_Default == For AD Cisco Admin

Permit4llCommands

configure terminal

Authorization Details

Generated Time
Logged Time

ISE Hode

Message Text

Failure Reason
Resolution

Root Cause
Username

Network Device Name
Network Device IP

Hetwork Device Groups

2017-10-13 13:58:56.08 +3:00
2017-10-13 13:58:56.081
ise(0l

Device-Administration: Command Authorization succeeded

john.doe
Test_SW
10.10.10.90

Location#all Locations# Lviv Device Type#All Device Types
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Type

AVPair

AVPair

AVPair

AVPair

AcctRequest-Flags

Service-Argument

SelectedAccess Service

CPMSessionlD

Hetwork Device Profile

Response

Cmd Set

Accounting

task_id=178

timezone=EET

start_time=15075892342

priv-lvi=15

Stop

shell

Default Device Admin

20869135261010.12.9064098Accounting2086913526

Cisco

{AcctReply-Status=Success; }

[ CmdAy=interface FastEthernet 01 =cr=]

Type

AVPair

AVPair

AVPair

AVPair

AcctRequest-Flags

Semnvice-Argument

SelectedAccess Service

CPMSessionlD

Network Device Profile

Response

CmdSet

Accounting

task_id=179

timezone=EET

start_time=1507892345

priv-lvl=15

Stop

shell

Default Device Admin

TE09396010.10.12.9064099Accountingy¥ 6093960

Cisco

{AcctReply-Status=Success; }

[ CmdAv=shutdown =cr= ]
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NMpunoxeHue. KoHdpuUrypauma KnmeHTa.

aaa new-model

!

!

aaa group server tacacs+ ISE_ GROUP

server 10.20.20.15

!

aaa authentication login default group ISE_ GROUP local

aaa authentication login CONSOLE line

aaa authentication enable default group ISE_ GROUP

aaa authorization exec default group ISE_ GROUP local

aaa authorization commands 15 default group ISE_ GROUP local
aaa accounting exec default start-stop group ISE_ GROUP

aaa accounting commands 15 default start-stop group ISE_GROUP
!

tacacs-server host 10.20.20.15

tacacs _S e rve r key *kkkkkkkkkkkkhkhkkk
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Thank You For Your Attention!
By Your Side in a Digital World!

Visit us at: www.comparex.com
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Contact:

LlepwHeB Bavecnas

email: viacheslav.shershnov@comparex.com

B
Visit us at: www.comparex.com




