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ISE Use Cases CWPAREX

OcHoOBHI 3agaui, wo Bupiwye Cisco ISE

KepyBaHHﬂ rOCTbOBUM OOCTYMNOM. OpraHisau
GesneyHoro focTyny rocten Ao IHTepHeTy Ta MepexeBnx
pecypciB. GUesy

BYQOD. Busnayenus nonitukn goctyny BYOD E Y 1D
(0

NPUCTPOIB 4O KOPMNOpaTUBHOI MepeXxi.

Cisco Identity Services Engine

BusHayeHHA noniTnk gOoCcTyny Yyepes ApOoToBi,
6esagpoTtoBi Ta VPN mepexi.

KoHTponb aoctyny Ao Mepexi B Liinomy! _,
| —

—
-

AaMiHIiCTpyBaHHA MepexeBux

anICTpOII'B. KepyBaHHS Ta opraHisauia gocryny ‘ |
00 MepexXeBux NPUCTPOIB BUKOPUCTOBYHOYM EONHY
nnatgopmy




Mpuknag BNnpoBaaXXeHHS
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NMoTpeba

HapaHHA noBHOI iH(popMauii woao
MPUCTPOIB B Mepexi

KoHTponb goctyny Ao Mepexi

KoHTponb BignoBiAHOCTI Ta
i3onAauisa npucTpois, WO He BianoBigaroTb
KOprnopaTMBHUM MOAiTUKaM

ik

KoHTponb roctooBOro gocrtyny

LleHTpanizoBaHe KepyBaHHS

o

3abesnevyeHHs1 NMoOBHOMACLUTAOHOrO MOHITOPUHIY MPUCTPOIB, LWO
OTPMMYIOTb OOCTYN A0 Mepexi Ta iX Krnacudikauia gocaraetbes
BXX€ Ha nepwomy eTani BnpoBagkeHHa — Monitor Mode

3abe3nevyeHHs O0TPUMaHHS MNONITUKN  MIOKMKYEHHS OO0
ApOTOBMX Ta 6e34poTOBUX MepPEX B MacluTabax yciei Komnanil
3anobiraHHs HECAHKLIIOHOBAHOMo JOCTYNY A0 MepeXi

ABTOMaTMYHE i30M0BAHHA MPUCTPOIB, LLIO He BiANoBigalTb
NoniTUKaM;

BukoHaHHA onepauin, HanpaBneHMx Ha nNpuBegeHHA [0
BiaNoBiAHOCTI KoMN'toTepiB 6€3 3any4yeHHa agMiHicTpaTopa

OpraHisauisi KOHTPOSIbOBAHOroO AOCTYNy rocTten A0 Mepexi
IHTepHeT (Hotspot Portal)

OpraHizauig 6esnevyHoro aoctyny napTHepiB Ao
iHbopMauinHux pecypcis Komnanii (Sponsored Portal)

HanawTtyBaHHSA Ta KOHTPOrb 3a 4O TPUMaHHAM yCix BUMOT
MNONITUKW OOCTYyny OO KOPMopaTtMBHOI Mepexi 3 €OuHOoro
iHTepdency




Moaenb BnpoBagXeHHS

e

Service

Node

Persona

Role

PyHKUiS, SIKY BUKOHYE
Persona (goctyn oo
Mepexi, NPodIiNtoBaHHS,
MOHITOPUHT Ta
TpabnLwyTiHr).

®i3nyHUN abo BipTyarbHUIA
npuctpin Cisco ISE.

BusHavae dyHKUiT, Wwo
HapatoTbes Node. KoxHa
Node moxe maTn HacTynHi
Persona: Administration,
Policy Service, Monitoring.

BusHauvae ponb standalone,

primary abo secondary ons

Administration Ta Monitoring
Node.

PAN Primary
MnT Secondary

C@MPAREX
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PAN Secondary
MnT Primary



B3aemopia 3 HassBHO IHPPACTPYKTYPOIO

Data Center

H Software - Consulting - Services

Access Layer

© B

Certificate Authority DHCP15 erver

-~

Wireless LAN
Controller

Active Directory Cisco ISE

LDAP

RADIUS

- =9

Access Switches

DHCP
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[MpodinoBaHHA NpUCTPOIB

Cisco ISE Profiler po3Bonsie: Cisco ISE Profiler BukopuctoBye ans 36opy
* OnHamivyHO KnacudikyBaTn KOXeH NPUCTpIn, IHdopmauii Wwoao KiHueBUX NPUCTPOIB:

O OTPUMYE AOCTYN OO0 Mepexi

 Hapae iHdopmauiro «LLlo came» nigknoyeHo

He3anexXHo Bif Kopw 1OBUW NOMITUK Supported ISE Probes

ABTOpMU3auil Ha o
DHCP HTTP SNMP Query
RADIUS SNMP Trap DHCP SPAN
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[MloeTanHe BN poBaaAXeHHA CUCTEeEMU

3 MeTor MiHiMi3auil BNNMBY Ha KOPUCTYBaYiB Ta iH(ppaCTPYKTypy BNpoBagAKeHHA CUCTEMUN KOHTPOJIHO
AOCTYNy A0 KOPNopaTUBHOI MepeXi po3noAinfacTbCcs Ha 2 OCHOBHI eTanu.

« ETtan 1. Monitor Mode — HeoOGXigHMM eTan, WO A03BONSAE agMiHIiCTpaTOPy CUCTEMU BUPILLUTH

BCi npoGnemun, HarNAAHO NOKa3yr4M yCcnillHi Ta HeBAani cnpoobu aBTeHTUIIKaLil.

Ve Phase 2
2 Closed Mode
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Pra-AuthC Posi-AufhC

Device
Connects

Monitor Mode

|

Traffic always allowed

radius server ise-3

address ipv4 10.4.48.43 auth-port 1812 acct-port 1813
key [radius key]

radius server ise-4

address ipv4 10.4.48.44 auth-port 1812 acct-port 1813
key [radius key]

aaa group server radius ISE_GROUP

server name ise-3

server name ise-4

aaa authentication dotlx default group ISE_ GROUP

aaa authorization network default group ISE_GROUP

aaa authorization configuration default group ISE_GROUP
aaa accounting dotlx default start-stop group ISE_ GROUP
radius-server vsa send accounting

radius-server vsa send authentication

Authentication Method

' Final Port
Status
>
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%
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Authentication Method

Final Port

Status

Low-Impact or Closed Mode

Device
Connects

No

——

Low-Impact Mode

Dot1X
Timeout

MAB
Succe

No

! | ! !
Full/Role- Limited Full/Role- Limited
Based Access Based Access
Access Access

Pre-AuthC

Posl-AuthC

Authentication Method

Final Port
Status
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Closed Mode

Device Leamn
Connects MAC

Dot1X
AuthC
?

=

AuthC
Succe
ss?

Full/Role- imi Full/Role-

Based Based

all
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Profiler Policy

.':'.'M':'.; Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets ~ Profiling = Posture  Client Provisioning  » Policy Elements

Profiler Policy List > Cisco-IP-Phone-7821

Profiling
Profiler Poli
l ) o
= - @} *Name | Cisco-IP-Phone-7821 | Description | Policy for Cisco-IP-Phone-7821
» || Profiling Policies Policy Enabled [/]
A~ Logical Profiles
|°_‘:H Cameras *Minimum Certainty Factor | 70 | (Valid Range 1 to 65535)
[+ Gaming Devices * Exception Action | NONE v|
| Home Network Devices
[%] P-Phones *Network Scan (NMAP) Action | MONE v|
[+ Infrastructure Network Devices Create an Identity Group for the palicy (O Yes, create matching Identity Group

|) Medical Devices
ﬁ Wobile Devices
|i#%) Printers * Parent Policy | Cisco-IP-Phone '|

(®) No, use existing |dentity Group hierarchy

* Associated CoAType | Global Settings ]

System Type  Cisco Provided

Rules
If Condition | Cisco-P-Phone-7821-Rule3-Check1_AN... < | Then [ Certainty Factor Increases +| [70 | | &~
IfCondition | Cisco-P-Phone-7821-Rule1-Check! <> | Then | Certainty Factor Increases  v| | 70 | | e v
If Condition | Cisco-IP-Phone-7821-Rule2-Check! <> |Then| Certainty Factor Increases .| |?g | L I

()
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Endpoint Classification

Context Visibility

Identity Services Engine Home [EASTAUEINGM » Operaions  » Policy  » Administration  » Work Centers

Endpoints | Metwork Devices

Authentication BYOD Compliance Compromised Endpoints Endpoint Classification Guest Vulnerable Endpoints J;} -
ENDPOINTS © 80 ENDPOINT CATEGORIES © (=] NETWORK DEVICES @ =4}
Type | Profile Ol | OSTypes | Identty Group Locaion | Type | Device Name
andro._.. bean: [1.79%]
unknown: [3.62%] mndows; [1.79%] .
unknown: [3.62%] | . 03 X: [1.79%] ;N
apple-device: [3.91%] windo...4-bit: [1.70%] A
F - :[7.14%] .
cisco-device: [4.05%] “ ios:{ “
cisco.-7821: [4.63%)] micro.__ation: [34.88%] andro...itkat: [7.14%] __
andro...msung: [5.21%] . devic...o wic: [47.07%]
wyse-device: [5.79%] _ hp p2... 95%): [10.71%] — _ devic...0-48u: [52.93%]
dell-device: [5.93%] _ ~ android: [67.86%]
samsu_evice: [13.02%] _____ \ intel-device: [18.96%]

Rows/Page 5[ |« 1 =2 Go 760 Total Rows
= Refresh + Add MTrash~ & Edit ANC = Change Authorizaton = Clear Threats & Vulnerabilities Export = Import = MDM Actions = Revoke Certificate Y Filter = i~
[J MAC Address IPv4 Address Username Hostname Location Endpoint Profile Description oul 0S Types Status
x MAC Address Username Hostname Location Endpoint Profile Description oul 05 Types Status
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MigTpumka CiscO Ta CTOPOHHIX pilleéHb BUKOPUCTOBYHOUYM
ctaHaapTHi npotokonu: RADIUS, 802.1X, EAP

ISE Policy

Server

RADIUS

Wireless

|

|

| Y
e e Rl J

—




MoniTMku aBTOpU3aLii Ta aBTeHTUdIKaLii CWPAREX
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il Identity Services Engine Home » Contex

Policy Sets | Profiling  Posture  Client Provisioning >F'0Iicy|ements . yMOBM ﬂ'aHorO
Habopy NoniTnK .

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to
[ Search policy names & descriptions. yel ] For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
. B . Status Mame Description Conditions )
Cll]: EEI | 4.[\ @ | x | E‘:J — Wired_Corp DEVICE:Device Type EQUALS Device Type#All Device Edit
.. Types#Access-layer#C3850-48U
=| Summary of Policies
A list of all your polides ¥ Authentication Policy
[ Global Exceptions MAB - If Wired_MAB OR Allow Protocols - Default Netwark Access Edit| =
Rules across entire deployment Wireless_MAB I_I -
Wireless_Partner Default use Internal Endpoints o'rl ITI/I KI/I
@  Wired_Thin L||
» | Dot1X - If| wired_g02.1X.. < | Allow Protecels [pefayl Network Access aBTeHTMI Kaull Done
@ Wireless_Corp
Wired_Corp
~ | EAP-TLS Machine | : if | Network Access:EapAuthenticati | & Use [ Dot1X_Machine_Certs <5 | Actions
Save Order Reset Order — . }
» | EAP-TLS_Phones ©if | Network Access:EapAuthenticati | & Use | Dot1X_Phones L+ Actions «
-~ | Default © Use [example.com = Actions -
H 6 Identity Source| example.com |
a Opl/l Options
. TG = If authentication failed| Reject v
- efault Rule (If no matcl : it | w
non |T|/| K : : If user not found| Reject v Edi
If process failed| Drop v
¥ Authorization Policy Note: For authentications using PEAP, LEAP, EAP-FAST, EAP-TLS or RADIUS MSCHAP
. it is not possible to continue processing when authentication fails or user is not found. .
» Exceptions (0) If continue option is selected in these cases, requests wil be rejected. non ITM KM
Standard e
Status Rule Mame Conditions (identity groups and other conditions) Permissions p
‘Wired Dot1X Endpoints Wired_802.1X Wired_Dot1X Edit| =
Wireless Dot1X Endpoints Wireless_802.1X Wireless_Dot1X Edit| =
Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Access Edit | =
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit | =
Profiled Mon Cisco IP Phon Mon_Cisco_Profiled_Phones Mon_Cisco_IP_Phones Edit | =
es v



KoHTponb BignoBigHOCTI

ISE Posture Agent for

Windows

Web Agent for Windows
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ISE Posture Agent for
Macintosh OS X

YMOBWM BignoBigHOCTI

[il, HanpaBreHi Ha NpnBeaeHHS 0
BigMNOBIOHOCTI

Operating System/Service
Packs/Hotfixes

Service Check

Registry Check

File Check

Application Check

Antivirus Installation
Antivirus Version/ Antivirus
Definition Date

Antispyware Installation
Patch Management Check
Windows Update Running
Windows Update Configuration
WSUS Compliance Settings

Message Text (Local Check)
URL Link (Link Distribution)

File Distribution

Launch Program

Antivirus Definition Update
Antispyware Definition Update
Patch Management Remediation
Windows Update

WSUS

Operating System/Service
Packs/Hotfixes

Service Check

Registry Check

File Check

Application Check

Antivirus Installation
Antivirus Version/ Antivirus
Definition Date

Antispyware Installation
Windows Update Running
Windows Update Configuration
WSUS Compliance Settings

Message Text (Local Check)
URL Link (Link Distribution)
File Distribution

Service Check

File Check

Application Check
Antivirus Installation
Antivirus Version/ Antivirus
Definition Date
Antispyware Installation

Message Text (Local Check)
URL Link (Link Distribution)
Antivirus Live Update
Antispyware Live Update
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Be3apoToBMit 4OCTYN A0 MEpeXi CWEAREX

ABTeHTUIKaLis HOYTOYKIB npauiBHUKIB

— e

0..
® ® > s
BUKOPUCTOBYOHUM LUPPOBI cepTudikaTtu ['..] r@ =
Microsoft CA

Employers Certificate Internet and Network Access

SSID: CORP

MwuTtTeBuin goctyn 6e3 naponto Yepes Hotspot
Portal

Internet Access

SSID: Guest

KoHTponboBaHWM OOCTYN NapTHepPIB 3a
gonomoroto Self-registration Ta Sponsor Portals

Internet and Limited
Network Access

Sponsor Partner
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HanawTyBaHHA 30BHILUHBOro BUINSAY KOPMCTYBaLbLKUX NopTaniB C@MPAREX
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Pe3ynbratn BnpoBagXeHHs

HagaHo iHpopmauito B pearibHOMY 4vaci LWono PeanizoBaHO rHy4kun MexaHi3am KOHTPOso 4OCTyny
TOro «XTO», «LLIO», «KONN», «3BIOKU» Ta «AKUM 00 Mepexi Ta MexaHi3M 3axucTy Big
YUHOM» OTPUMaB AOCTYN 4O MepeXi HEKOHTPOJSIbOBAHOIO AOCTYN

3abeaneyeHo KOHTPOsb BiAnoBiAHOCTI
NPUCTPOIB OO0 MepeXi 3agaHuM KpUTepism,
aBTOMAaTU30BaHO 30150 NPUCTPOIB, WO HE
BiAMoBigatoTb IM Ta NpoLec NpuUBeaEHHS a0
BiANOBIAHOCTI

3abesrneyeHo ePeKTUBHY CErMeHTaL;ito HagaHHA MexaHi3aMy KepyBaHHS XXUTTEBUM LIMKIOM
Mepexi roctboBoro ta naptHepcobkoro WI-FI goctyny
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