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IGOR SHASTITKO

Living in Bratislava, Slovakia

ROLE WORK
* Senior Infrastructure/ * Microsoft Partners
Security Consultant ¢ Microsoft Learning
* Microsoft/BIG4 contractor Centers
for now * Microsoft MCS (10 years)
* iClorSh@Out|OOk.C0m « Rate: 75euro/hour
BACKGROUND PLEASURE
+ Computer Science + Video Blogging
« MCSE/MCT youtube.com/iwalker2000
. Geek ©® + Gadgets & technologies
* Modelling

https://sk.linkedin.com/in/iwalker2000
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Eciu bel cmpoumenu cmpousiu 0oma
MAakxe, Kak NpocpaMmucmel NULYM
KOO, Mo nepsbill Xe 3a1emesuiu
osames yHUYMoXua bel yusuiu3ayuto!

ATtokaAuPn tov lwavvn MPoypapUaTIOTAG
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B® Microsoft

7 39Vd

DEVOPS IS COMING

Appoyedwv Tou ALXXELPLOTNG CLUOTAPATOG
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CMOTPKM Ha AENCTBOBaHME pyk Ero: nbo
KTO MOXET BbIMPAMUTE TO, UTO OH
CAenan KpvBbIM?

‘EKKANOLO0TNC
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Microsoft

B yuem aHTaroHmsm?

Uto npouncxoauT, koraa DevOps Architect nogmenstoT Infrastructure Architect

DevOps Tasks

KpaTkoBpeMeHHble 3ajaun
KoHueHTpauus Ha LoB

JlockyTHOe ogeano

JlokanbHble YTUAUTBI

BbicTpas cmeHa ycioBum
[oAnTnkm AMKTYOT pa3paboTumku

be3onacHOCTb TMNa «Azure 3alluLLeH,
MO>eTe OTKPbITb Ha MUP»

O6wupHble 3HaHMA B pa3paboTke u
COMYTCTBYHOLLMX YTUANTAX
pa3BepTbiBaHMA N KOHOUTYpPUPOBaHMA

IT Infrastructure Tasks

« [JlonrocpoyHoe niaHnpoBaHue
*  YunTbiBarOTCA BCE acNekTbl paboTol

KOMMaHUU

*  Wcnonb3oBaHune mogenen UT
MHOPACTPYKTYpPbI

* [lporpammHblie KOMMNAeKCbl TUNa System
Center

* KopnopatuBHbie CTaHAAPTbl M NOAUTUKM
 be3onacHOCTbL NpeBblille BCEro

*  O6wWupHbIe 3HaHWA B UHPPACTPYKTYPHbIX
cepBucax n 6e3onacHoCTn
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[Mapy cnoB npo Azure Site Recovery

TexHONOrMA, KOTOpPas HY>KHa BCe, AaXKe eCN He HY>KHbl 0baka

On-premises to On-premises protection

Microsoft Azure
Site Recovery

Communication
hannel

Migrate or Protect to Azure

Microsoft Azure
Site Recovery

Communication
and Replication

Enhanced VMware to Azure: Architecture

Process and
Config Server

i Combined
Microsoft Azure
Site Recovery

——

™ Data
Source: VMware VMs ﬁ,im,dgam Channel
8 Physical Servers

Microsoft Azure

Process Server - Used for Config Server - Used for Mobility Service = Master Target - Used for
Caching, Compression & Centralized Management Captures all data writes failback only
Encryption from memory
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[Touemy Azure Site Recovery?

Babno nobexpaaet 3710, a bosbLIoe 6abno nobexaaet 6oabLIOE 310!

Table 2. Example of a TCO Comparison Between Tape and Cloud Backup for 1TB of Initial Full Backup
Annual Cost Estimates Tape Backup ($) Cloud Backup ($)

Tape Hardware Cost (LTO-5 drive, two additional 1.5TB 520 0
cartridges, five-year life cycle)

On-Premises Backup/Restore Device or Appliance Cost 0 500 to 3,000
(annualized based on three-year life cycle, including annual
maintenance cost)

Backup Software License and Maintenance (three servers) 1,260 0

Break/Fix; Maintenance Calls 1,000 0

Tape Vaulting Services 3,600 0

Administrative Cost ($20/hour) 2,400 (30 minutes/ 240 (1 hour/month)
day)

Cloud Backup Service (9TB/year; $0.08-$0.75/GB/month; 0 713 to 5,997

no deduplication and compression including annualized
local backup/restore appliance cost)

Total 8,780 1,213 to 8,997
Variables

Network Bandwidth Upgrade Varies Varies

Lost Productivity/Revenue Larger Smaller

Tape Storage Room Environmental Requirements 46° to 50° F; dark, etc. 0

LTO-5 = Linear Tape-Open Version 5

Source: Gartner (February 2014)
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Kak mo)xHo cnomaTtb ASR?!

NcTopunsa ofHOro NnpoekTa uam OAWH LWapuK NOTepPaan, a Apyron - CioManu

« AyTtcoypcep (ykpanHckumm!!!l) nuwet LoB npuaoxeHne

* DevOps wypwar 1 ynpasasroT UM NO CBOeMY pasymeHuto (B cpese VMware)
e 3aka3uyuKk BeXa1MBO HanomMmuHaet 06 ASR B T3

* [lonbiTka #1 — Kpax cncteMbl («Azure BCe 3aLUMLLLAET»)

« [lonbiTka #2 — kpax ASR («Azure xe 6bICTPbIN»)

« [lonbiTka #3 — Kpax nonb3oBatenen (b!@, a Mbl He gymann!)

* 3aka3uumk — «HaBepHoe DevOps Architect — 3T0 HMKaKOro oTHoOLWeEHNA K
MHPPaCTPYKType HE MeeT»

* W ewe npumepHo 200 yacoB «<HOpPManbLHOIro» KOHCa/NTUHra
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[Tapy cnhoB 0 npoekTax Boobue

Kak 310 Bbirnaaut B IT Consulting

* YuacTve B neperoBopax C 3aKka3umkoMm

« Co3paHne BUAEHUA peLleHus

« [lpoBeaeHMe apXUTEKTYPHbIX CECCUN + AOK-ThbI
« Co3paHne TeXHNYEeCKOro 3ajaHuns

» Co3paHuve BbICOKOYPOBHEBOTIO AM3aMHa

« Co3gaHue niaHa TeCTUpPOBaHUA

« Pa3BepTbiBaHME TECTOBOM labopaTtopum

« Co3aaHue feTanbHOro An3anHa

* PasBepTbiBaHMe peLleHunn

« [lepepaua 3HaHUN
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Kak gosokeH 6bin Bbirnagetb npoekt ASR

LLIar nepBbIn — BUAeHne (6e3 DevOps)
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BuaeHune — katactpoda tmna

Service failover in CA

ASR site UK South
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Domain controller VM | | | | | 1
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5. Getaccess to app
over 525 VPN

Domain controller VM
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Gateway

D3

Virtual Network

4. Register new IP
In nearest DNS

3. Start ASR replica in Azure,
By Recovery Plan
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BuaeHue — katactpoda tmna 2
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Pa3z6op nonetoB — npoBan MNMonbiTkn #1

Pennvka npunoxeHunsa He pabotaet B ASR

* Hannuue Site-2-Site VPN oba3atenbHo B 90% cnyuaes

« T[lonbITKa «3acTaBUTb» PaboTaTb 3aKasumka «yepes NopTbl» - «Azure BCe
3alWMUTUT»

*  Hannuuve fONONHUTENIBHOIO KOHTPOANEepa JOMEHA NPV NepeHoce Harpy3Kku
B ASR B 70%

* OtaenbHas npobnema — obopysoBaHme kaveHTa ana S2S VPN
* Pe3ynbTaTt — pe3koe MNoBbILLEHNE eXXEMECAYHOM CTOMMOCTI nognunckmn Azure
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Pa3z6bop nonetoB — npoBan MonbiTku #2

ASR He paboTaer, Kak 0XXnaanocb

» ASR Process Server TpebyeT COBEPLUEHHO APYTUX
g CPeACTB MOHUTOpUHra (coBMmecTHO ¢ VMware

Microsoft (| ' o |
o
Azure 1 Virtual Machingamge & Network ,' VC e n te r)

* [lponyckHaa cnocobHOCTb KaHaNOB U
npasuabHoe RPO/RTO/AppCons

*  Pa3mep penavumpyembix 4NCKOB 1 06bEM
N3IMEHEeHWUM

i * ASR Capacity Planner
AR https://docs.microsoft.com/en-us/azure/site-
recovery/site-recovery-capacity-planner

* Bpewms ctapTa 1 npon3BOANTENBHOCTD
(cMm.paanblie)
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Pa3z6bop nonetoB — npoBan MonbiTku #2

TectoBbIM naaH ana ASR

OBA3ATEJ/IbHO K PEAJIUZALUUN

Content
1. Start time and performance testing for right Azure VM size o
Eelection.
2. Recovery point selection for different types of application
inside replicated VMs
3. Recovery Plan testing for related applications in the groups
Do full failover cycle at least for one Application.

Test 1.

ObsA3aTenbHble CTapT PennK B pexunme Test
Failover, uTob6bl NPaBMABLHO OLEHUTL Pa3Mep
Azure VM 1 oueHUTb OXKAaemMoe BpeMs cTapTa
(3aKa3umk nHoraa B woke!)

TecTMpoBaHWe NPUNOXKEHNA N BbIBOP
NPaBWUIbHOW TOYKM BOCCTAaHOB/IEHWS

TecTnpoBaHue Bcen rpynnbl BM npunoxeHuns v
co3gaHwue npasuabHoro Recovery Plan ans Hero ¢
Yy4YETOM BO3MOXHOU PacCUHXPOHM3aL MK CTapTa.

BeinonHeHwe Failover-Failback tecta MuHrmym
419 OAHOrO NPUAOXeHUA (TPYNMbl) — OXNAaeTcs
mMacca cropripusos!!!
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Pa3z6op nonetoB — npoBan MonbiTkn #3

O noab3oBaTenax - 3abbiin

*  OpauH 13 cueHapureB KaTaCTPOdbl NpesycMaTPUBAET BbIXOA U3 CTPOA BCEW
on-premises NHPPACTPYKTYpPbl OA4HOU U3 TOKALLUN

* CepBepbl — Uepe3s npoBepeHHoe BpeMs B3a1eTAT B ASR...
* A urto 6yget c nosb3oBatenamu? Kak nosb3oBartenu nojsiyyart AocTyn K
pecypcam?
— [Mnanuposanue Point-2-Site VPN
— Ceptnownkatol? — Ceptudukarni!!!
— A Kak nx pacnpoctpaHutb? A ecam 310 MObunbHble BYOD?
— B3netaem c HOBbIM NPOEKTOM, O KOTOPOM JaXe U He rOBOPWIIN...
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[Mpobnema nogkatoueHnsa Nosib3oBaTeNnen

Intune + PKI/NDES

MobunbHbIMM BYOD noab3oBaTtenen m
Vi \ pacnpocTpaHeHne cepTMpunKaTos

Cl:l * Intune — KaK CpeACTBO ynpaBieHus

/  NDES (Network Device Enrollment Service) —
= KaK CpeACTBa BbIMyCKa HOBbIX ceptTudurkaTos
BHe KOpnopaTUBHOW cpesbl
_/ HE__‘ \ «  Bo3MOXHble NpobaeMbl
.Egg E.r@ —a N *——: IET:;———*‘D D - [S\]u[;:)égd Alternative Name ceptudukat ans
e ‘ — [y6bankaunsa NDES, kak cepuca B8 DMZ

«  O6wwe 3aTpaTbl — BblLLE, YeM A4 NPOEKTa
ASR
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[ak suHOBAMbI AU «devops bi»?

DPopmaibHO — 0d, 8 pealbHOCMU —
Hem...

Kaxxobll UHCMpYMeHM Xopoud 0/id
CBOUX 3a0au...
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BbiBOAbLI M Npoueaypbl

Cepbe3Ho, ec/iv He TPoUTb devops

[loArocpoYHbIMM NpPOeKTaMn 1 MHGPACTPYKTYPOn
AOJKHbI 3aHUMATbCA CreLnanbHO ObyUYeHHble
noau

[lnaHnpoBaHWe N MogennpoBaHMe — O4YeHb BaXHO
Ana nroboro npoekra

ASR npu ero KaxyLienca npocToTe — OYeHb
C/IOXKHbIV NPOEKT

CnporHo3upoBaTb pesynbTat ctapta ASR penavik
NpakTUYeCcKn HEBO3MOXHO

ASR TAHET 3a cO60M MHOIO NapanienbHbIX
NPOEKTOB
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B® Microsoft

IGOR SHASTITKO

KoHTakTbl, noanucbiBanTeCh, 4obaBasanTech B Apy3ba

* Email: igorsh@outlook.com

* Facebook:
https://www.facebook.com/igor.shastitko

* LinkedIn:
https://sk.linkedin.com/in/iwalker2000

* YouTube: http://youtube.com/iwalker2000
» Web site: iwalker2000.com

» Twitter: @iwalker2000

» Telegram: @iwalker2000

https://sk.linkedin.com/in/iwalker2000
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