SECURE SERVICE

WSP

(Web Safe Personal)



Llenb

Co30aTb KayeCcTBEHHO HOBbI Ou3HeC
NPOAYKT Ha  pPblHKE  YKpawuHbl, KOTOpPbIN
ob6beanHunn bl B cebe HoBEeNLWNE TEXHONOMMN U
annapaTtHo-NporpaMMHbIe peleHnd ang
OKasaHusa yC/lyr KOMMJ/IEKCHOW 3aLnTbl CETEBOI0
Tpaunka ansg BCcex Kateropmm notpedutenen.
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TpeboBaHUA K CUCTEME

OnepatnBHOEe nogktoyeHme (ObICTPbIV CTapT)

Hunskaa CTOMMOCTb U NMpuemMeMble 3aTpaThbl HA BHeAgpPEHME
MacLwtabunpyemMocTb 1 T’MOKOCTb HACTPOEK CUCTEMBI
Hun3kune 3atpaTbl BbIYNCINUTESIbHbIX PECYPCOB
NHTepakTUBHOCTb
OkynaemMocCTb
LleneBaqa ayautopus
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TeHaoeHUnn

C kaxabIM roaom B Mmnpe CyuleCtBeHHO BO3pacTaeT oo6bem IP TpachKa, da BMeCTe C HUM
BO3pactTaeT N Ko/iIn4ecCtBoO YIrpos.

Poct rno6aneHoro IP Tpaduka

SkK3a0bailT B MecsL
o

m 2013 m 2014 m 2015 m 2016 m 2017 m 2018

[Monb3oBaTenn cetm OoAMH HA OOUH OCTAKTCA C OMACHOCTAMU U MOLUEHHUYECKUMU
AEWNCTBUSIMM CO CTOPOHbI 3/I0YMbILUNIEHHUKOB, 4TO 3a4yacTyio MNpuMBOAUT HE TOMbKO K
PMHAHCOBbBIM 3aTpaTtaM HO M K WUMMWXAEBLIM MOTEPSM. TeM He MeHee CywecTBYIoT
WHCTPYMEHTLI, Mno3Bonswwmne obesonacutb ceba u cBoux O6n3kuX. OgHUM M3 TakKUX
MHCTPYMEHTOB ABMAETCH MHHOBALMOHHbBIV NPOAYKT OT KOMMNaHuu Secure Service.
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Yrpo3bl

CraTucTuka cornacHo npoBeaeHHoOro onpoca cpeau
ayautopum Bo3pactom ot 8 o 16 nert

CKprBaI-OT He>XeaTe/ibHble aKTUBHOCTUN B CETU

58%

CrankmnBanucob C yrposamm B CeETU 30%

He npeactaBnsioT cBoto xu3Hb 6e3 HtepHeta [ 66%
Haxoastca B cetn noctosiHHo [ 6%
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CTaTnCTUKa

KaTeropMM CanTOB C HeXxenaTtefibHbIM KOHTEHTOM

MopHorpadms, spotvika [ 46,40%
Opyxve [ 26.40%
HeuensypHasa nekcuka [ 10,70%
HenerancHoe MO [ 6.60%
OnnaiiH urpbl [ 5.50%
AzaptHble urpol [l 1.90%
XectokocTtb 1 Hacunve [} 1,10%
AHOHUMHbIe npocku-cepsepbl  [lJ 0,70%
MnatexHble cuctemsl [ 0,40%

Hapkotunkn || 0,30%

CounasibHble cetm — He eqUHCTBEHHOoE, Yem UHTePEeCyroTCS COBPEMEHHbIE AETU...



CTaTnCTUKa

lNepexunBaloT 0 TOM YTO AenaloT UX AEeTU B CETU 3auHTepecoBaHbl B 9hhEKTUBHbIX cCpeacTBax
5% % 3aWmTbl eTen B ceTu
20% g 90%
15% 83%
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10% 80% 75%
O,
5% 0% ]
0%
B My>X4uHbI XKeHLWuHbI
B My>XU4nHBbI XKeHLWmHBbI
Mcnonb3yloT nporpamMMmbl € hyHKLMAMHU Crapalotcs cnegutb 3a AeTbMu Korga olm B Cetun
poANTENBCKNIA KOHTPOb 45% —
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[1po6neMbl TUMOBbIX TEXHONOMMK UMbTPaLUN

Npn nepexoge oT NPOCTbIX
MeToa0B 610KMPOBKK K Bonee
NHTENNEKTYyaNbHbIM PE3KO
BO3pacTaeT CTOMMOCTb PELUEHUNA.

\ PeweHunsa aHanmsnpyrouine BecCb
(Deep Packet Inspection) TpaCbMK (DPI) Tpe6leT
Monutnkm UGBl LR CyLLLECTBEHHBbIX 3aTparT Ha
CTaTUCTUHECKUX OaHHbIX,
7 AocTtyna Ha NpoBepkM 1  huUabTPaLIMUM BHeOpPEHNE N BbICOKUX
CceTeBbIX TMakKeToB Mo WX -
Maplipyiiv=a ConepIMONY. BbIYNCAUTENBHBIX MOLLHOCTEN.
YepHble cnucku TOpax
> \ SaaS OpHaKo BCe nepeyncneHHble
- Orcytcrane - Orcyrctene - Croumocts Software as a HeOOoCTaTKM OTCYTCTBYIOT B MOAENN
rMéKoCcTU rMEKOCTH - Beicokune service
- BnokupoBaHue HacTpoek 3aTparthbl SaaS.
MLIHEero - CTOMMOCTb BbIYMNC/IUTENbHbIX
NNLEH3UIA pecypcos

\_ J Security as a Service




SaaS

Security as a Service — 6€30MacHOCTb Kak ycnyra

MpeumyLlecTBa ncnonb3oBaHMA Moaenu Saas:

[NpoayKT npucnoco6neH ana yaaneHHOro NCrnosib30BaHus

EavHoe nporpaMMHoO-annapaTtHoOe peleHne angd BCex KIMeHToB

Huskuin ypoBeHb apeHaHoM nnaTol

MopepHmnsaumna obopynoBaHns M OOHOBNEHME NPOrpaMMHOro obecneyeHnsa nponcxoaut
6e3 ONONMHUTENbHbIX 3aTPaT CO CTOPOHbI K/IMEHTA

Q
Q
Q
Q

Kak n Bo Bcex ¢opmax 00nayHbIX BbIMUCAEHUA, 3akKa3uukKW natar He 3a BnajeHume nporpaMmmHbIM
obecrneyeHMeM KakK TakOBbIM, @ 3@ ero apeHgy. Takmm o6pa3oMm, B OT/IMYME OT KNAaCCUYECKOW CXeMbl INLEH3UPOBaHNSA
nporpaMMHOro obecrneyeHus, 3akasunk HeceT CPaBHUTENbHO HebosfbluMe nepuoguyeckue satpaTtbl, U eMy He TpebyeTtcqa
MHBECTUPOBAaTb 3HauyUTe/lbHble CpeactBa B rMpuobpeTeHme nNpukiagHoW nporpaMmmbl M HEOOXOAMMbIX MNPOrpamMMHO
arnnapaTtHbIX CPeAcTB A/19 ero Pa3BEpTbiBaHUS, @ 3aTeM NoAaepPXMBaTb €ro paboToCNOCOOHOCTb.

Cxema nepuoaMyeckor onnatbl npegnoniaraeT, YTo eCc/iM HeoGXOOAMMOCTb B MPOrpamMHOM obecrnedeHunn
BPEMEHHO OTCYTCTBYET, TO 3aKa34MK MOXET MPUOCTaHOBUTb €ro UCMo/ib30BaHue.



MotpebHocTn
pbIHKA

«YBennyeHune
WHTEPHET Yyrpos

«PerynupoBaHue
NCMNONb30BaHNs
NHTEPHET

* Ykas MpesungenTta YkpavHbl o1 13.02.2017 N° 32/2017, koTopbim 6bl10 BBEAEHO B AeicTBMe pelleHne CHBO ot 29.12.2016

JlononHutenbHble
joxoabl

«LleHoBas KOHKypeHUus
CHW>XaeT goxoapl
onepaTopoB 1
npoBangepoB, YTo B
CBOIO o4yepeab
BbIHY>XXAa€eT UX K
MOUCKY HOBbIX
WCTOYHMKOB AOXOO0B

TeHaeHUnn pbiHKa

CHMXeHue oTToKa
K/INeHTOB

-HoBble cepBuChl
CYLLLECTBEHHO
MoBbILIAIOT
NOSANIbHOCTb KMMEHTOB

«O6 yrpo3ax Kn6ep6e30nacHOCT! rocyfapcTBa v HEOTIOXKHbIX Mepax C UX HEeNTpannaumm».
* Ykas MpesungenTta YkpavHbl ot 15.05.2017 N° 133/2017, koTopbiM 6b110 BBeAeHO B AelicTBune pewerHne CHBO ot
28.04.2017 «<O6 nNpUMEHEHUN NePCOHabHbIX CrneumanbHbIX SKOHOMUYECKUX U APYrUX OrpaHNYMBaOLLMX

MepOonpPUATUA(CAHKLIWIA).

BbinonHeHue
TpeboBaHuii
perynaropos*

«YKasbl Npe3ngeHTa
«Pewenns CHBO

Be6 KoHTeHT
dunbTpaums
+
3awuTa ot
BPEAOHOCHbIX
nporpamMm




YTO Mbl Npeparaem?

J KomMmnnekcHaa 3awmrta nHTepHeT Tpadnka

" PoANTENBCKUNA KOHTPO/b

(Kateropum: KoHTeHT gns B3pocnbix (18+), nporpaMmmHoe obecrnedeHune, ayano, BUAEO, ankorob,
Tabak, HapPKOTUYECKNE N MCUXOTPOMHbIE BELWECTBA, HACKUINE, OPY>XNe, B3pbiBYaTble BELLECTBA,

NUPOTEXHMKA, HELLEH3YPHAasA NeKCMKa a3apTHble Urpbl, 10TEPEN, TOTaIM3aTopbl, CpeacTBa
NHTEPHET-KOMMYHMKAaLWN, INEKTPOHHAA KOMMEPLUS, MOUCK paboTol, nepeagpecauna HTTP-
3anpoCoB, KOMMbIOTEPHbLIE UMPbl, PEUTUN, PENUTUO3HbIE 00 BEANHEHNS, HOBOCTHbIE PeCcypChl).
KaneHpgapb COObITUNA.

= AHTMBUPYCHAaH 3aLliMTa

(NpepoTBpalLeHnsa 3apaxeHna pannos UM onepaunmoHHON CUCTEMbI BPEAOHOCHbBIM KOAOM).
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Kak paboTaeT pelueHune

NporpamMmHoe obecneyeHmne
pa3BEPTbIBAETCS B LEeHTpe 06paboTKM AaHHbIX B
BMae eauHoro annapaTtHo-nporpamMMHoro aapa, ¢
KOTOPbIM paboTatoT BCe 3aKa3ynkn. Mbl
obecneynBaeM LIEHTPaNIM30BaHHOE pasBuTme U
NOMHOE 06CNYyXMBaHME LLEHTPA OUYNCTKN TpaduKa.

[Nocne nogknNioYeHNa KAMeHTa K LEHTPY
OUYNCTKU Tpadunka, NpoxoaaLmii Tpadunk
aHaNU3npyeTCcsd Ha npegMeT COOTBETCTBUA C
HacTpoMKaMmn KOHTeHTa. B ciydan oBGHapy>XeHus
HECOOTBETCTBUMN UMN YIPO3 KOHTEHT NOANEXUT
OUNCTKE U PunbTpaLun.

---->

MNonesHbli Tpamk

==
BpenoHoCHbI Tpathmk
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Beb KoHTeHT KaTeropusauma n punbtpayma

» opTIONS

TIME TABLE
BLACK & WHITELISTS

CONTRIBUTION

9111111111
6111111111

6222222222

6333333333

Protegido

» Web Filtering » Options

Filter Configuration

[C] Enable safe search

GENERAL | N¥\weB FILTERING | e ANTIPHISHING | @ ANTIVIRUS |® REPORTER |

| Enable password override

[T Activate Detection of Persistent Requests to prohibited Pages

Categories to Block

O anonymizers  Mlanorexia and bulimia £l banners bombs
[ chat [ dating ™ drugs [E] gambling
[ games [Clhackers Eneatth [T instant messaging
¥ models [ personal websites ¥ pornagraphy ¥ racism
sects sexuality & spyware [Mviolence
Files to Block
Not Selected: Selected:

® || compressed Files
® [ 1mages
+ L Music

H [ Programs
‘I-

= Add r »
4 4 Delete

Other extensions |

(£

Accept | (3| cancel |

Add |



[loueMy UMEHHO MbI?

d  MpousBoanTenbHOCTbL 060pyaOBaHMS MO3BOMAET YAOBNETBOPUTL MOTPEGHOCTN CaMbiX TpeboBaTelbHbIX
3aKa34nKoB. Bce croxHble 1 TpyAoOEeMKME BbIYUCIUTENbHbIE NMPOLECChI OCYLLIECTBNAOTCA Ha o6opyaoBaHMM Secure
Service, 4TO rapaHTUpyeT OTCYTCTBME NPOG/IEM C MPOU3BOANTENIBHOCTLIO HA CTOPOHE 3aKa3unKa.

[ MpocToTa ycnyru 3ak/1to4atoTcs B OTCYTCTBUMM HEOGXOAMMOCTN YCTAHOBKMN AOMOTHUTENIBHOIO MPOrpPaMMHOro
o6ecnevyeHus. Ycayra AoCTyrnHa NpakTu4eckn Mo6oMy 3aKasumnKy 1 He UMeeT NMPUBA3KM K onepaumoHHbIM CUCTEMaM
M MPOrpPaMMHbIM MPOAYKTaM YCTaHOB/IEHHbIM Y 3aKa34uKa.

(1 JleranbHOCTb yCnyra rapaHTupoBaHa, 6n1arogapst MCMofib30BaHMIO TOMbKO IMLEH3UOHHOIO NPOrPaMMHOro
obecrneyeHns N CepPTUOULMPOBaHHOIrO 060pya0BaHUA.

1 MacwrabupyeMoCTb CUCTEMbI MO3BOAET CMPABAATLCA C MPAKTUYECKU MoObiMM 06 beEMaMu yrpos.

[ YOo6CTBO IMUYHOIro KabuHeTa CBOAUT K MUHUMYMY BPEMEHHbIe 3aTpaThl 3aKa3unka. . I
B



CMNACmbeO 3A BHUMAHWE!
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BOINPOCEHI

BapaHoBckuin AnekcaHgp

Secure Service
20.05.2017
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