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O Hopsexul

O YHIBEPCHUTETCHKI MepeEXI
O Open source

OPython

O Django

O PostgreSQL

O Graphite
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HOME
Status = Links Traffic on Traffic on
192.168.156.143:g2 192.168.156.143:g4
According to your criteria, everything .MaChme ‘eports (mt.rv.olhy) = (Datagroup_vian4>1)
ssams ok Tracker About NAV i
Documentation B ,
Statistics
Go to the statusLast updated: 2016-11-11
Messages

No messages

Port Admin
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NAV Tools

(+) Alert Profiles
& Arnold
“ Device History
® Geomap
- |P Device Info
' Layer 2 Traceroute
. MAC Watch

. Machine Tracker

Go to toolbox

% Maintenance Tasks
.~ Messages
® Netmap

"W Network Explorer

M| Port Admin

& Radius

=~ Ranked Statistics

Report

O Search

£ @ Seed Database

Status

%, Syslog Analyzer

/\ Thresholds

@ Unrecognized Neighbors
&b User Administration

m" WatchDog




HOME SEED DB IP DEVICES

Seed Database

Edit NAV seed data: Which devices and services to monitor, location/room/organization registry, cabling and patch registry.

Seed DB
| P Dev|ces Add new ip device Bulk import

IP device

Service Back to list

Room

Edlt 1 92‘] 681 00‘] Delete this P device

Location

Organization Inventory SNMP communities Meta information

Usage . .
Ip * Read only Read write Function

Type 192.168.100.1 write write

Vendor

*
Room Check connectivity
Device Group

Server Room (Service Center)

Vlan .
Category * Attributes

Prefix GSW (A layer 2 and layer 3 device) Collected info o

Cabling
Organization * Sysname

Patch myorg (KTC) 192.168.100.1

Snmp version

2

Type
1.3.6.1.4.1.14988.1 (RouterQS RB1000 from mikrotik)

Save IP device




Geomap

Geographic network weather map, based on OpenStreetMap data.

Variant: Map with open information | Map with sensitive information

Time interval for load data

2016-11-11 19:10-19:20

Interval size:
10 minutes

Link to this configuration
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Netmap

Topological layer 2 and layer 3 network weather map.
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Netmap

Topological layer 2 and layer 3 network weather map.

Search Reset View | All layer2 {(admin) - View options -

Create and edit views View settings Misc
Display P .
M SW B EDGE isolated
. Zoom to fit Reset view
Set as default view I WLAN M SRV nodes
W OTHER @ ENV Stop ani |
Edit view

2 POWER ELINK

Refresh interval
, Save view settings 2 min
Manage saved views

10 min

Traffic only

192.168.40.1

|
192.168.21.3 n

4
192.168.4.1




HOME IP DEVICE INFO 192.168.47.120

192.168.47.120

Edit IP device Schedule maintenance View device history Configure ports

Device Info Neighbors Ports Port metrics System metrics Recent alerts Power and fans Services DNS What if

IP Device: 192.168.47.120 (i} Status
Full sysname 192.168.47.120 Uptime  Up for 2 weeks, 5 days
Type 1.3.6.1.4.1.9.1.726 (Cisco |05 Software, CES00 Software (CES00- Availability 100.00% last day, 100.00% last week, 100.00% last
LANBASEK9-M), Version 12.2(25)SEG6, RELEASE SOFTWARE (fc2) month
Copyright (c) 1986-2008 by Cisco Systems, Inc. Compiled Fri 05-
Sep-08 20:43 by myl from unknown) Response time  0.002s last day, 0.002s last week, 0.002s last month
Category SW (Core switches (layer 2), typically with many vlans) First discovered 2016-01-04 18:40:19
Function N/A Active maintenance Not on maintenance
Organization myorg (KTC) Planned Notscheduled for maintenance

maintenance
Room rv.soborna57.srv (PisHe, CoBopHa 57)

Chassis 1 (serial: FOC0947X1UW, software: 12.2(25)SEGB) Jobs
IP address 192.168.47.120 Name End time Duration Status
Prefix 192.168.47.64/26 (vlan 2) Tminstats 2016-11-11 19:08:12 0.12s
Uplinks  N/A Topo 2016-11-11 19:03:48 3.75s
Modules 0 Statuscheck 2016-11-11 19:03:47 5.625
Interfaces 30 Sminstats 2016-11-11 19:03:46 2.54s
Switch ports 26 Snmpcheck 2016-11-11 19:03:43 1.225
Router ports 1 Dns 2016-11-11 19:03:42 1.13s
lp2mac 2016-11-11 18:03:41 0.00s -
Inventory 2016-11-11 17:03:52 10.36s




HOME IP DEVICE INFO 192.168.47.120

192.168.47.120

Edit IP device Schedule maintenance View device history Configure ports

Device Info Neighbors Ports Port metrics System metrics Recent alerts Power and fans Services DNS What if

Switch port status Switch port activity Router port status Physical ports

No module
Fal Fa2 Fa3 Fad Fa5 Fab Fa7 Fa8 Fag Fa10
Fal1l Fal2 Fa13 Fal4 Fal5 Fal6 Fa17 Fa18 Fa19 Faz20
Fa21 Fa22 Fa23 Fa24 Gi1 Gi2

Show port legend




Port details: Fa1 at 192.168.47.120

Back to 192.168.47.120

Interface Fa1 at 192.168.47.120 i ] Connection
Interface  FastEthernetl Trunk No
At module Mo module Configured VLAN 42
Port name N/A Detected VLANs  N/A
Link Active To IP device  N/A
Speed 100.0 Mbit Full duplex To port  N/A
Hardware address 00:15:62:7E:73:83 Patched to N/A

Activity graphs

Traffic on 192.168.47.120:Fal
6.2 M

50M

bits/s

Z5M

12M

Last CAM record

Add graph to dashboard

0 minutes ago




Configure port

HOME PORTADMIM 192.168.47.120

PortAdmin

Configure interfaces on ip devices

192.168.47.120

Port Enabled Linked

Fa1l

Port description

This is my port!




192.168.47.120

Edit IP device Schedule maintenance View device history Configure ports

Device Info Neighbors Ports Port metrics System metrics Recent alerts Power and fans

Switch port status Switch port activity Router port status Physical ports

Activity based on CAM records since 2016-10-12.

Days *

.

No module

Fa1l Fa2 Fa3 Fa4 Fa5 Fab Fa7 ! Fa8 | Fag ; Faw‘
PR R Y i s | me e ke oo R |
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Show port legend

Services

DNS

What if




Controls for all graphs

Day Week Month Year Octets UcastPkts Errors Discards
v VI
Port details
Day Week Manth Year Add graph to dashboard

Traffic on 192.168.47.120:V11
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HOME IP DEVICE INFO 192.168.47.120

192.168.47.120

Edit IP device Schedule maintenance View device history Configure ports

Device Info Neighbors Ports Port metrics System metrics Recent alerts Power and fans Services DNS What if

If this IP device stops working the following will likely be affected.

Devices unreachable
o 192.168.47.120 (SW)

Affected hosts

10 active hosts/users

Organizations
e myorg (KTC) - nobody




Maintenance Tasks

Edit device maintenance schedules. Alerts for devices are suppressed while on maintenance.

Back to calendar
New task

Details

Start time *

2016-11-11 19:20

Description *

I'm gonna shutdown everything!
(Trollface)

Selected components

End time

2016-11-18 19:20

No end time

|P Device: soborna57 — rv.soborna57.srv — 192.168.47.120

|P Device: Service Center — Server Room — 192.168.100.1

|P Device: Service Center — Server Room — 192.168.156.141

Select components

Search

| Location
| Room
1 IP device

Server Room (Service Center)
192.168.100.1
192.168.156.141
azure-ireland (datacenter in Dublin)
192.168.156.10
192.168.158.250
192.168.171.194
192.168.201.33
192.168.201.49
192.168.252.18

A A SO e e

Add IP device | Select all

| Service




Device History

Browse and search alert history of devices. Delete modules that are no longer in operation.

Device History Register Error Event Delete Module

Select and view device history for a location, room, box or module. Use quicksearch to search for a (partial) serialnumber, hostname, IP or room.

Filters
From date To date Type Group by
11/04/2016 11/12/2016 All - Netbox e
Search
e
t Location

Ivano-Frankivsk (KTC shop Ivano-Frankivsk)
Kostopil (KTC shop Kostopil)

Kuznetsovsk (KTC shop Kuznetsovsk)
mylocation (Example location)

rv. Kyivstar (rv.Kyivstar)

rv.Soborna.shop-4 (m.PieHe syn. CobopHa)
Service Center (Server Room)

Shepetivka (KTC shop Shepetivka)
sobornaS57 (Rivne, Soborna 57)

Tarnanil IKTC chan Tacnanill

View location history | Select all

| Room
1 IP device

Server Room (Service Center)
192.168.100.1 [192.168.100.1 - None]
192.168.156.141 [192.168.156.141 - None]




Device History

Browse and search alert history of devices. Delete modules that are no longer in operation.

Device History Register Error Event Delete Module

Mew search
Filters Search parameters
Netbox
From date To date Type Group by
All netboxes selected.
11/04/2016 11/12/2016 All - MNetbox -
192.168.156.140 2 items.
Netbox Serial  Start time End time Eventtype  Alerttype  Message
192.168.156.140 20716-06-29 05:30:22 2016-11-11 11:10:55 boxState boxDown &= box down 192.168.156.140 192.168.156.140
192.168.156.140 2016-06-28 21:06:34 2016-11-11 11:10:55 linkState linkDown & Link down on 192.168.156.140, Slot0/28 ()

2 items.




HOME MACHINETRACKER

Machine Tracker

Search NAV's logs of IP and MAC address activity to find where and when hosts in your network have been active.

P Search MAC Search Switch Search Metbios Search

192.168.55.202 m Help

Filters Period Columns

) Active Inactive Both Days 7 Only Active MNetbios 3 Dns
IP search results - From 192.168.55.202 to 192.168.55.202 1 hit
DNS « |IP & MAC « Start time +« Endtime =

192.168.55.202 @ 00:21:e1:73:14:00 2016-11-1110:33:39  5till active

1 hit A N



Machine Tracker

Search NAV's logs of IP and MAC address activity to find where and when hosts in your network have been active.

P Search MAC Search Switch Search Metbios Search

Period Columns
Days | 7 Only active Dns & Metbios

Uplink search results 1 hit

Sysname ¢ Uplink from ¢ Uplinkto ¢+ Mac s

192.168.55.202 N/A MN/A 00:21:e1:73:14:00

1 hit

Interface search results 48 hits

Interface Alias Mac

ifc16 (Slot: 1 Port; 16) at 192.168.55.202 00:21:e1:73:14:00

ifc17 (Slot: 1 Port: 17) at 192.168.55.202  107.stil 00:21:e1:73:14:00

ifc18 (Slot: 1 Port: 18) at 192.168.55.202 107.vikno 00:21:e1:73:14:00

ifc19 (Slot: 1 Port: 19) at 192.168.55.202 olgy.corp 00:21:e1:73:14:00

ifc20 (Slot: 1 Port; 20) at 192.168.55.202  107.vhid 00:21:e1:73:14:00

ifc21 (Slot: 1 Port: 21) at 192.168.55.202  olgy.buhgalteria_01 00:21:e1:73:14:00



HOME IP DEVICE INFO 192.168.55.202 PORT DETAILS

Port details: ifc17 (Slot: 1 Port: 17) at 192.168.55.202

Back to 192.168.55.202

Interface ifc17 (Slot: 1 Port: 17) at Connection
192.168.55.202 (i}

Trunk No

Interface  Awvaya Ethernet Routing Switch 4548GT

PWR Module - Port 17 Configured VLAN  N/A

Atmodule  No module Detected VLANs  N/A

Port name  107.stil To IP device N/A

Link Active To port  MN/A

Speed  100.0 Mbit Full duplex Patchedto  N/A

Hardware Last CAM record 0 minutes ago

address 00:21:E1:73:14:00

Activity graphs
Day Week Month Year Add graph to dashboard
Traffic on 192.168.55.202:ifc17 (Slot: 1 Port: 17) (107.stil)

3500.0 K
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23000 K
2000.0 K
W
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0
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in B out




HOME UNRECOGHMIZED MEIGHBORS

Unrecognized Neighbors

List, add or ignore unrecognized neighbors

lgnore selected Unignore selected

Show ignored neighbors

] e | [ e

Filter: Show| 10~ entries
Remote ID Remote Name Seen on interface Source First seen
00:19:99:a4:37.85 ifc34 (Slot: 1 Port: 34) at 192.168.55.202 lldp 2016-11-11 09:41:36
00:24:00:29:84:00 switch.nortel2 ifc3 (Slot: 1 Port: 3) at 192.168.55.202 lidp 2016-11-11 09:41:36
192.168.56.234 SEP0019305D11D8.ktc.local ifc13 (Slot: 1 Port: 13) at 192.168.55.202 lldp 2016-11-11 09:41:36
192.168.56.236 SEPO01AE2BCBB5E ktc.local ifc14 (Slot: 1 Port: 14) at 192.168.55.202 lidp 2016-11-11 09:41:36
f8:ca:b8:62:a2:99 Portb at 192.168.4/.66 lidp 2016-08-25 18:19:15

15 neighbors



Network Explorer

Explore the network topology as it expands from each router port.

Sysname = Search exact (no substring)

Hide ports with no description

192.168.100.1
B 192.168.15.1

Router ports:
- InterNet

Prefixes:
(91.197.220.252/32, loopback, MNone)

- RivneSB

Prefixes:
(172.16.3.54/32, loopback, HNone)

- RivneSMI

Prefixes:
(172.16.2.46/32, loopback, MNone)

- br-vlan3

Prefixes:
(192.168.48.65/26, lan, None)

- vian2

Prefixes:
(192.168.47.65/26, lan, HNone)

- wvland

Prefixes:
(192.168.49.1/24, lan, None)

- wlans

Prefixes:
(192.168.47.1/26, lan, None)

- viané

Prefixes:
(192.168.15.1/24, lan, None)

- wvlan20

Prefixes:
(10.0.112.1/24, lan, Hone)




N:V

HOME WATCHDOG

Watch Doag

See NAV overview an

NAV status tests NAV by the numbers

IP Devices 39

Job status
Total Arp records 207,669

Hostname sanity

Router interface count Total Cam records 120,982

Switch port count 1 Serial numbers 29

Total interface count Active IPs (v4/v6) B68 (868/0)

ARP and CAM




“count”: 1,
"next": null,
"previous": null,
"results": [

{
| "id": 875800,
http myhost/api/cam/ \ “netbox": 11,
"sysname": "mydlink",
mae=—00:200200:00:00:00 "ifindex": 14,
llmodulell: IIII'

“"port": "A@@",

"start_time": "2016-05-13T13:09:40.296",
"end_time": "9999-12-31T723:59:59.999",
"miss_count": 0,

"mac”: "00:00:00:00:00:00"

ACLLVe=S=True



scount’s 1,
"results": [

A {

5 Sdd*: 329955,
6 "netbox": 11,
7 "module": 5996,
8 "ifindex": 229,
Ilt:tI) 9 "ifname": "A0Q",
myhost/api/interface \ "iftype": 6,
11 "speed": 1000, |
L 12 “"ifphysaddress": "01:23:45:67:89:01",
netloox==11 ‘\ 13 "ifconnectorpresent": true,

14 "baseport": 55,

LElnclex ==14 "media": null,
16 "vlan": 20,
17 "trunk": false,
18 vduplexis ",
19 "to_netbox": 85,
20 }
2 ]



O alert

Ointerface
Oarp :

O prefix
Ocam :

O prefix_usage
Oroom

O prefic_routed
O netbox



LLAdD 3 Junyper, NiB-CTiIMKK1 NPOCTO CEPBAKIB TAO BEAMKA KIABKICTb
MAPLLPYTU3ATOPIB YCIX KOABOPIB TA 300APBAEHb, O TAKOX EXfreme, Huawel,
ALLLMK CBIYIB, MAYKA BIDTYAAOK B YY>KOMY AQTALLEHTPI TO QuUagga.

He 1e wob ue byB HEODXIAHWMM HABDIP AAS NPOBAMAEPA. AAE AKLLLO PO3MNOYOB
3DMPATU XAOM TO CTAE CKAQAHO 3YMMHUTUCh. EAMHE, LLLO BUKAMKOAO B MEHE
NoOoBAHHI — Le Mikrotik. Hemae HiHoro BiAbLL 6E3MOPAAHOTO TA
3INCOBAHOIO HXK MepexXi MobyAOBAHI HO MIKPOTIKAX.

A 3HAB, LLLO PAHO Y4 MIBAHO MM MEPEMAEMO | HA LLKO MOTAHb.



L2TP i kapTa ®

192.168.83.59

el
-

192.168.83.1

192.168.75.

192.168.74.3 192.168.40.1




O Drilldown B NAV pyAuTb

O API B NAV pyAUTb

O Zabbix | Nagios 3piAl TO 6AratodYHKLIOHAAbHI CUCTEMMU
MOHITOPIHTY

O AAe 9KLLLO 3 BEHAOPAOMM BDapAak — 3 NAV kpyrTol
O Hikvision — HEMOTAHI KOMEPMU
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