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3 2011 npauytoro B rpyni komnaHin BAKOTEK®.
KoopAnHYIO TeXHIYHY NigTPUMKY nNpoekTis |b.

[IpOBOAXKY TPEHIHIU, NMULLY CTATTIi, YaCTO KO/YyNnaro BIpyCu.

Cneuianisauia — 3aXmucT gaHnx Ta Oe3neka KiHLeBUX TOYOK.

Y Ci4Hi 2015 NOYaB NPUMUMATU Y4acTb Y pO3CAigyBaHHI aTak.

https://radetskiy.wordpress.com

https://ua.linkedin.com/in/vladislav-radetskiy-80940547



https://radetskiy.wordpress.com/
https://ua.linkedin.com/in/vladislav-radetskiy-80940547

‘“3BMyaniHi”’ KibepaTaku

X pe3y/abTaT }kepTBa Big4yBaE ogpasy




LliIbOBI aTaku

Y 90% 3a/MLLIAI0TbCA HEMOMIYEHUMM *

Pe3y/ibTaT MOKYTb NPOABUTUCA Yepes Ki/ibKa TUKHIB (MicALiB).




KAO4HOBMM eneMeHT — I ACBKUN GaKTOP

Only amateurs attack machines;
professionals target people.

Bruce Schneier




[IpUKANag 3 KiHO

[TpOXaHHA pO34pPYKYBaTH 3iNCOBaHMM AOKYMEHT. Xiba CnpaBHil AKEeHT/IbMeH BigMOBUTL /e ?




[IpuK/aA 3 KIHO

®aewka mictuaa reverse shell, AKMM f03BO/MB BigaaneHe KepyBaHHA CKOMNPOMETOBAHOK CUCTEMOLO

C:\Home\User> nc.exe -n -vv -1 -p 8680

listening on [any] 8080 ...
connect to [192.168.1.100] from (sentraagatis.com) [157.257.273.12] 5

Bank Sentra Agatis

All connections are monitored and recorded

MNopyweHHA NoNiTUKK Ib



C/NIOBHUYOK

* Couia/sibHa iHXXeHepiAa — MaHInyAAauia /10 ACbKOK CBIAOMICTIO
* PilWKHr — po3cu/ka “denkoBux’” AnCTIiB

* Dropper — npMmMaHKa AKY NOBUHEH 3anyCTUTU KOPUCTYBaY

* Payload — 0CHOBHa YacTHHa LWKig/IMBOro Koay

* C&C — cepBep KOHTPO/IHO Ta KepyBaHHA



Tunoea cxema aTakK 4yepes email

N

g ————

* LinbOBi aTaku He OOMEXKYHOTbCA KAaHA/ZI0M MOLUTH!

Aani 6yayTb 3pasku TOro, WO NPOX0OAU/I0 Yepes MOT PYKM.



Cnpobu aTak Ha KPUTUYHI 0O'EKTU

* 23 rpYyAHA 2015 eHepreTuKa/Makpocu (BlackEnergy)



Cnpobu aTak Ha KPUTUYHI 0O'EKTU

* 23IrpyAHA 2015 eHepreTnka/Makpocu (BlackEnergy)
* 19 CiYHA 2016  eHepreTMKa/MaKpocu (RAT, Sandworm)
* 1 I10TOr0 2016  LUMPOKUI CNeKkTp/.exe (ZBot/ZeuS)

* 4 NHOTOr0 2016  WMPOKUI cnekTp/mMakpocn  (Dridex)

* 3 bepe3Hsa 2016 eHepreTmka [ RTF + RCE (ransomware)



Cnpobu aTak Ha KPUTUYHI 0O'EKTU

* 23 rpYyAHA 2015 eHepreTuKa/Makpocu (BlackEnergy)

* 19 CiYHA 2016  eHepreTMKa/MakpoCH (RAT, Sandworm)
* 1 I10TOr0 2016  LUMPOKUI CNeKkTp/.exe (ZBot/ZeuS)

* 4 TOTOr0 2016  WMpPOKUi cnekTp/makpocn  (Dridex)

* 3 bepes3HA 2016

eHepretmnka /| RTF + RCE

(ransomware)



Sandworm, BlackEnergy (BE)
_E?Wﬁ NPOMWCIOBOT NoNiTUKKW YKkpaitm <info@industry.gov.ua=

Subject: PekomeHpauii 3 beanekn
Organization: MiHICTEpCcTEC NPOMWCAOBCT NOAITUKIA YKpaiHK

¥ 3B HEH}." 2 BUWABNEHHAM HebeznedHol }."FIEISJ'IHE!EICTl Y EEFIE!EFISI:'I Ha AKMWHX I'IFJELI,}."PUTI:. NowWwToB1 CJ'I"_-."J'I'[EIH Ta CaiTH OEPKIBHWX
OpraHle BhNagu “l."ClH CI'IlEIFJDﬁlTHHHEH I'IDTFIIEIHD SM1IHWUTH Naponl o nNowTHh Ta 1HWWX CJ'I}."]'I'[EI

Y gopgatTky cnucok 3 HeBesnevyHuMU naponAMd. Akwo B sHalwnw cB1lil naponk y UbOMY clWcKy, Woro TpeBa 3M1IHUTH.

Biooin 1HdopMayliiHol Gezneku
MlH1CTEpPCTEa NPOMUCNOBOI NONLTHKKM YkpaiHw

03035, M. Kule,
Eyn. Cypukoea, 3
+380 (44) 245-4778
+380 (44) 246-3220

[cnucok naponie.zip application/x-zip-compressed (90121 bytes)]




Sandworm, BlackEnergy (BE)
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Frocess CPL  Private Butes  wWorking Set FID Path
Paccbinkm Peue ~ | Sustem Idie Process 100.00 0F, 16 F. 1]
= ] System 0K 212K 4
| 1= - 1= - || EE ] Interrupts £ 0.07 0k 0K  nfa
: = E SMEE exe 164 2K 24 AN DOW S hapstemn32hemse s, exe
= = |*—~r| Ecsrss.exe 1,708 K 41076 K AEE CAWINDOWS N apstem32hoarss exe
B winlogon. exe 10,840k, 10,056 K, B12 I:'"-.WINDDWSHsystemEEHwinlngnn
Absay OrEr. B 15,584 K, 19,344 K 1600 C:\wIND OWS explorer. sxe
E:' ctfmon. exe a4k 3184 K 177 |:."-."-.-'-.-"|r'-|DDWS"-.E_','StEI‘I‘GE"-.Eth‘FIDH.E:
L procexp.exe 14416 K 6,503 K 443 C:AVRad\SpsinternalzSuiteprocesg
= Pt 1.084 K 2.784 K
= 3273 GO0 K, 1,856 K
I_:I rundll32. exe 2264 K AR22E 2072 CNWINDOWS  zpstemd2hundll32. .
= BN cmd.exe 1,900 K, 2000K 2344 CANWINDOWShapstern3Z2hemd. exe
E ping. exe 324 K 2006 3200 C:ANWINDDWShapstern32hping. exe
TWINWIORD.EXE 10,244 K 22 412K 2660 [The handle iz invalid.]

| = | [N = Lo pa |




PoO3Cn/Ka 19-ro CiYHA

Wed 1/20/2016 §:20 Ak

¥BAMA! 3miHeHo gaTy npoBedeHHA rpomagcekkx obrosopeds [Nnany posewtiy DEC ¥epainw Ha 2016-2025

o [

'ﬂ' Click here to download pictures, To help protect your privacy, Outlook prevented automatic download of some pictures in this message,

Message B Ccenkaxls [G16 KB)

BianoeigHo A0 nonoxeHb 3akoHy YKpailHW «[po zacagi gyHKLIOHYBaHHA PUHKY eNeKTPUYHOT eHepril YKpalHKu» Ta
«[NopAAKY NigroToBKM CACTEMHUM ONepaTopoM NNaHy po3euTky O6'cAHaHOT eHepreTUYHOT CUCTEMKM YKpaiHW Ha HaCTyMHI
AEeCATb POKIB», 3aTBepAKeHoro Hakazom MiHicTepcTBa eHepreTUKK Ta BYTiNbHOT NPOMUCNOBOCTI YKpalHK Big, 29.09.2014
N2 680, cucTeMHUM onepaTopom Byno po3pobneHo Ta po3mMilieHo Ha o ilinHOMY cauTi KoMnaHil NpoekT «[naHy
po3euTKY OEC YKkpaiHu Ha 2016 — 2025 poKK».

MpoekT NnaHy po3BUTKY 3HAXOAUTLCA B A0AATKY A0 NIUCTA.

Ha BUKOHAHHA NYHKTY 5 nonoxeHHA MNMopAagky niaroToek 20 ciyHA 2016 poky 0 14-00 B agMIHICTPaTUBHOMY
npumiweHHi NC 750 kB «KWiBcbKa» (KWiBcbka obnacTb, MakapiecbKWA paloH, ¢c. Hanuealkieka, eyn. »KoBTHeea, 112-b)
ByAyTb NPOBOAUTUCE rPOMAaACEKi 0BroBOpeHHA Ta KOHCYNbTaUil WoA,0 NpoekTy MNnaHy po3BUTKY.




PoO3Cn/Ka 19-ro CiYHA

!-’t-!g H9-™ " PaBoTa € pUOyHKaMH
- [nagHanA BcTaeka PazmeTka cTpaHuLbl Popmynel JdaHHE2 PelgHIMpoEaHKE Bug PazpaboTumnk DPopmat
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- Jf = = ﬁ Ak TAEANLY © AYEEK L:‘..jmﬂp’“a"' T
Eydep o6MeHa s WpndT B lNapareTp) GiezonacHocT Microsoft Office A S
@ MpegynpesaeHne CHCTEMb] BE30ONACHOCTA  3aMNyCk MAKpoCoE OTKAKYEH. @ Onoseutenne cucremsl besonacHocTy - MaKpOC
PucyHok 1 - Je | Makpoc
A B C Makpock! BeUM oTHIKYEeHEl. Makpock! MOryT COOEpMETE BMPYCEI M APYTHE OMNacHLIE I 1 K L
KOMMOHEHTEI, HE BKNHOYENTE COQEDMMMOE, ECIM HE YEEDEHE! B HAOEMHOCTH
1 MCTOYHMKS thalina.
1 Brumanue! He yoanoce oNpeqeniT b Ha e HOCT b HCTOYHHKE 3Toro
2 OUII HKa CTpY pr UTEHE p\fl{l CogepXMMMoro. PEKOMEHQYETCA OCTABHT b 3TO COQEPHHMOE OT KNHYEHHbIM
3 33 HCKNHYEHHEM CNYYaEs, Korga cogepxnmoe obecneunsaer £
KPHTHYECKYHD (DYHKUROHANBHOCT b 0 Bbl [OBEPAETE Ero HCTOYHHKY.
1 OononHUTENEHBIE CEEOEHIMA
5 ® Microsoft® MyTe K dainy:  C:\Documents and Settings!test\DesktopCopy of Ocenka. xls
i
] d I ‘ e () YCTEHOBWTE 3ALMTY OT HEMSBECTHOMD COMEMHMMOro (DEKOMEHIYETCH)
7 | M 1 & BKHYMTE 3TO CO0EMHMMDE!
8
9
10 J
11
12
13 by .
Yeara! Lleih nokymeHT 6§ [ o ] [ omew | it Office
14 4 OTKDBITE WEHTD YNDEENEHMA BES0NACHOCTED
= Makpocu noTpibHO BKITFOSVITIT T BIO0Pa R ERIT BVITCTY TIORYMVIEHTY.
16
a7 1 1




PoO3Cn/Ka 19-ro CiYHA

=l i explarer. exe 17,600 K, 19844 K. 1600 C:AWINDDW'Sexplorer. exe

i?l WBoxT ray. exe 1516 K 4260k  16B4 CAWINDOWShaystem 32 \WEoxT ray. exe

] juzched. exe 2136 K 4 412k 1764 C:MProgram Files\Caomman Filezh) ava'd ava Updatehjuzched. exe
3 cHfmon, exe Fod K LAB0E 1772 CANWINMDODWShepsterm 32 ctrmon. exe

= Autorunz.exe 22,780 K, 27640k 3768 CAWRad\SpeinternalsSuite\autaruns. exe

L procexp.exe 15,260 K .09 k. 3772 CAWRad \SysinternalzSuitehprocesp. exe

/¢ Procman. exe R.A12 K 9,280 k. 4064 C:AWRad\SysinternalsSuitehProcmon. exe

E& T Ccpwiew. exe 1,980 K B.923 K ald C:AWRad\SysinternalzS ke’ T cpyiew, exe

=l [i% EXCEL.EXE 20,056 K, A7 772k 2012 C:AProgram Fileg\Microsoft Office200740fficel 25EXCEL EXE

1136 K 4280k 268 C:ATemphtest_vb exe

& TCP¥iew - Sysinternals: www.sysinternals.com

File Options Process ‘iew Help

EH & = [3]

Proc... ~ FID Fratacal Local Address Laocal Part Remate Address Remate Fart State
= test_vb.exe 3480 TCF 10.0.2.15 1420 193.239.152.131 a0 ESTABLISH

A




Po3cu/1Ka 1-ro IDTOro

MH 01.02.2016 14:52
Al "MzaromuHka” <sales@aerocredo.rus
AOKYMEHTEI N0 ogopMASHIID

'ﬂ'ThiE. message was sent with High importance,

Message 1, ckaHbLzip (770 KB) :::> HACHOPT.E}{E

JobpHi JeHE. BIANPARIAN BaM JOKVMEHTH I18 0QopMISHES JOBIPeHOCTEH.
3 moearor ©ponoea Terana
TIT "Harommaa"
044-783-22-56

pasport.exe SCan.jpg




Po3cu/1Ka 1-ro IDTOro

pasport.exe passport.jpg scan.jpg winrar.exe



Po3cu/1Ka 1-ro IDTOro

B_| System Idle Process 2710 DK 24 K 0 NT AUTHORITY™...
= 8] System 0.92 128 K 612 K 4 NT AUTHORITY™...
.| Intemupts 393 DK DK nfa
m 1| smes exe 440 K 1,092 K 280 NT AUTHORITY*... “SystemBoot*System32%sm:
| carss exe 1944 K 4072 K 380 NT AUTHORITY ... %5ystemRoot % system 32
= [ wininit . exe 1,488 K 4404 K 416 NT AUTHORITY ... wininit exe
m 1| zervices exe 4 820 K 876K 512 NT AUTHORITY ... C\Windows \system32serv
CRIEEEEE 0.1 4104 K 11,332 K 520 NT AUTHORITY... CA\Windows'system 32%/sas:
(-1 lsm exe 3.064 K 5700 K 528 NT AUTHORITY ... C:\Windows system32%/sm
| carss exe 0.0 2,096 K 212K 428 NT AUTHORITY ... %5ystemBoot\gystem 32
ﬂ winlogon exe 2.808 K BS76 K 456 NT AUTHORITY ... winlogon.exe
B explorer exe 0.06 MA6K MIEK 2456 win Moot CAWindows \Bxplorer EXE
i'fl VBox Tray exe 1,696 K 5008 K 2596 win Moot "C:AWindows'\System 32*VB
[ L procexp exe 2512 K B 716 K 1876 win Moot "D\ VRad\Sysintemals Suite
L procexpbd exe 1.16 23124 K 33512 K 1212 win Moot "D:AVRad\Sysintemals Suite
é cpview exe 6.876 K 12.032 K FE8 win Moot "D:AVRad \Sysintemals Suite
[ =y Procmon exe 6,184 K 5236 K 3420 win Moot "D:A\VRad\Sysintemals Suite
=¥ Procmonb64 exe 6.36 20,896 K 47080 K 3456 win Moot "ChlUsers\ROOT™1. WINA
0.04 3208 K 10,460 K
411 5836 K 10,044 K "C:A\Users\root win MDesldo




PO3CU/IKa 4-ro /IIOTOrO

& Process Explorer - Sysinternals: www.sysinternals.com [win7\root]
File ©Options  View Process Find Users Help

IETEE SRR YN — | =] il I L b il A
Process CF'UI Drivimtr Duemn | BNNIRRGmRIER] DIN | Do [ I T [T— i T VmrfinAd Cimemr T
% System Idle Process 4849 wJ ukr_new.doc [ Compatibility Mode] - Word ==
B 5] System 0.12 _ _ L
] Intemupts 0.32 FILE HOME INSERT DESIGM PAGE LAYOUT REFEREMNCES MAILINGS REVIEW VIEW Sign in
(w71 smss exe Da # i
i - | At AT . Bp T LT L4Z, g=s= A Find -
%Cmm - & TimesNewRo =12~ A A7 Aa =izt == 4T 448pcel AaBbC AaBbCcl AaBbCel 2% Replace
csrss Exe 1 I R 7| each
3 [5] winiit exs Paste w B I U -abex x* aly . A = === 15' Q A Emphasis  Headingl = TMNormal Strong = Iy select~
B [m 7] services exe N b
77 lsass exe Clipboard 1= Font F] Faragraph F] Styles F] Editing -~
[mTlsm.exe -

File Edit View Go Capture Analyze GStatistics Telephony Tools [Intermals  Help

e ©

2 = AesT I/ EE QQAQf @WEM:x| H
FiIter:I j Expression... Clear Apply  Save
Mo, | Time |Snu_r::e [Desﬁnaﬁun |Prnt:_:cn| I_LEf‘H';Iﬂ"I |info
1 0.0000000010.0.3.15 192.168.1.5 DNS 78 standard query 0x1769 A cluster007.ovh.net
2 0.00185600192.168.1.5 10.0.3.15 DNS 94 standard gquery response Ox1769 A 213.186.33.18
3 0.0042310010.0.2.15 213.186.22.18 TCP 66 49299-80 [5YN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
4 0.058B6700 213.186.33.18 10.0.3.15 TCP 60 80-49299 [5YN, ACK] Seq=0 Ack=1l wWin=65535 Len=0 M55=1460

.0592240010.0. 3.15 213.186.33.18 347 GET /~lelodged/43543r34r /B43tf. exe HTTP/1.1

Fi 05939500 213 186,33 18 10.0.3.15 TCP BQ-49209 [ack] seg=] Ack=294 Win=65535 | en=0

8 1.5053190010.0.3.15 192.168.1.5 DNS B6 standard query Ox6e32 PTR 18.33.186.213.1in-addr.arpa

9 1.50766700192.168.1.5 10.0.3.15 DNS 118 standard query response 0Ox6e32 PTR cluster007.ovh.net

10 6. 5826730010.0.3.15 10. 0. 3. 255 BROWSEF 247 Domain/wWorkgroup Announcement SKY, NT Workstation, Domain Enum
11 36.171748010.0. 3.15 10.0.3. 255 NENS 92 Name query NB SKY<1cC>=

12 36.921327010.0.3.15 10.0. 3. 255 NENS 92 Name query NB SKY<1C>

12 27 E7M1a14010 N ZF 4 C 1 N = o (A =3 Y0= A7 kl=amea mriaris RMEPE CREFW 1 7~



Po3cuiKa 3-ro bepesHA

YT 03.03,2016 5:43

_.:\-h

HNokymenTs

T [

'ﬂ You forwarded this message on 03.03.2016 10:12,

Message TIE sche_dnc[l ME]

T

"y L F

i =
L A

R
LW D =

LA

L |

JaopaecTteviiTe!

B ceasH ¢ HaMeHeHHAMH B TapHHEBIX IaHAX MBI IepeIelaTH IaTe#HbIE JOKVMEHTEL
Hoerli cHeT B0 BIOESHHEIX dafimax.

C vEaxeHHeM
Erop Camobpatos.

Menpexep KoM EIHHH-
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Machine View Devices Help
El H v #7 Process Explorer - Sysinternals: www. -0l x|
W HihAF ThISERT NE<TEMN DARF | AT REFERFLICFS FAAILIMGS REVIEYY o File Opfions  View Process Find  Users Help
o vroiceeciars properties o MA@ EECDS S M® T L[, LI |
* O— == 5= 2
E Threads I TCPIP I Security I Enviranment I Strings - - Process I:F'Ul Private B_l,ltesl Working Setl FID | |zer Mame | Command Line | Yerified Signer
Paste Image Performance I Performance Graph I Disk and Metwork. E = = 5 System Idie Pracess 7.3 oK 24K 0 MT AUTHORITYS..
- =R B 5 System n.09 108 K. 304 K 4 MT AJTHORITY ...
rIrnage File Paragraph o B Intermupts 03z Ok 0k nta
- (B smez.exe 420K 1.068 K 200 MT AUTHORITY... \SwstemPoot\Swest.. Merified) Microzoft,..
& 2 - N - .
0 d (N signature was present in the subject) ing proofed, ¥ou may be able =1 cs.rs.s:eue <00 1,908 K 4 056 K 380 MT AUTHORITY. . /.;TS_ll,Is.temFHDDt/.;'\s... ['V'er!f!ed] M!crosoft...
. B [57] wininit. exe 1.500K 4368 K 408 MT AUTHORITY ... wininit.exe [ erified] Microsoft. ..
N Version:  nfa [ services. exe 5,080 K BA0SK 512 MT AUTHORITY.. C\windowshsyst.. [Merfied) Microsoft..
d Build Time: Mon Feb 22 16:27:23 2016 (57 lzasz.exe <0m 4,244 K 11,684 K 20 MT AUTHORITYY... C:¥wWindowshspst... [Werified] Microzaft...
Path: CRIER= 2992 K 5768 K 528 NT AUTHORITY. .. C:vwindowshayst . [Verified] Microsaft...
Sear I C:ATmplwmsk. exe Explore | B [E7] carss.exe 0.03 2420k 403K 428 NT AUTHORITY... %SpstemBoot®hs.. [Merified] Microzoft..
conhost exe d p win S sroot SACAWIndowsh . [Werifie icrosoft...
) h 1.060 K 2952k 1204 wind WPCNwindowsh . [Werified) Mi f
HEAI Command ine: [ conhiost eve 1,064 K 3308K 2980 winfsroot VICNWindowsh... (Verified] Microsoft..
I CTmphvmsk, exe _ﬁ_'l wirlogon. exe 2712K B.924 K A72 NT AUTHORITY... winlogon.exe [ enfied] Microsoft. ..
|: Current direckary: B explorer.exe 0.06 33,016 K RIZE0 K. 2396 wind oot C:WwfindowshExpl... [Werified] Microzaft...
[ I Ci\Usersiroot,win7\Desktop) lu"f! YBoxTray.exe 0.m 2228 K 572K 2588 winsmoot "CvwindowshSve... [Wenfied) Oracle C...
futostart Location: B ¥ procexp. exe 2ATE K BE2B K 3012 windsmot "DWWRadsSyzinte. . [Verfied] Microsaft.
1 Hrostart Losatien: 1.1. Cepa meit: 2 procespEd. exe nsz 18,720 K 29640K 2064 winsoot "D:4WRad\Sysinte... [Verfied] Sysintern...
I nfa Explore | 1.1.1. Mpasrma =7 autoruns. exe TH3EK 12092k 3036 winssmoat "DoARad S ysinte. . [Werified) Microsaoft..
i paspaborasEr B co &Tcpview.exe 013 5892 K 11164 K 3086 windsmoat "DWWRadsSysinte... [Werified) Microgaft...
Rarent:  <hon-existent Process»>(2560) Verify | FAKCHOAATENECTEON | g 27 Procmon. eve 128K 10312K 2056 win?soot “D:\WRadySysinte. . [Werfied) Microsoft...
User; win7irook UEA3AHEEL i CIIYT CEX 23 ProcmonGd. exe 0.07 19,036 K 20424 k. 1220 wind oot "CATmp Procmo... [Werified] Syzintern...
_ Bring to Front | 112 Hacromm| 5 o wieshark exe 0.4 BREAZK B7A28K 1716 winfsoot “C\Program Files.. [Werified] Wireshar..
Started: 12:27:23PM 3/3120168 I : 32-bit . .
e fai raass S , YK FONOBHAM M dumpcap exe 001 3480 K BA24K 1908 winT\ast "C:\Program Files... [Verified) Wireshar...
Commert: || Kill Process | 113 Eemt 012 oo sk ewe 003 194984 K 122526 1976 win?soot CATmp\wmsk. sxe (Mo signaturs was...
: TPEAYCMOTREIDINA | o g o, eve 5.940K E.783K 2740 wirsroot emd.exe Jo "TAT.. (Verfied] Microsoft..
ViusTotal: | _subre | L14. Yomyra | e NwORD. EXE 048  4578BK  GIGIGK 228w 'C; i fied) Mi
. , A X win ook C:\Program Files ... Menfied] Microsoft. ..
) . OKa3aHMA YCIYT CE.
Data Execution Prevention (DEP) Status: DEP {permanent) -
TMHITEHsHET OIepaTo
Address Space Load Randomization: Disabled ZBA43) 1 E MECTAX |
(a]4 I Cancel
y ¥ CIyTH BHYTPHOR
= - |CF‘U Usage: 2.61%  |Commit Charge: 35.05% |F‘r0cesses: 50 |F‘h3-'sical Usage: 27 59%: | j
& TCP¥iew - Sysinternals: www.sysinternals — -
File Options Process View Help 55000 BErigana 27012016 -
- Fockonmagzoponm 27.01.2021
A =
Proce. FID Pratocaol Local Address Remate Address Remate Port State Sent Pac] 13030 Brigana 11123013 -
ESTAELISHED Focronmagzopon 11.12.2020
El vrnsk exe 1976 TCF wWing lnzalhost ESTAELISHED Brigana 16.02 2016 -
Bl vnsk. exe 1976 TCP win?. sky.net tor.noreply.org ESTABLISHED 33993 FocKonMEa gz 0pon 16.02 2031
i vmzk. exe 1976 TCF win?.sky. net belegost. czal. mit.... ESTAELISHED Brmama 01102015 -
CE wINWORD.E... 228 TCP win?. gky.net 137.116.118.20 ESTABLISHED 15504 Pocronmagzopant 2% 10 2018
Brigana 27012016 -
33988 Focronmagzopon 2701.2021
4| | 3
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Recycle Bin

Far Manager 3
xEd

YLC media
player

> 0

fdobe Reader
wl

£

CiCleaner

0

DAEMON Toals
Lite

II:,. |E
il

deskkop.ini

Mozilla Firefox

&

Recuva

>

Skyvpe

[

TrueCrypk

WinsCP

—

Wireshark

-

Autoruns.exe - Procmon,exe -

Shiorkzuk

II:,. |E
il

deskkop.ini

MicrosIP

Mrap - Zenmap

Gl

PrOCEXD EXE -
Shorkout

&

Sharkeout

Tepview, exe -
Shorkout

READMEL  Exk

REALDMEZ Exk

READMES, Exk

READMES ExE

READMES, bxk

TEkugGEmpfk. .

FOxESM UYL

bZ3oiyMzLd]...

EdvukEpEpcl...

ifWwMNIZe0BE, .

NaxEs3+10..,

v LLTEEM.

READMES, Ext

READMEY Exk

READMES, Exk

READMESD, Extk

REALMELD, ExE

READMEL  Exk

READMEZ, Exk

READMES, Exk

README4. Ext

READMES, bk

READMER, bxk

READMET bk

READMES. bxt

READMES, Exk

READMELD, ExE

Test Mode
Windows 7




OaHa i3 Hebe3neK TakKUX aTak —
CUFHATYPHUK aHai3 He 3abe3neyvye
AOCTaTHIN PiBEHb 3aXUCTY.



XLS 1a .EXE - 24 roguHu nic/19 po3CU/KU

M virustotal 2 total

—

SHAZSE: Obb508f77<69da5bfE068be bes b58T 658550940920 1d e b I B0cec s $ SHAZ256: 43b69a81693488905ef655d222355c3f8dee2486abad76d571d3b12433d10c93
File name- Ocenkaxls - File name: test_vb.exe
Detection ratio: 5/ 54 .I O 0 Detection ratio: 4 /53 .I 0
Analysis date:  2016-01-20 08:45:25 UTC { 0 minutes ago ) Analysis date:  2016-01-20 11:21:18 UTC ( 0 minutes ago )
B Analysis @ File detail @ Additional information  ¢® Comments £ Votes B Analysis @, File detail @ Additional information ® Comments 3 Votes B Behavioural information
Antivirus Result Update Antivirus Result Update
Arcabit HEUR.VBA.Trojan 20160120 . )
Avira TR/Downloader.Gen 20160120
Avast VBA Downloader-AAH [Trj] 20160120
Blkav W32 eHeur.Downloader 20160119
CAT-QuickHeal X97M.Dropper.RO 20160119
McAfee-GW-Edition BehavesLike Win32 Multiplug.qm 20160120
Qihoo-360 heur macro_drop.c 20160120
Qihoo-360 HEUR/QVM10.1.Malware.Gen 20160120
VIPRE Trojan-Downloader. O97M._Donoff.d (v) 20160120
AlYac (-] 20160120
AlYac L] 20160120
AVG ® 20160120 AVG (] 20160120
Ad-Aware ®© 20160120 Ad-Aware (] 20160120
AegisLab © 20160120 AegisLab © 20160120
Agnitum [ 20160119 Agnitum L] 20160119
AhnlLab-V3 © 20160119 AhnlLab-V3 ] 20160119
Alibzba ° 20160120 Alibaba o 20160120
Aniy AT ° 20150120 Antiy-AVL © 20160120
Awi 20160120
e @ Arcabit ] 20160120
Baidu-International L] 20160119
Avast 1] 20160120

[= 11T o PV SRS P

]

ANAECNA90

(&)



XLS 1a .EXE - 24 roguHu nic/19 po3CU/KU
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@ Npeaynpexaenue cucrembl GesonacHoCTH  3anyck MAKPOCOS GTKARHEH. MapameTpei., FILE HOME INSERT DESIGM PAGE LAYOUT REFEREMNCES MAILINGS REVIEW VIEW
| PUCyHOK 1 - fvl skl Cut . - = == | A
A | b c o E F s [ A > [k o D B copy TmesNewRo -[12_=| A & Aa~ e 2 iz i =355 2L M| 4aBpCl AaBbC AdBbCC AaBhCel AaBbCcD AaBbC
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Po3cuika 6yna BUKIKOUYHO MO eHEPreTUKam. Po3cunka byna 3aranbHoO (MO AeprK. yCTaHOBAM)
ByB npeTeKcT i cam painn MicTUB NPOXaHHS. dainn mictB makpoc 6e3 npoxaHHA.




AK )XepTBU AONOMaratoTb HanagHMKam
(abo nNpo He3aunHeHi gBepi... )
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TheHarvester Ver. 2.6

- Edge-Security Research

OSINT, meTaiHpopmauia...

& forensic - FOCA (final ¥ersion) 3.4

Usage: theharvester options

-d:
-b:

-5
-V
-
-n:
-C:
-t
-2
-1
-h:

Examples:

+ = Project |~ Report Tools . ooOptions () Tasklist [ Plugins & About
FANEVAY ] 4 — :
—_— _ = — -l forensic
A N A A A _\\f’l ] N --..Netwurk
A A A O I NV S f\ Y, || __f | : im;anmmm B
INVTND L N TDNITALNT 6 o .
; @ Yulnerabilities
i B Metadata
: 4 LR
Coded by Christian Martaorella + £ Documents (31/264
- cmartorella@edge-security.com * ; ~E¥.dmﬂ2m
s o o o e o o ok ok e o ok o o e ok ok o ok e o ok o o o o ok o e o ok ok e e o ok o o o o ok o o o ok ok o o ke o ok e ok ok e e o o ok ok e ok o ok ke ;;pdﬂm
(B ppt (1)
. I‘E_J :':lS [-I] it I_II'_| i I T
B h-'!__nletadata Summary it Dovwnload
----- a5 Users [15) - ]
Domain to search or company name | () Folders [0) pd_ o Downioad Al
. paiy ; ; - 15:] Frinters [2] hittp:
data source: google, googleCSE, bing, bingapi, pap = e~y Delete
linkedin, google-profiles, peoplel23, jigsaw, | L) Software (4) hﬂp:-' Sl ]
twitter, googleplus, all [0 Emailz (0] ==
""" §_’-i.‘ Uperating Systems [1] e Extract Metadata
Start in result number X (default: @ | @%PaﬁWDMSW] ¢
Verify host name via dns resolution and search for virtual H 4 Servers (0] hittp: Extract All Metada obil. doc
Save the results into an HTML and XML file hittp: Analyze Metadata . doc
Perform a DNS reverse guery on all ranges discovered hittp: 4 i1 doc
Perform a DNS brute force for the domain name hittp: Add file 1_obl.doc
Perform a DNS TLD expansion discovery hitp: 4 add Folder I
Use this DNS server http: 4 '
Limit the number of results to work with(bing goes from 50 t Add URLS from file
use STOD?ged?ta?gge todqueryddlscggered ?ﬁsts Ny Time Soue I o ik , [
googte © » @Nd pgp doesn use is option) 23311 ... MetadataSearch [z Docurnent metadata extracted: C:hTemphgay_oec_I9_ & pdf
23811 ... MetadataSearch [t Diocument metadata extracted: C:A\Temphaay_ostriv_15_16. pdf
theharvester -d microsoft.com -1 500 -b google 23311 ... MetadataSearch  low Docurment metadata extracted: C:\TemphKiey_obl [1].doc
theharvester -d microsoft.com -b pgp 23311 . MetadataSearch [ Docurment metadata extracted: C:ATemphitomic_obl 1) doc
theharvester -d microsoft -1 200 -b linkedin 23311 ... MetadataSearch [ Document metadata extracted: C:hTemptOdessa_obll doc
theharvester -d apple.com -b googleCSE -1 500 -s 300 23311 ... MetadataSearch [ Document metadata extracted: C:ATemphChernigiv_obl [1].doc




y p2 - FOCA (final version) 3.4

[~ /Project |~ Report

UTools . iOptions () Taskist @) Pugns & About

w8 PC_ N Comcl suimes T Exbomeias
@§PC' —I ¥V Google vl doc [l xls [vl ppsx [yl sxc
5@ PC. 18 Hakonaes | r : A [¥ Bing W ppt [V docx [ xisx [ sxi
Sggg- vl [~ Exalead Wl pps [Vl pptx [ sxw [y odt
& é PC: lcanumit Al None il_' _’J
& PC_ ret Esrevpel
&% PC_ 1a VisaHosHa
= &% PC_ . Custom search dmul
&£ PC_ wacracns Br | g [ Type [URL [ Download |_<]
&4 PC_ woo iOpeesu |\ TE36 4s hp com/upload/ilyich tender/166/peanusaisia TpaHcnopTa 59 emm... X
@ Servers (1) & :
L @37 ks htpe) com/upload/ilyich/Amp/tender/45626593 1173890F 72bbe3%ec 15d4... | X =
£1-€® Roles @38 ®s  hitps /upload/sales/report/1/Mpaiic ot 08.04.2015r. Xis x
- ‘ Vulnerabilit !_]39 s hitp:// /upload/sales/report/1/MNpaitc ot 02.04.2015r. s X
& 1™ Metadets E)40 ds  hitp, /upload/sales/report/1/Mpaic ot 17.04.2015r. s X
5.7 Documents (29/393) 41 G5 hito) /upload/sales/report/1/Tipainc ot 14.04.2015r. ¥ .
& @) doc (3) !J42 ds  hitp:/) /upload/sales/report/1/Tipac ot 29.04.2015 . xds .
W) docx (4) @43  ds  hitps /upload/sales/report/1/Tipainc ot 17.03.2015r. s .
- pdf (12) @44 s hitp-// com/upload/ilyich/tender/164/Tipunoxerme Ha peanusauwmo AK-.. X
v &) s (6) 45 s http:/s com/upload/ilyich/tender/138/peanusaums umywectsa semns ... X
£ dsx (4) !]46 xls http:/ com/upload/ilyich/ender/131/3asexa Ha peanusawro 2 TC LUMN... X
=~ Metadata Summary @47 s hitp) com/upload/ilyich/tender/206/T10T NeNe 2: 3: 4; 5; 6; 7xds X
&P Users (20) #)48  docx  hiip) com/upload/ilyichAender/202/3asexa docx X
(2 Folders (1) )43  docx http/ com/upload/ilyich/AmpAender/5bf6111148ad3a8cb 18 7eb8355d... X
& Printers (7) ®)50  docx hitp com/upload iyichAender/37/3anwT Lis nponos2 docx .
5 Software (9) ®)51  docx  hitp /upload/ /content/119/TaxeT RoKyMerTE N0 KOHTPareH... X
& Emails (1) n— ®)52  docx  hitp/ com/upload/iyichAender/179/Mipunoxerwe Ne1_docx x
o °°°‘Pm"" s ph @]53  docx  hitp/) com/upload/ilyich/tender/127/Mpunoxcerme Ne1.docx X
& Sovens (0 | |54 docx  http/, com/upload/ilyichAender/117/TMpunoxeswe Ne1.docx .
. 5| |®155  docx it/ c::om/mload/nMchAmernder/deASchb%bSSSSZd652debfZ>2... x _r'.l
d | o >
- Cont | (25 Deactvate AutoScral | Glear | [ Ssvelog o File |

Metadata analized !




VRad@ck17:~$ theharvester -d |- tviv.ua -1 50 -b bing
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* TheHarvester Ver. 2.6
- Coded by Christian Martorella
- Edge-Security Research

- cmartorella@edge-security.com
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[-] Searching in Bing:
Searching 50 results...

[+] Emails found:

_ .lviv.ua
infodl. 1viv.ua
nfocll . 1viv.ua

VRad@GK17:~% theharvester -d |l 1viv.ua -1 50 -b linkedin

[-] Searching in Linkedin..
Searching 100 results..
Users from Linkedin:

Olena

Oleksiy NN




PekomeHaaLlll
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CniBbecign 3 nepcoHanoM Ha TeMy QILLMHIY Ta COL. iHXeHepil

N oV op W

[lepioANYHI TeCTM HA MPOHUKHEHHS

*KopcTka dinbTpauia nowTu (exe, macro, js ... )
B/10OK/KOHTPO/Ib 3aNyCKY CKPUMTIB Ta .exe i3 Ztemp?
3aCTOCYBaHHA MexaHi3MmiB T.3. “6ianx cnmckis”
3aCTOCYBaHHA T.3. “nicoYHMUb”

ObepexHicTb, 06a4HICTb, 30CepeaKEeHICTb



Some useful tools

Defense side
* Virustotal
 olevba, peepdf, pdfid, pdfx
* Virtualbox + sysinternals tools + wireshark
Pentest side
* Google dorks, Foca, Maltego, theharvester
e Gophish, macroshop (github), veilevasion
* nmap, amap, masscan, msf
* NOBHUW Nepenik WyKanTe B METOAMNYKAX



VRad@GK17:~/Distrib/samples/26.05.16/cletools-0.46/0letools$ python olevba.py -a clean table.xls
olevba 0.46 - http://decalage.info/python/oletools
Flags Filename

FILE: clean_table.xls
Type: OLE
No VBA macros found.

VRad@cK17:~/Distrib/samples/26.05.16/cletools-0.46/0letools$ python olevba.py -a fax.docm
olevba 0.46 - http://decalage.info/python/oletools
Flags Filename

FILE: fax.docm

Type: OpenxML

VBA MACRO ThisDocument.cls

in file: word/vbaFroject.bin - OLE stream: u'VBA/ThisDocument'

VBA MACRO Modulel.bas
in file: word/vbaProject.bin - OLE stream: u'VBA/Modulel'

VBA MACRO ModuleZ.bas
in file: word/vbaProject.bin - OLE stream: u'VBA/ModuleZ2'

VBA MACRO Classl.cls
in file: word/vbaProject.bin - OLE stream: u'VBA/Classl'

VBA MACRO Module3.bas
in file: word/vbaFroject.bin - OLE stream: u'VBA/Module3'

VBA MACRO UserForml.frm
in file: word/vbaProject.bin - OLE stream: u'VBA/UserForml'



| Type | Keyword | Description |
+------------ +--- - - eI et e +
| AutoExec | AutoOpen | Runs when the Word document is opened |
| Suspicious | Open | May open a file |
| Suspicious | Run | May run an executable file or a system |
| I |_command |
/| Suspicious | CreateObject | May create an OLE object |
| Suspicious | Chr | May attempt to obfuscate specific |
| | | strings |
| Suspicious | SaveloFile | May create a text file |
| Suspicious | Write | May write to a file (if combined with |
| I |_Open) |/

| Suspicious | Hex Strings | Hex-encoded strings were detected, may |
| | | be used to obfuscate strings (option |
| | | --decode to see all) |
| Suspicious | Basebd Strings | Basebd-encoded strings were detected,

| | | may be used to obfuscate strings |
| | | (option --decode to see all) |
| IOC | http://www.vbforums. | URL |
| | com/showthread.php?4 | |
| | 60464 -RESOLVED-1s- | |
| | there-a-method-like- | |
| | quot-isAlphabetic- | |
| | quot | |
| IOC | http://stackoverflow | URL |
| | .com/questions/27516 | |
| | O/regex-for-names | |
| IOC | https://davidcel.is/ | URL |
| | posts/stop- | |
| | validating-email- | |
| | addresses-with- | |
| | regex/ | |
| IOC | http://stackoverflow | URL |

R M I = By |

e a0



Sources

* Vlad Styran slides

e Steven Rambam

e Paula Januszkiewicz videos

 Mark Russinovich videos

slideshare.net/sapran/presentations

““Privacy is Dead - Get Over It” (1.08.10 HOPE)
“Privacy: A Postmortem” (14.07.12 _ HOPE)
“...Taking Anonymity” (19.07.14 _HOPE)

channelg.msdn.com/Events/Speakers/Paula-Januszkiewicz

channelg.msdn.com/Events/Speakers/Mark-Russinovich

* 7 KPOKIB y HanpsAmKy be3sneku

* Pentesting_npakTtuka

https://[radetskiy.wordpress.com/2015/04/10/7_steps_ua/
https:/[radetskiy.wordpress.com/2015/05/18/pentest2015_practice/



http://www.slideshare.net/sapran/presentations
https://www.youtube.com/watch?v=DaYn_PkrfvQ
youtube.com/watch?v=NObTjstI6f4
youtube.com/watch?v=dNZrq2iK87k
https://channel9.msdn.com/Events/Speakers/Paula-Januszkiewicz
https://channel9.msdn.com/Events/Speakers/Mark-Russinovich
https://radetskiy.wordpress.com/2015/04/10/7_steps_ua/
https://radetskiy.wordpress.com/2015/05/18/pentest2015_practice/

/1aKkyto Bam 3a yBary!

Bnraguncnas PageubKnit

vr(@bakotech.com

radetskiy.wordpress.com



mailto:vr@bakotech.com
https://radetskiy.wordpress.com/

| He 3abyBaunTe npo c1oBa bptoca LLHanepa

Only amateurs attack machines;
professionals target people.

Bruce Schneier




