IXilad

SECURITY SOLUTIONS



O KOMMNAHUU IXIA

» PelweHna komnaHum Ixia nomoratoT BaMm YBEPEHHO pa3BMBaTb CBOMN DU3HEC,
obecneydnBasi eMy HaOEXHYIO N 3aLLUULLEHHYIO CBA3b C BHELLHUM MUPOM.
brnarogaps npogyktam Ixia, Bawwm KnmeHTbl obecneyeHbl camMbiM ObICTPbIM U

Il TEXHOJTOTNAM.
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= 1800+ coTpyaHUKOB

= 2500+ NMOCTOAHHBLIX KITMEHTOB
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® MFG/Operations

X Corporate
% R&D, Operations, Sales
O Partner Sales & Support
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END-TO-END PRODUCT FAMILY

Founded in 1997 Network Visibility
IP Testing Acquired June 2012
\ OP"cs-/ Bf L [
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et e Actionable Security
‘ éi‘ Intelligence (ASI)

AI’U

—aTa i o \'e‘,\\,\.a\'e \cquwed August 2012

- Increased Router
| 3 Testing
/W Acquired Oct 2009

Wireless Testing Wi-Fi, WLAN Testing

Acquwed June 2009 Acquired July 2011
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IXIA MOMOFAET HA BCEM XXU3HEHHOM LUMUKIE UT

[NpoeKkTupoBaHue

Pa3paboTtKa npoeKra YBepeHHOCTb OonTtumusauyua

BTeé)TI/IpOBaHI/Ie ATTecTtauus MaCLIJTa6I/IpyeMOCTb,
bIOOp BEHAOPA NPOV3BOAUTENBHOCTY U CHWKeHne CToMMOCTH U

Proof of Concept
COBMECTUMOCTbL 060PYAOBaHNS OesonacHocTW npu BBOAE B NOBBIILIGHNE SCREIEKTHBHOCTH
cucteMm MHopMaLMOHHOM

[Mpon3BOANTENBHOCTb SKCnsiyaTaumo HOBbIX CETEN
HoBble TexHonorum v yCnyr 6e3onacHOCTN U MOHUTOPUHIa
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IXIA BREAKINGPOINT

TecTupoBaHue U atrectayuus
cuctem MHpopmMaLMoOHHOU
Ge3onacHocTu!
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HACKOJNIbKO Bbl YBEPEHbI B BbIBOPE CUCTEMbl UH®OPMALMUOHHON
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BE3OMNACHOCTWU?

challengers leaders
7 s |
Cisco
s i Blue Coat Systems
mantec :
Barracuda Netvyorks\ Web;t:ggﬁer
S McAfee
Trend Micro
Trustwave
Sophos @
Sangfor e
ContentKeeper Technologies
/

Phantom Technologies-iboss Security
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MAPKETUHIOBbIE MAPAMETPbI MPOU3BOOUTENNIbHOCTU

Clients

FireWall

OcHoBaHbl Ha 6a30BON CETEBOWU TOMOSIOrNM
Tpaduk Tonsbko HTTP over TCP
YnpouweHHble HTTP GET / HTTP Response
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PEAJIbHAA TONMNOJNOINNA Internet
Pu

lic Zone

Data Center

DataCenter

Enterprise '
Users
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TPA®UK PEANNbHOW CETWU

CE-NNTP, 3,937,232

CE-Citrix, 6,728,731 —____

CE-Telnet, 5,134,716 ——__
CE-SMTP, 5,421,056 ———_

CE-SSH, 5,930,544 —__

CE-SMBv1, 4,610,540
__—CE-FTP, 5,181,318

. —CE-HTTPS, 5,703,356
_—CE-POP3, 4,840,843

_——CE-IMAP, 5,126,248

CE-HTTP, 4,792,212 _——CE-mysql, 5,338,788

CE-Jabber, 6,495,317 —— ST —— ———CE-Radlus, 4,965,961

T CE-SNMPv2, 4,970,576
CE-VMWare, 7,196,170

T—CE-WoW, 5,119,008
————CE-TFTP, 5,257,502
——CE-Skype, 3,801,252
———CE-SMBv2, 5,382,491

- ——CE-H323, 2,810,934

~—CE-Oracle, 5,178,906

CE-SAP, 4,531,390

CE-SecureSMTP, 5,188,264 — W
CE-LDAP, 3,309,873~ &
CE-Syslog, 4,248,492 ,
CE-NTP, 1,451,136~
CE-DNS, 8,815,048~

CE-MSN, 5,229,237

/
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BPAI' HE CIIUT!!!

Large volume network |
flood attacks

Internet Pipe Firewall IPS/IDS

M 207€ IXIA AN DJ/JORITS AFFILIATES. ALL RIGHTS RESERVED. | 10 lea




IXIA BREAKINGPOINT

Device Under Test
Client Side Simulation Network Under Test Server Side Simulation
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Legitimate Traffic
Ixia BreakingPoint
Test Equipment PerfectStorm ONE™

IXIA BreakingPoint — yHMKanbHbIN NPOAYKT, NO3BOSIAIOLLNM
BOCNPOM3BOANTb pearibHYy0 MHPACTPYKTYPY CETU C DONbLUNM
00BbEMOM NErMTUMHOIO U BPEeOOHOCHOro Tpaduka L2-L7 ans

TEeCTUPOBAHUA MPOU3BOLANTENBHOCTU, OD€30MacCHOCTUN U CTabUIBHOCTY
CETEBDLIX 3JIEMEHTOB
©2016 1A ANDIOR TS AFFILIATES ALL RIGHTS RESERVED o i IXia




METOObl DOCTUXEHUA MAKCUMATIBHOU 9®DPEKTUBHOCTU U HALOLEXXHOCTMH
CUCTEM BE3OINACHOCTM!

NMponsBoANTENbLHOCTDL

Bbe30onacHOCTb

CtabunbHOCTL

MeTop

BbisiBfieHME CKPbITbIX HEAOCTATKOB,
onpegeneHue npeaeribHom
NPON3BOANTENBLHOCTU NPWU
MakcMMarbHOM Harpyske Tpadomka
NPUNOXEHUW U aTak.

BuisiBneHue ysa3BMMocTen n cnabbix
MECT B CUCTEMeE 3aLNTbIl C
NPUMEHEHNEM HOBENLLNX METOO0B
aTak, BUpPycoB, CnamM-MeToauK u
aKTyalibHbIX BEPCUU NPUITOXEHUM.

IMYnAUUS HEKOPPEKTHOW paboThbl
CETU N MPUNOXKEHN NpU
MaKCMMarnbHOM Harpyske asis
OLIEHKN CTabunbHOCTN paboThl
CETEBbIX 3NIEMEHTOB.

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 12

Pe3ynbraTr

YBenuyeHue npon3sBoanNTeribHOCTH ﬂyTéM
onTuMmM3aumn an3amHa u KOHd)MpraHMM.
[MoHnmaHue npeanena npon3soanTeribHOCTU
CNCTEMBbI.

YBEPEHHOCTb, YTO BCE ANNEMEHTbLI CETU
3alUMLLEHbl OT HOBENLUKUX Yrpo3 M roTOBbI K
nepegayvye Tpaduka CoBpeMEHHbIX
NPUIOXEHUN.

[MpoakTnBHOE BbISIBNIEHNE HECTAOUMbHbIX
3MIEMEHTOB ANa 3awnTbl oT cboeB B paboTe
CETU N nepegayn Tpadmka, KoTopble MOryT
NpUBECTM K PUHAHCOBBLIM U UMNOXKEBbLIM
noTepsim.

|
HAOEXHOCTb

IXia




TECTOBBbIE NIAT®OPMbI

PerfectStorm

Chassis supports up to 12 load
module Scales from 80G to 960G
Support 1GbE, 10GbE, 40GbE,
100GbE

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. |
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8-ports of 10GE with the SFP+ interface

PerfectStorm ONE

Appliance Scales from 4G to 80G
Support 1GbE, 10GbE, 40GbE

BreakingPoint VE

Standard x86 server &
Hypervisor 1Gbps increment
subscription Any Host
Interfaces




KPATKUUN CMMUCOK SMYNTUPYEMbIX MPUNOXEHUN
Custom Applications

RDP

Streaming Media

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. |
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ActiveSync RAW Pandora
Apple App iTunes/Store REXEC Netflix
e _ - e —
HTTP Mobile IEC104 Rlogin oice | Video | Media
- Ares
BlackBerry Services System/Network Admin RSH BICC
BBC iPlayer BGP
- Telnet H.225.0
Facebook for I0S Devices DNS SIS
Google Android Market IDENT Social Networking H.245
S1AP IPFIX Facebook :
TuMe IPMI v1.5 Icxr : :
T BIaar SCS| e HTTP Live Streaming (HLS Apple)
. - MMS MM1
Viber Finger Twitter RTCP
YouTube Mobile LDAP Wikipedia _
WhatsApp _ NetFlix
MlchSOft Update Telephony and Cable TV RTP (bi/uni directional)
NetFlow
i NTP MM1 RTSP
Appleluice PCP (Port Control Protocol) TR-069
BitTorrent Peer / Tracker - SCCP (Cisco Skinny)
Portmapper . .
eDonkey RIP Testing and Measurement Slingbox
: Chargen SIP
Gnutella 0.6 (Firewalled and UDP) RPC Bind / Mount 8 ;
Gnutella Leaf / Ultrapeer Daytime Skype
RemoteUsers -
PPLive/QQLive SNMP vi/v2 Discard Skype UDP Helper
PPTP Sun RPC Echo STUN v1/v2
SoapCast / SoulSeek unl OWAMP Control / Test Tango
uTorrent SYS 08 QOTD TVants
WinNY Time TWAMP Control / Test YouTube

;n




KPATKUMA CMTUCOK 3MYNUPYEMBbIX MPUNOXEHUN. YACTb 2

AIM6 DIAMETER IBM DB2 @mail.ru
AOL Instant Messenger RADIUS Accounting Informix -
: AOL Webmail
Google Talk RADIUS Access Microsoft SQL
- Google Gmail
ICQ ETP Oracle GMX Webmail
IRC Gopher PostgreSQL MSN Hotmail
Jabber SQLMON
HTTP o Microsoft Exchange (MAPI Exchange)
MSN Sybase
NNTP IMAP
MSNP RSync TDS
MSN Switchboard TETP TNS IMAPv4 Advanced
OSCAR WebDav Orange WebMail

OSCAR File Transfer Distributed Computing Olitlook WablAccess

Data Transfer / File Sharing

QQ IM / Live Citrix P
Windows Live Messenger IBR DCE/RPC
. NetBIOS i i i
Winny e VMware VMotion Rediffmail WebMail
Yahoo! Messenger HETEIDE DLy SMTP
METERS S Enterprise Applications :
Web Application NETBIOS SSN ST Yahoo! Mail
. ndpoint Mapper
Bing Search NFS 2 SR Yahoo! Mail Classic
Rl DCE/RPC Exchange Directory
y RRE LPD
Google Search SMB inancia
MODBUS
Google Earth SMBV2 ol FIXT
Paypal ITCH
Yahoo Search World ‘of Warcraft HTTPS
WebEx Xbox Live SSH
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IXIA BREAKINGPOINT BOTNET SIMULATION

Zombie
Computer
Simulation

Botnet C&C
Master
Simulation

Server Security’ | Security  Target Server
Simulation DeVice Device Simulation

| Security
TDLA4 L Device
Duqu
ZeroAccess
Evil
PushDO
TDW

Zeus Ixia BreakingPoint

Customization in Application Editor Test Equipment

v
v
v
v
v
v
v
v
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BREAKINGPOINT DDOS SIMULATION

Layer 3IP/ICMP

v'DDoS IP Frag Attack

v'DD0S ICMP Request Flood Attack
v'DD0S ICMP Response Flood Attack

Layer 4 UDP

v'LOIC UDP53 DoS Attack
v'DD0S UDP Fragmentation
v'DD0S Non-Spoofed UDP Flood
v'DDoS UDP Flood

Layer 4 TCP

v'DDoS SYN Flood

v'DDo0S PSH-ACK Attack
v'DDoS Fake Session Attack
v'DDOS SYN-ACK Flood Attack
v'DDoS Rcv Wnd Size O

Layer 7 Apps

v'DDo0S DNS Reflect - Attack
v'DDo0S DNS Reflect - Zombie
v'LOIC HTTP DoS Attack
v'DDoS SIP Invite Flood
v'DDoS Redirect

v'DDoS DNS Flood

v'DDoS Excessive GET POST
v'DDoS Slow POST

v'DDoS Recursive GET

Unique

v'DDoS SlowLoris

v'DDoS Smurf Attack

v'DDoS TDL4 CC HTTP Flood
v'"MultiVERB DDoS

v'RUDY DDoS

v'LOIC TCP8080 DoS Attack

IXia




CYBER RANGE: B YHEHUAX KAK B BOIO

Data Retention Data Retention

Green Team !

Simulation |
|

Network
Infrastructure

Application Infrastructure
Simulation

- — - — - ——

Red Team !

Simulation
|

Data Retention

Ixia BreakingPoint
© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 18 TeSt Equ i pment ixia




OBOPYAOOBAHUE, KOTOPOE MOXET bblTb ATTECTOBAHO C NOMOLWbIO
BREAKINGPOINT

« UTM « SSL Accelerator
« IDS/IPS « Traffic Shaper
* QoS Deep Packet Inspection « SMTP Relay

* Firewall * Anti-SPAM

* Web Application Firewall * Proxy/Cache

« Load Balancer  URL Filter

Content Filter

Anti-Virus /Anti-Malware
Network Encryption Device
... MHOroe, MHOroe apyroe

 WAN Accelerator

* Network Probe

« Lawful Interception Systems
« Data Retention Systems

* Anti-DD0S

BreakingPoint
Find it before they do.”

© 2016 IXIA AND/OR ITS AFFILIATES . ALL RIGHTS RESERVED . 19 IXIa




NMPUMEP - BbIBOP NGFW

MS-SQL

BHeagpeHune kopnopatnsHoro NGFW B 6aHke

Oracle \ erp DCERPC
iSCSI DCERPC MAPI
- 3apava: BbibpaTh BeHAOpa o g e

Client
CITRIX

KomMmnaHua nmeet 4 TMNOBbIX cLeHapus HTTPS

Bce BeHgopbl NGFW 3aasunu npomnssoautensHocTb 1Gbps OFFICE

[

—_—

HTTPS
_~ DNS

e

WEB

Partner Portal

<y .

TCP baseline

SMTP
HTTP HTTP

$»r |
SNMP /\RTP

X1 LDAP

Web
test Partner offi
ICe .
Portal Trading e-banking
m Vendor A B Vendor B m Vendor C FIX
Vendor A Vendor B Vendor C *BreakingPoint StrikePack 5
Avg Sec effectiveness *  48% 52% 28%

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 20




rogoBAd NOANMUCKA APPLICATION & THREAT INTELLIGENCE (ATI)

Simulation and Application and Real Attacks

Testing Threat Intelligence 6,000+ live security attacks
36,000+ pieces of live malware
180+ evasions

DDoS and botnet simulation
Custom attacks

Research and frequent updates

IXla

Real-World Applications
300+ application protocols
Social, peer-to-peer, voice, video

Web, enterprise applications,
gaming

Mobile

Storage workloads
Custom applications
Frequent updates

Unprecedented Performance

960 Gbps blended application
Pa3 B 2 Hegenu HoBble NpunoxeHus HoBble yrpo3bl/ATakm s ' PP

720M concurrent HTTP sessions
24M HTTP sessions/second
12M CC SSL sessions/second

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 21




IXIA DEVELOPER

1{', '..-L l[_.l

té’ Tll, 8

BreakingPoint
Personal edition

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 22 lea




PEAJIbHOCTb KOMIMAHNUN-PA3PABOTHYUKA
Pa3nnyHble mogenu pa3paboTkn — oagnHaKkoBble NPOOsieEMb

OrpaHnYeHHbIN
OrooxeT

Paspabotynkam
HaQo aaTb
0CBODOXOeHUs
reHepaTopa

BeyHbIn nouck

OrpaHn4YeHHOCTb 50 CIEI: ”g;;';g - noaxoasaLLnX
TECTOB - 2611 . OecnnaTHbIX
P NHCTPYMEHTOB

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 23 lea




PE3YJIbTAT - NMINOXAA QOPEKTUBHOCTDb

* brogXxetT HangeH No3aHo, a No3AHO
HanAeHHbIe barn o4eHb JOPOro UcnpaensTh

« Barn o6bIYHO CNOXHO aHanNU3npoBaTb
MHCTPYMEHTaMW, OPUEHTUPOBaAHHbIMK Ha QA

59.5 Billi
$ o 5 I I O n Annual Cost of Bugs to U.S. Economy

EARLY DISCOVERY SAVES MONEY

Data from NIST and Ponemon Institute

$960/defect
$80/defect $240/defect

DEVELOPMENT BUILD QA/TEST PRODUCTION

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 24 IXIa




YTO ECJIN Bbl Mbl CMOTJIN

* ygeriu4ums agpgpekmueHocmp ?
nerkoe pelleHne, 4OCTYNHOE BCEM
HaxoauTb 6ary paHblue
paccrnenoBaTtb npobnemsl bbicTpee
pagoBaTbCcAa 6boraTtbiM BO3MOXXHOCTSAIM reHepatopa Tpaduka

HUKaKOro I0POroro xeriea3a

* Jamb owyweHue paspabomyukam, 4mo oHU
yacmb coobwecmesa ?
NpPsIMOW KaHan Ansi OT3bIBOB
nNpo3payvHbIn roadmap, Ha KOTOPbLIN Bbl MOXETE NOBMNUATb
BHecuTe cBou Bknaa!

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 25 IXIa




HO ECTb XE BECIMNJNATHbBIE NHCTPYMEHTDI...

30POBO, €CIIN OHU paboTaloT, HO ...

» OrpaHn4YeHHasa nogaepKka nnu ee
OTCYTCTBUE

* OrpaHnyeHHast PyHKUMOHANbHOCTb
* Pegkmne obHoBRNeHUs

* YacTo Tpebyetcsa nepecobpartb U
aganTupoBaTthb

Windows\System32\cmd.exe - server.bat
% root@bt: /pentest/sniffers/tcpreplay

Terminal H
Berver listening on TGP port 5881
CP window size: 1.Ad MByte

[1B68]1 local 192.168.2_1 port 5801 connected with 192 _168.2_28 port 53925
[ ID] Interval Transfer Banduwidth

B.8- 5.8 sec 376 MBytes 631 Mbits~/sec
zec MBytes Hhits zsec
sec MBytes Mhits/sec
zec MBytes Mhits sec
sec MBytes Mhits/sec
zec MBytes Mhits/zec
sec MBytes Mhits/sec
zec MBytes Mhiteszec
sec MBytes Mhits~ sec
sec MBytes Mhits zec
zec MBytes Hhits zsec
sec MBytes Mhits/sec
zec MBytes Hhits zsec
sec MBytes Mhits/sec
zec MBytes Mhits sec
sec MBytes Mhits/sec

a
-8
-a
-a
-a
-a

5.8

a

a

a

a

a
-8
-a
-a
-a
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NMPEOCTABIAEM IXIA DEVELOPER!

Jlerkum TecToBbI MIHCTPYMEHT pa3paboTymka, KOTOPbIN CTaHET
HEe3aMeHMMOMN YacTblo XXU3HEHHOIO LUMKNa

» [eHepauymns peanncTnyHoro Tpaduka
NPUNOXEHUW C NogMeELLMBaAHUEM aTakK

« CneuuarnbHble PyHKUNK Ans pa3padboTUYMKOB:
oTnaguyuk, breakpoints, saxesar

* iIMeHHas nuueH3uns

e BbICTPbLIV LMK penn3os

* BCTPOEHHLIN MEXaHU3M 0DpaTHOM CBA3U
« KnaccHbin HTML Ul u knaccunyeckumn CLI

« Paclumpsertca nnarmHamu

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 27




PA3SBOPAYUBAHWUE IXIA DEVELOPER

.
* Jlerkoe BupTyanbHoOe pelleHune o KV M
— ogHa VM (<1GB) 4%

— He Hago pas3BopayMBaTh NOPThI

— BIMUCbIBAETCS B TUNOBOE OKPYXXEHUE
pa3paboTymka

* BbbICTPO pa3BopavynBaETCH
— MeHee 2 MUHYT

* Online aBTOpPU3aLMS

VMWare ESX

& 2016 XA NDIOR TS AFFILIATS AL RIGHTS RESERVED o 2 IXia




CXEMA B3AMMOOEUCTBUA

Linux Workstation with KVM

Web
browser
or CLI

N ™
< =
£ 2
d
El E
E E
S S

TecT BHYTpU BUpPTYanbLHOWU cpeapbl
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Linux Workstation with KVM
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TecT pm3nyeckoro ycTtponuctea




B3AMMOAEWUCTBUE C COOBLECTBOM

2 Dashboard

{.:‘5 S Mightfury Project Scope - ...

© 2016 IXIA AND/OR ITS AFFILIATES. ALL

IXia Developer > DASHBOARD

FEATURE ROADMAP

2015-05-11 2015-06-25

® o)

2015-07-30 2015-08-08

=@ (¢)

Version 1.0.0.1505 currently installed

IN DEVELOPMENT

9— - | @

DEBUGGER - APPS cu

Breakpoints / Single Step

Command Line Interface

Run Exploits with Apps

SECURITY 1
As-Is Packet by Packet

PCAP REPLAY ‘

DEBUGGER - PCAP
Breakpoints / Single Step

PCAP REPLAY

Modify PCAP / Replay L4 FEATURE!

ENJOY

Ixia Developer allows you to create scenarios
that can generate an unlimited number of
network traffic possibilities. If you need help
getting Ixia Developer up and running try our
videos at:

hitp://www.youtube com/ixiadeveloper

NEW TEST BROWSE TESTS

TELL US

Let us know what you think about our product.
Tell us if you encounter any problem using it or
if you feel it's just awesome the way it is. Your
feedback is greatly appreciated. It helps us
improve and offer you a better product.

SHARE

If you find Ixia Developer useful, why not tell
others about it? Nominate them for our referral
program, and we'll send them a free one-month
trial license. Theyll thank you for it, and we'll
thank you for it.

Refer a friend

SESSIONS: 1 ACTIVE/1 RUNNING

FTP-investigation

ACTIVE FOR: 01d 00h 44m 125 RUNNING

admin




MPOCTO!

=R
e & 10.200.105.107 x

95 X Nightfury Project Scope - ...
IXia Developer > FTP-INVESTIGATION EDITOR DEBUGGER  STATISTICS

| || 00:02:28-8%

TRAFFIC
INTERFACE STATS

TRAFFIC1 ‘

Exploits: Browser (853)
Exploits: Office Document (425)
Exploits: Clientside (416)

All Other (304)

NUMBER OF STRIKES = APPLICATION THROUGHPUT (Mbjps)

¥ APRUICATION THROUGHPUT (Mbps)

Tei135T)  — Ax (1.361) x(0)

X : : ServerEntity x % APPLICATION TRANSACTIONS

: : (s D)
"""""""" : B successful (3 k)
M Failed (0)
E Incomplete (1)

¥ STRIKES

B Blocked (43)
W sllowed (234)

admin NOTIFICATIO

© 2016 IXIA AND/OR I TS AFFILIATES. ALL R o e S o =Y IXIa




OTNAOYUNK U BREAKPOINTS
re@

95 € Nightfury Project Scope - ...
IXia Developer > FTP-INVESTIGATION eDITOR  [UDEBUGGERYY  STATISTICS

Bl STOP TEST | 00:02:14-73%

2 10.200.105.107

TRAFFIC1 >> FTP INTERFACE STATS

TRAFFIC

14,689 10,195
Z |

CISCO EMIX

Resolve 10,196 14,682

¥ Citrix

¥ eDonkey Data Transfer Welcome Banner

Lo

¥|  HTTP Video

b APPLICATION THROUGHPUT (Mbps)

Directory Listi
HTTP Audio =

HTTP Text cwo

SIP{RTP Direct Voice Call (TCP Tran...

SAP

SMTP Email

VYVYYYY

Telnet — Rx (0)

Raw

b APPLICATION TRANSACTIONS
NETWORK

[rﬁrmﬁmf:;r [192.1682 10 [10). ] B successful (4 k)
BREAKPOINTS STEP DISPLAY W railed (2)

. B incomplete (0)
LI | 192.1683.10 @ ] ’

_ |

vl 3 trafficl
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&2 10.200.105.107 - PuTTY.

1/ApplicationTrafficl/FIP) # show actions

id

Eesolve
Welcome

m
H
-
m
H

Login
Directory
CWD
Download
Upload

QUIT

b niwm
m m m m
H H H H
< 4 9 49
m m M M
H H H H

m
H
-
m
H

1/ApplicationTrafficl/FTP
1/ApplicationTrafficl,/FIP

1/ApplicationTrafficl/FIP
L breakpoint was hit! To debug the paused appsim instance you can g he 3/ ion:1/ApplicationTrafficl/F
TP/instance:1"'
1/ApplicationTrafficl/F
1/ApplicationTrafficl/F

@instance:l

instance:1l shaow

TP
IP

id

=ztate
actionid
actionfame
frozenBy

Source

destination:

l/applicationTrafficl/FIF /instance:l
id

m
H H

-
m

-
m

H H

m wmwmm
m m
H
<
i
H

m
H
-
m
H

Download

ApplicationTrafficl/FTP/instance:1
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EOVUHBIA LEHTP UCCINNEOOBAHUN

ATl Research enter

Application
Visibility

Security and Inline Security

DPI Testing

BreakingPoint y _ -
/ ™
/ e Application & Threat fliliealxRMOR
/ Intelligence
Processors

© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 34 lea




UI3TO TOJNIbKO HAYATNO ...

Exxemeca4yHble OOHOBEHUS

* YcnoBHble breakpoints
* OTnagyuk

*[1lpon3BoOnbHbLIE CTAaTUCTUKA

IXia




IXIA TREATARMOR

JononHutenbHbLIA YPOBEHbL 3aLUTDI
KOpPnopaTUBHbLIX ceTeun
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MHBecTuummn B 6€30nacHOCTb MOCTOAHHO PacTyT

SECURITY
INFRASTRUCTURE

IPS/IDS I DDoS
‘
— A 4 THREAT
WALL ANTHARUS FORENSICS ANALYSIS SANDBOXING l

Cost and Complexity

Increasing Resource Requirements

BT WHAT IR YOU COULD SHRINK THE INTERNET?

protec ion. More comp ore maintenance. More t0 manage.
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13 yero coctounTt TpadPukK MHTEPHETA

THE INTERNET

B KAXXOON CETU ECTb

BA TUTA TPAOUKA NON-RELEVANT TRAFFIC
N A ~ Y REGIONS XVNOARLTYHSB
I'IO,EI,HE)KALI.IMIZ
AHAJINGY:
Traffic of Possible Interest -
UNRECT‘IIDSSTERED &\

TPA®UK, KOTOPbIUA HE
HY>XKHO AHANTU3UPOBATD:

HIJACKED
HIJACKED
UNREGISTERED IPs /
UNWANTED REGIONS
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MpenctaBnsem ThreatARMOR™ ot Ixia

ThreatARMOR — HOBbIN NepeaoBOU pyoex 3alnThbl.

briokmpyet HexxenaTtenbHbIM TpaduK - BXOOALLNIA U NCXOOALLNMN.

\ J/
Y

o SECURITY
INFRASTRUCTURE

JLLREA SANDBOXING

ThreatARMOR™ $0000000000000000000000000000 ’onoooooc o
o ooooooooooooooooooooooooooooo YOO OO N

N, a
i O T 1L LLILe
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Pa3se mou Firewall atoro He genaet?

Next-gen firewalls are really good at DPI,
content inspection, and threat detection, but they're
really bad at large-scale IP address blocking.

Why would you want to block a lot of IPs?
18% of DDoS attacks come from China

Russia, Ukraine, Pakistan, China, and Turkey
are in the top 10 Botnet C&C countries

China, Brazil, Russia and India together account for
26% of web application attacks

THE PROBLEM WITH MASSIVE-SCALE BLOCKING

Russia 5,632

China 2,659
Pakistan 231
Turkey 644
Ukraine 2,528

CATEGORY # OF IP ADDRESSES

Malicious Sites > 1,000,000
Hijacked IP’s > 16,000,000
BOGONSs > 800,000,000

MOST NGFWS RUN OUT OF CAPACITY AT AROUND 10,000 RULES.
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IXIA ATI
Research Center

Professional-grade Threat Intelligence

used by industry leaders

© FireEye FRiRTINET
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= =l
= BROCADE
atat cisco
wolheoe O JUNIPES
NTT
N R
===T= verizon HUAWE!

(B comeasT Sreecon
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ERICSSON e
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Appliance

ThreatARMOR
Rap Sheets

Clear proof for every Set, Select and Forget.
blocked site.

Maximum reliability.

1 THREATS DETECTED

Auto-updates every 5 min.




ThreatARMOR (] SETTINGS E

EASY TO CONFIGURE

OPERATION MODE

SYSTEM UPDATES

1. Connect power and Ethernet cables

*ing you from danger. Select this mode
1 malicious sources.

2. Pick “Report Only” or “Blocking Mode”

~cection only. It doesn’t provide the benefits
.wde, but it can point out where they are, if you
. amount of network visibility.

3. Walk away, it updates automatically

T T &
L) ‘. ‘. ‘. .‘ “ .‘ .‘ .. .‘ () .‘ .‘ .‘.....‘ .‘...‘.‘.‘ ...... ‘. ‘..... e | ¢‘§)’] [ ) .. .... .. .. .. ‘. ... i ﬁf\

- O
Criminal site blocking is automatic |

BLOCKED CONNECTIONS BLOCKED CONNECTIONS BLOCKED CONNECTIONS BLOCKED CONNECTIONS

26 K 671 33 679
GeO'b|OCk|ng |S OptIOna| REASON REASON REASON REASON

2015-07-29 / 23:16:39 2015-07-29 / 22:56:19 2015-07-29 / 22:24:32 2015-07-29 / 22:22:29
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% LAST 24 HOURS -

0.12%
0%

TOP BLOCKED COUNTRIES

UNITED STATES
ROMANIA

4. GERMANY

| NETHERLAMDS
UNITED KINGDON

1. FRANCE

| POLAND

4. CHINA

TOP ALLOWED COUNTRIES

' ROMANIA
TOTAL TRAFFIC PERCENTAGE

EH UNITED STATES

TOTAL TRAFFIC FERCENTAGE

CONMECTIONS: 1.1 M CONMNECTIONS: 17 M

Il |RELAND

TOTAL TRAFFIC PERCENTAGE

&= NETHERLANDS
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 525.2 K CONNECTIONS: 878 K

35.

Il UNKNOWN

TOTAL TRAFFIC FERCENTAGE

CONMNECTIONS: 5.6 M

BE UNITED KINGDOM

TOTAL TRAFFIC FERCENTAGE

CONNECTIONS: 474 K

28.1. 1,001.7. 2.38.

LAST BLOCKED IP ADDRESSES

I ROMANIA I ROMANIA

BLOCKED CONMECTIONS BLOCKED CONMNECTIONS

12 1

REASON REASON

2015-09-25 06:48:43 2015-049-25 D6:43:41

BOTTOM COUNTRIES ALLOWED

IE EUROPE

TOTAL TRAFFIC PERCENTAGE

= PALAL
TOTAL TRAFFIC PERCENTAGE

& NICARAGUA
TOTAL TRAFFIC PERCENTAGE

CONMNECTIONS: 1M CONMECTIONS: 1 CONMECTIONS: 2

#= SWEDEN

TOTAL TRAFHIC PERCENTAGE

ET SAMOA
TOTAL TRAFFIC PERCENTAGE

W MALI
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 20.4 K CONMECTIONS: 2 CONMECTIONS: 2

DASHBOARD

344.39M |
478

394K/

9.04% |

UNITED STATES

ELOCKED CONNECTIONS

17

REASON

2015-09-25 06:48:-40

™ GUINEA-BISSAU
TOTAL TRAFFIC PERCENTAGE

CONMNECTIONS: 2

EX GRENADA

TOTAL TRAFFIC FERCENTAGE

CONMNECTIONS: 2

UNITED STATES

BLOUKED CONMECTIONS

12

REASON

2015-09-25 06:43:40

=7 BURKINA FASO
TOTAL TRAFFIC PERCENTAGE

COMNMNECTIONS: 2

P( BURUNDI
TOTAL TRAFFIC PERCENTAGE

COMNMNECTIONS: 2




MOYEMY IXIA?
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Brnagnmnp HasapeHko
[npekTop no npogaxam
Ixia YkpanHa n CHI
+380 94 710 0942

+380 98 178 7378
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