STC

SWITCH T CcLOUD

Cepren [JyokoBckni
sd@gocloud.com.ua




STC

SWITCH To CcLOUD

Ycnyru: Mpopaxa:
»
, O
*  ayAuT MHpacTpykTypbl UT; . laaS, SaaS 3apyb6exHbix NpoBaiiaepos.;
= KOHcanTuHr B obnactun noctpoerus LIO[; « annapartHoe obecrneveHue:
= MpoekTupoBaHue cuctem DR, pesepBHOro - cepBepHoe 06opyaoBaHue;

KonmnpoBaHUA N apXnBMpoBaHUA;

- CUCTeMbl XpaHEHUA OaHHbIX;
= [IOCTpOEHUNE FI/I6pVI)J,HbIX obnayHbIx cpen;

- ceTeBoe 060opya0OBaHME;
=  TOHKWI THOHWHI annapaTHO-NPOrpamMMHOro
obecneyeHus; - obopynoBaHue onsa paboyunx Mecr;
* EePEHOC pPELLEHUN Ha pa3nuyHble NNaTdOopPMBbI; = uHpacTpykTypHoe [M0O.

=  TeXHun4ecKad nogaep’xka n cepsmcHoe O6CJ'Iy)KVIBaHVIe.
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Figure 1. Magc Quadrant for Cloud Indrsstructire 0 8 Service, Worldwide
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INITCHN TO TLOVE

HYBRID
v g

Compute Storage Network

* Nearly half of large enterprises will have hybrid cloud deployments YE 2017 (Gartner)
« More than 65% of enterprises will commit to hybrid cloud by 2016 (IDC)
« Spending on cloud infrastructure and platforms grows 30% 2013-2018 (Goldman Sachs)
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STC Data Center Evolution

VIRTUAL DATA CENTER THE MODERN CLOUD (laaS)
* Manual operation * Automation and orchestration
* Static environment * Dynamic environment

* Scale up models * Scale out models

Allowing IT to deliver applications at a fraction

of the cost and time in a more secure way!

gocloud.com.ua




STC THENEW CLOUD ENVIROMENT Q

SDN r-

Unified place to control the i Cloud Management
| Virtual & physical networks [ = ===+ One place to orchestrate and
\ o ————— ) I I automate all applications

Hypervisor
The virtual compute

gocloud.com.ua




CHALLENGE #1:
STC LATERAL THREATS Q

* Perimeter Gateway doesn’t protect
traffic inside the data center

* Lack of security between applications

* Threats attack low-priority service and
then move to critical systems

Modern threats can spread laterally inside the data center,

moving from one application to another
gocloud.com.ua




CHALLENGE #2:
sTC DYNAMIC CHANGES D

* New applications provisioned rapidly

Virtual-app movement
Change IP address
Unpatched dormant VMs that wakes up

Traditional static security fail to protect dynamic datacenter
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CHALLENGE #3:
STC  CoMPLEXENVIRONMENT D

K » 4

Complex to manage different security products
iIn a multi-clouds environment?
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STC VvSEC Elements: Q

vSEC GATEWAY vVSEC CONTROLLER
Secure traffic between applications Automated security
in the cloud with unified management
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Hybrid Q

VvSEC GW for Azure

vSEC GW for vCloud Air

Consistent security and control for all your clouds
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Flow of vSEC Service Insertion
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UNIFIED MA
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Unified security management and threat visibility
across virtual, physical & public cloud gateways
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YactHoe

— . OGTTaRo~
_‘!

3aMKHYTOCTb Ha nposangepa
HeT MOBGUNBLHOCTN Harpys3Kku
Pa3opBaHHOCTb CeTn n besonacHocTu

CrtatnyHasg N3meH4uynBas

TUN HArPY3KH
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STC [ MbpnagHoe obnako Cisco
Nexus 1Kv InterCloud

HeT 3amkHyTOCTU Ha [NocTaBLymka

'eTeporeHHas VIHgpacTpykTypa
-
KnueHT dﬁ% éi:)

OTKpbITOCTH T Bbibop
CIsCO

Cisco
InterCloud

BesonacHocTtb oT Havana go KoHua

MobunbHocTb Harpyskun mexay Obnakamu
gocloud.com.ua

Ob6nayHble
[MpoBangepeobl
n
Cisco INO

O

Open
Ecosystem

virtustream.



STC Cisco InterCloud — Product Overview

SWITCH To CcLOUD

KopnopatuBHbin LUO[L / YacTtHoe O6nako

vSphere

(&) vmware

Hyper-V

Microsoft

Openstack/KVM

@. redhat.

L
L
L

CloudStack/Xen

CiTRIX

L/

InterCloud
KoprnopaTuBHbIx
3akasumkoB

3aKasuymkm &
IT agMmuH
MopTan

l BesonacHoe paclmpeHne ]
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O6na4yHbin CepBuc

InterCloud

Ons

lMpoBangepos

Azure APIs

EC2 APIs

amazon

webservices



Customer Site

Cisco InterCloud
STC
wereee BpICOKO-YpOBHEBaA ApPXUTEKTYpa

@ DAEEUEUS  provider AP

> APls

VPC
Capacity

g InterCloud InterCloud oo Voot T )

. “ “ "“ - VMt t VMt T VM

i i " Extender Switch S R P

) Hypervisor Allow tenant to easily move workloads Hypervisor

5 between disparate hypervisors

©

= Il

= . . . Automatically re-create tenant .

0

S Virtual Network & Virtual Services | network with same security policies | Virtual Network | 0

£ S Q

= Enable easy consumption of .g =

o . A © o

IS PhySICaI CompUte dedicated resources, not just VMs PhySICaI ComDUte o 2

= g7

3 [ Physical Network & Network ' 3

8 ysica etwor etwor Common capabilities regardless Phyglcal Network & Network 8 E
Services of physical infrastructure Services n -

Customer DC or Cloud Provider Cloud
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STC be3onacHbIn KaHan Kk obnaky

SWITCH To CcLOUD

Key Technology Functions
¢ YNpaBngoLWmn KaHan:

VPN c KpyuntToBaHnem

R N ~
@ napomoeos sesnossecn. |
~ s

% KommyHukauum mexay VM : ycTtaHaBnnBaeTcd ©6e3onacHbl KaHan Ha ypoBHe VM

« Data in Motion Encryption

D N <
B T e . fE=m e () LT
~ o W S
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STC Site to Site Infrastructure

SWITCH To CcLOUD

s Uses TLS and Leverages s Tunnel Mgmt
* Pre-shared Keys & Certificate Authorities » Control Channel using Pre-Shared Keys
» Public Key Infrastructure * Data Channel using encryption and hash keys
¢ Cipher Suite Options: s Networks
* Encryption » Selected subnets
* AES-128-GCM & AES-256-GCM * Replicated on cloud

» AES-128-CBC & AES-256-CBC
» Hashing Algo
« SHA-1, SHA-256, SHA-384

Mgmt Interface Mgmt Interface
_ P ay orivate Networke
P k “‘“ =06 H 3 TeHens ! 4y )
(EESNSHILS Y L ol ik B b o OO A on Public Cloud
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Private Networks

VLAN A
VLAN B
VLAN C

vian o (D
vian E D

192.168.10.x
192.168.11.x
10.10.100.x
10.10.101.x
192.168.12.x

«PactarmBaHune VLAN»

Mgmt Interface Mgmt Interface
Tunnel Interfaces

Enterprise Public IP Provider Public IP

gocloud.com.ua

Extended Private Subnets

192.168.10.x VLAN A
192.168.11.x VLAN B
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be3onacHaa ObnavyHad MHpacTpyKTypa
STC ona VM Q

Private Cloud T Public Cloud

3awmT Tpadmka mexay obnayvyHeimm VIV

|

|

|

LLIncdopoBaHHbIe KOMMYHVKaLMK Mexay VM i
i

|

icfCloud




STC Cisco InterCloud Ecosystem Q

CCCCCCCCCCCCC At launch and Growing fast

Cisco Provider Partners Cisco Technology Partners

T 1 servicemesh =
“sramazon CITR!X .

“¥ webservices™

AN EMC

CSC @mckspace.

the open cloud company

. =" Microsoft
. ML
virtustreom. NetApp

e& Windows Azure ‘ redhat Zerto

&iSAVVIS.
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CNACUBO 3A BHUMAHUE!
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