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3.1. Remediation Plan for 10.3.60.136

3.1.1. For Microsoft Windows Server 2008 R2, Enterprise Edition SP1
These vulnerabilities can be resolved by performing the following 60 steps. The total estimated time to perform all of these steps is 29
hours 45 minutes.

Download and install Microsoff patch windowse6. 1-kb2778930-x64.cab (1608367 bytes)

Estimated time: 30 minutes

Microsoft Windows Server 2008 R2 SP1 OR < 5P1 (x86_64), Microsoft Windows Server 2008 R2, Enterprise Edition SP1 OR < 5P1
(x86_64), Microsoft Windows Server 2008 R2, Standard Edition SP1 OR < SP1 (x86_64), Microsoft Windows Server 2008 R2,
Datacenter Edition SP1 OR < SP1 (x86_64), Microsoft Windows Server 2008 R2, Web Edition SP1 OR < 5P1 (x86_64)

Download and apply the patch from: http://download windowsupdate com/msdownload/update/software/secu/2012/12/windows6_1-
kb2778930-x64_f77ccab1701f0d386362e64b83a5783964cd7ab2 cab

This will address the following 15 issues:

M511-012: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (WINDOWS-HOTFIX-MS11-012)

MS511-034: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (WINDOWS-HOTFIX-MS11-034)

MS11-041: Vulnerability in Windows Kermel-Mode Drivers Could Allow Remote Code Execution (2525694) (WINDOWS-HOTFIX-

MS11-041)

MS11-054: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (2555917) (WINDOWS-HOTFIX-MS11- //
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