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There are two kinds of big companies
There are those who've been hacked... and
those who don't know they've been hacked.
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of companies have
been hacked at
one time or another
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Insiders bypass the perimeter
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ENDPOINT
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to steal data
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ENDPOINT

APPLICATION

., Hackers breach

Trad |t|0na| applications effectively
security
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Protecting

IS exactly what Imperva does



 Protects structured and
APPLICATION unstructured data where
it resides: databases
and file servers

* Protects where it's accessed:
Web applications

« Guards against both outside
threats and internal actors




® PROTECTING
IMPERVA  pysiness-critical data
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Imperva CounterBreach

User Rights
Management for File

Data Loss Prevention
SecureSphere File Firewall
File Activity Monitor

SecureSphere for SharePoint

SecureSphere Database
Assessment Server

SecureSphere
Database Firewall

SecureSphere
for Big Data

SecureSphere Database
Activity Monitor

User Rights
Management

Imperva Camouflage

Imperva CounterBreach

Vulnerability
Assessment

@ Imperva products
o Products that cover both Protect and Comply

© Partners

SecureSphere
WAF

ThreatRadar

Incapsula
Website Security

Incapsula
Infrastructure Protection

Incapsula
Website Protection
Incapsula
Name Server Protection
SecureSphere WAF
Skyfence
Cloud Discovery
Skyfence
Cloud Analytics
Skyfence
Cloud Protection
Skyfence
Cloud Governance
Imperva
CounterBreach
Incapsula

Back Door Detection
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Defenses Required to Protect Web Applications

Fraud Connectors Business Logic
c Attacks
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CHALLENGERS

Citrix

Barracuda Networks \
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‘/ United Security Providers
DBAPPSecurity
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ABILITY TO EXECUTE

VISIONARIES

As of June 2014



CHALLENGERS LEADERS

ABILITY TO EXECUTE ~——>

NICHE PLAYERS VISIONARIES

COMPLETENESSOFVISION ——> As of July 2015
Source: Gartner (July 2015)
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Audit CobiT 1so | EUData
PCI DSS HIPAA GLBA Privacy

- (SOX) 17799 Directi
Requirements irective

1. System Access

(Successful/Failed Logins; v v 4 v v v
User/Role/Permissions/ Password changes)

2. Data Access

v v v v v
(Successful/Failed SELECTs)
3. Data Changes v v v v
(Insert, Update, Delete)
4. Privileged User Activity v v v v v v
(Al
5. Schema Changes v v v v v

(Create/Drop/Alter Tables, Columns)
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Purpose of Database Security Products

Audit all access to sensitive data by
privileged and application users

As required by PCI 10, SOX, HIPPA
and other regulations

Alert or block database attacks and Databases
abnormal access requests, in real time

Detect and virtually patch database software vulnerabilities

|dentify excessive & dormant user rights to sensitive data
Aggregate DB user rights from across all DBs on the network
Reduce access to business need to know level (PCI 7)

Accelerate incident response and forensic investigation with advanced analytics
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People are the

Confidential



© Uploading Files
Salaries.file
Confidential_Records.file
ol Irade_secrets.file

I\ waARNING /!
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Compromised Careless




THE SOLUTION
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O

Exactly Is the access How do | respond
WHO OK? QUICKLY
Is accessing my data? if not?

Truly Detecting and Containing Breaches Requires Addressing All
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Breach Detection Solution
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LEARN AND DETECT
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CounterBreach Behavior Analytics
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Behavior: Develop a Baseline of User Data Access

PCI Database

Who is connecting to the What data are they How much data do they
database? accessing? query?

O . O
° How do they connect to Do their peers access When do they usually
' the database? data in the same way? ' work?
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Learning Data Access Patterns

Learn

- Leverage machine learning to —
understand the environment Service Account Sensitive
> Application Data
1. ldentify user and connection types Application
2. Understand data
- Typical purpose of data . > Metadata
3. Understand data access patterns - DB Account
+ Amount of data

Interactive User
- Comparison to peer groups (DBA)

 Typical working hours

®
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Finding Anomalies and Bad Practices

- |dentify compromised, careless and —

maliCiOUS users Service Account S
> Application Data

P 4
~

— Application Table Access Application _

~

. > Metadata
- DB Account

Interactive User
(DBA)
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Finding Anomalies and Bad Practices

- |dentify compromised, careless and e
malicious users

Service Account

Sensitive
Application Data

-

_ _ Interactive User
— Application Table Access

— Service Account Abuse
Metadata
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Finding Anomalies and Bad Practices

- ldentify compromised, careless and o DB Account
malicious users . Anomaly: g Sensitive
Retrieves 1,000 Application Data
Support Analyst records out of
— Application Table Access working hours

— Service Account Abuse

— Unusual Data Retrieval Metadata

Maintenance on 5
records

Customer Support
(Peer Group)
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How Is Behavior Analytics deployed?

49

4

1. Data Center Resources
Databases and File Servers

Passively Monitors

v

v

2. Imperva SecureSphere Audit Archive

Existing Setup or VM provided by Imperva (e.9. SCP) _
3. CounterBreach Admin Server

and CounterBreach Behavior
Analytics Server

SecureSphere logs are copied over to
CounterBreach. The product will not

interfere with existing SecureSphere
deployments.
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